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The Risks of Cloud Computing
 Availability rating:

– Amazon Elastic Cloud Compute: 99.9974%
• Total down time: 2.41 hours

– Google Compute Engine: 99.9815%
• Total down time: 4.46 hours.

 What does ‘down time’ mean for cloud clients?
– Loss estimates for 1 Day based on Annual Revenue from advertising:

$100 Million

$82 Million

$28 Million

$12 Million

$12 Million



The Risks of Cloud Computing

 Causes of Cloud Outages
– Cybercrime

• Fastest growing cause of cloud outages.
– 22% of outages in 2015.

– Faulty Software
• Poor optimization = Down time

– Lengthy reboots, defective load 
balancers, etc.

– Failing Hardware
• ‘The Cloud’ is a physical place

– Age of infrastructure

Increasing dependence on ‘The Cloud’ makes it essential to understand the risks 
associated with cloud computing



What is Cloud Computing?
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Cloud Architecture: Strengths

 Zone 1 Zone 2

 Zone 4

Zone 3

Zone 5

Zone 1 Zone 2

Zone 3

Low Latency Links
Communication over public internet.

Region Down
Isolation:

Redundancy:



Cloud Architecture: Weaknesses

• If there is only a single endpoint for a service, regardless of where the service is 
available, the service will be lost if the endpoint is lost.

Single Endpoints:

Interdependent Services:
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Modelling Potential Cloud Risk

Company Information Needed:

– Name: CRS Travel Booker
• Revenue, employees, etc. 

– Cloud Provider
• Services & regions

– Industry
• Services

– Locations: Headquarters, Offices, Clients
• Regions

– Cloud initiation
• Regions

CRS Travel Booker



Modelling Potential Cloud Risk

• Name: CRS Travel booker
– Total Revenue: $260,7000,000 USD

• Cloud Provider: Cloud Provider 1

– 14 Regions, 100 Services

• Industry: IT-Software

• Cloud Initiation: 2012

• Office & Client Locations: 

– Regions 1, 2, 3, & 4
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Service 1

CRS Travel Booker

Company Cloud Risk Profile:



Modelling a Cloud Outage
Scenario
 ‘Cloud Provider 1’ experiences down time in its 3 oldest regions: Region 1, Region 2, & 

Region 3 due to a slow re-boot of system. The Regions are down for 6 – 12 hours.

Impact on CRS Travel Booker
 3 out of 4 of CRS Travel Booker’s regions are offline
 Losses: Total revenue from 3 down regions

– CRS’ 4th Region is still up and running, but CRS Travel Booker’s Cloud Design focused on isolation and forgot 
about redundancy.

Potential Loss Estimates for CRS Travel Booker
Region 1 is responsible for 29% of total revenue: $8,600
Region 2 is responsible for 24% of total revenue: $7,000
Region 3 is Responsible for 26% of total revenue: $8,000
– % revenue is based on customers served in that region

Region 1 Hour 6 Hours 12 Hours
Region 1 $8,600 $52,000 $103,000

Region 2 $7,000 $43,000 $85,600

Region 3 $8,000 $47,000 $94,000

Total $25,000 $142,000 $282,600



Take Home Messages

 The services and cost effectiveness provided by Cloud Providers has 
caused tremendous growth in Cloud Industries in the past decade.

 With increases in dependency on the Cloud comes increases in Risk

 The best Cloud strategies focus on isolation and redundancy.

 We can use what we know about dependency, loss potential, and cloud 
architecture to model potential risks. 
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