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ELECTRICAL	SYSTEM	OF	THE	HEART



MY	LIFE	DEPENDS	
ON	THIS	HARDWARE
AND	SOFTWARE
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Pacemaker/ICD Programmer
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EMBODIED	AND	CONNECTED



WHAT	COULD	POSSIBLY	GO	
WRONG?

Patient	privacy	issues

Battery	exhaustion

Device	malfunction

Death	threats	and	extortion

Remote	assassination	scenario…



LOSS	OF	VISIBILITY	
IN	CONFIGURATION



BITFLIP IN	THE	AIR	
AND	DEBUGGING	
MY	PACEMAKER



DATA	ERROR	IN	PACEMAKER
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WHY?

Legacy	
technology

No	software
updates
Long	lifetime
of devices

No	security
testing	or	
monitoring

Medical	devices are
”black boxes”
Proprietary
software

More	
connectivity

Heavy	regulations
No	security
regulations
Increased attack
surface
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https://www.bsimm.com



HOW	TO	SOLVE	IT?

Security	
research

Information	sharing
Third	party	
collaboration
Coordinated
disclosure

Vendor
awareness

Regulation
Procurement

Safety by	design
Security	testing

Software	liability

Security	
risk	

monitoring

Security	updates
Software	Inventory
Incident response
Cyber	insurance
Resilience



• Open	source	medical	devices

• Medical	device	cryptography

• Personal	area	network	monitoring

• Jamming	protection

• Forensics	evidence	capture

MORE	RESEARCH
NEEDED!

wocintechchat.com



THE	BENEFIT	
OUTWEIGHS THE	
RISK
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Technology	for	a	better	society

marie.moe@sintef.no
@MarieGMoe @SINTEF_Infosec


