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Infographics

Global Risk Index Growth: sub-categories ($bn) P
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Country ($bn)

Top City Threat
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. Tokyo Japan 24.31 Interstate Conflict 8.98
- New York United States 14.83 Market Crash 3.10
o Manila Philippines 13.27 Tropical Windstorm 7.39
w Taipei Taiwan 12.88 Tropical Windstorm 7.97
o Istanbul Turkey 12.74 Interstate Conflict 2.61
" Osaka Japan 12.42 Interstate Conflict 3.76
o I Los Angeles  United States 11.56 Earthquake 2.70
. Shanghai China 8.48 Tropical Windstorm 2.38
Matural Financial, Geopolitics &  Health & Humanity  Technology & ) .
Catastrophe  Economics & Trade Sacurity Space London United Klngdom 8.43 Market Crash 1.83
m2015 ®2016 =2017 m2018 Baghdad Iraq 7.91 Interstate Conflict 4.37
. Asia & Australia
North America and Europe . e
Resili i< relativelveRic $34.2bn reduction from resilience
Esulence IS relativery !Q ° o Largest reduction from natural catastrophe risks
Largest threats have short term impactto GDP St
® o ® A
e ¢ ” Jak, " N
® ® Baghdad: o
’ e o: (@ $3.9bn, 48.7% reduction .
. @ 5 st
4 o anila:
.. ¢ ( $3.9bn, 29.8% reduction
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@ !
Middle East & Africa
28% reduction from resilience
Largest reduction from geopolitical & security risks
Resilience What-If Analysis
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Analytical Software
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* NatCat Events
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Risk Quantification for Corporates

B Need to communicate Probability, Return Period
and Exceedance Probability Curves

B Companies are organised in different ways
— By markets, brands, regions, products, functions

B \What outputs and reports are needed by risk
managers and the Board?
— To Support Business Decisions

— We want consistency of infographics across threats,
geographies, organisational units
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Risk Overview

@ Overall index (O Your index
Finance, Economics and Trade Geopolitics and Security Natural Catastrophe and Climate
@w&w @\@0 2099260000
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...Global recession ‘unlikely’ Carney...

..US launches Syrian attack... ...Earthquake in the Philippines...
Technology and Space Health and Humanity Regulation and Liabilities
SNO® OO
Muclear  Power Cyber

Human Plant
Pangemic  Epidemic

V4 ==v ==

Accdent Ouilage  Aflack S'o"-w

...Cyber Attacks on White House...

...Epidemics in Thailand... ...Increase in D&O class actions...
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Processing real-time cyber terrorism developments
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Movement?
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The Attacker Has the Advantags in Cyberspace. Can
Fix That?

Trump administration hits Iranian hacker network with
sanctions, indictments in vast global campaign

Mabna Institute

Iran angered at US imposition of cyber sanctions

U.S. Strikes Qaeda Target in Southern Libya, Expandi
Shadow War There

Locking Ahead: Cyber Security in 2018

RUSsia 'arming the Afghan Taliban' says US

France hostage taking: 'One dead’ in Trebes supermai
1515 Inc.

Deadley Tslamic State’ hostage situation in France
APT33: New Insights into Iranian Cyber Espionage Gri
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Police Arrest Core Members of Muslim Cyber Army’

Domestic Terrorism: The Threat in Our Backyard
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Corporate Threat Overview as Organograph
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Corporate Threat: Counterparties

Infineo

Pitng
Taiwan icond...
Ml Node Size by
Market Capitalization
of Company
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Site Specific Risk Assessment

@) Business Outage () Repair Cost

Select productivity unit:

Top threats by productivity unit Whiting Refinery
Top 10 threats to revenue at

Whiting Refinery
Market Crash
Flood
Solar Storm
Cyber Attack
Social Unrest
Commaodity Price Shock
Human Pandemic
Freeze
Temperate Windstorm

Power Qutage

1 2 3 a
Expected loss from business outage ($m)

Total expected loss from business outage: $27 01m
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Risk Mitigation (Resilience Manager)

Odds of Occurring Physical Measures
Next 12 Months

1in 50 Terrorist Attack Install Vehicle Perimeter Exclusions
1in 100 600 Ib car bomb 100 m away Highly Visible Security Guards

1in 200 1 ton truck bomb Employee Awareness Program

1in 250 2 ton Blast/Shatter Proof Glass

1in 500 5 ton Anti-combustible HVAC

1in 1,000 10 ton tractor-trailer Higher grade Structural Engineering
1in 10,000 Attack with sarin gas Other

EE UNIVERSITY OF Centre for
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Judge Business School
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Site Insurance Purchasing (Risk Transfer Manager)

Insurance Profile RUN INSURANCE ANALYSIS
Active?: (4] [l (8] a
Product name: property_x_war bi_x_war property_x_none bi_x_none
Type of Cover - Property - Business Interruption + | Property ~ | Business Interruption -
Limit ($m):| 1000 Property = 500 1000
Deductable ($m): 10 50 10
Business Interruption
Exclusions:  Interstate Conflict - Nong ~ | None -
Workers Compensation
Units applied:
Whiting Refinery I Credit and Surety ] 7
Cherry Point Refinery 4l Casualty Liability I 4
BP-Husky Toledo Refinery ) \War and Political Risk - I l
Texas City Chemicals (53} 7] (53} (%]
Cooper River Chemicals (53} 7] (53} (5]
Mad Dog Installation (5} %] (5} (%]
Atlantis Installation I3 1= 17 I
Thunder Horse Installation £l ] I £l
Na Kika Host Facility Il 7] ¥ ]
Prudhoe Bay Oil Field ] 7] ¥ ]
NM San Juan Basin I I ) »l
CO San Juan Basin I 7 ] 7
| d babili Loss process
nsurance exceedance probability curve ® Business Outage © Repair cost
@, - ik Indicate a loss level (in $m) of
Exceedance probability curve for business outage concern:
——— Without insurance With insurance 100
1 A business outage loss level of $100m
» 5 has a 29.5% chance of being exceeded
S
5 2 without insurance and a 2.6% chance of
o
g 01 being exceeded with insurance:
g 0
e 5 (440, 0.0339)
5
= Cyber Attack CY3 Indicate an exceedance
= 2 'Whiting Refinery
= -
B nen probability (%) of concern:
= 0.
g 5 5
=
S
§ 2 There is a 5% chance of exceeding a
0.001 business outage loss level of $300.0m
s without insurance and $50.0m with
0.1 2 5 1 2 5 10 2 5 100 2 5 1000 2 insurance
Business outage ($m)
Select log-scale: Show markers:
¥ x-axis ¥ y-axis L Without insurance ¥ With insurance
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Risk Transfer by Insurance

Select company: Loss process:

® Business Outage O Repair cost

Top productivity units by threat Select threat

All Threats X w
Selectthreat:
All Threats X v -
Iceland Swedan
Top 10 productivity units with revenue at risk from All Threats Morway
W withinsurance M Without insurance Canada
Belarus
S Kaz
prudhoe 2y o el [ — th Je L
hr H Spal - Uzbek
Thunder Horse Installation F cific .United Stal Atlantic pain Turkey -
. » Ocean Tunisia iraq- Iran
Cherry Point Refinery ean . )
Algeria Libya  Eqypt Pi
Atlantis Installation r Mexico Cuba
. . Mall | Miger
NM San Juan Basin - Senegal o '. g Sudan [~ Yemen
Mad Dog Installation - ':::'—[':":I'_Icg';f /
BP-Husky Toledo Refinery - Peru Brazil b
Bolivia .
CO San Juan Basin - o Sl Madagascar
araguay
0 5 10 15 20 25 South : :
Expected loss from business outage ($m) L Atlantic South Africa
Threat layer cpacity:
Insurance could reduce the total expected loss from All Threats business outage from

$148.46m to $92.54m

UNIVERSITY OF Centre for
CAMBRIDGE Risk Studies
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Cost of Risk Analysis

Locations ranked by business outage Cost of Risk

Thunder Horse Installation

Prudhoe Bay Oil Field

wWhiting Refinery

Atlantis Installation

Cherry Point Refinery

Mad Dog Installation

Ma Kika Host Facility

NM San Juan Basin

BP-Husky Toledo Refinery
CO San Juan Basin

Texas City Chemicals

Cooper River Chemicals

Q 10
1 UNIVERSITY OF Centre for
1P CAMBRIDGE Risk Studies

Judge Business School

Cost of Risk

20 30 .40
Business outage Cost of Risk ($m)

Ln
=]

Cost of capital (%):
10 il

Risk appetite return period:
Expected loss

Unexpected loss 100 )
Insured expected loss

Insured unexpected loss

Breakeven premium

18



Contagious
WY EWETES
Data Exfiltration

Data Exfiltration

Contagious
Malware
Counterparty
Failure
Financial Theft

Contagious
Malware
Denial of
Service
Denial of
Service
Counterparty
Failure

@ UNIVERSITY OF | Centre for
CAMBRIDGE | Risk Studies
Judge Business School

Corporate Level Scenarios

Magnitude Vulnerability Potential Cause | Odds per yr

Over 1% infection of key
servers
Over 10M PII records

Over 1M PCI records

Over 10% infection of general
devices

Serious Bug in MM Platform
software

Multiple multi-million bank
transfers

DEIECRSYIIE1a Over 100K PHI records

Infection of Media
Management Platform

Ultra high intensity DDoS on
Server, 7 days continuous
Very high intensity DDoS on
Server, 20 days intermittent
4+ day cloud outage: Object
storage; US

Network traffic scanning
Network intrusion
Payment process
malware

Firewall and AV failure
Third party plug-ins
Bank transfer
authentication

Access control failure
Network traffic scanning
Web Application Firewall

Web Application Firewall

Cloud platform continuity

Ransomware

Malicious
External
Malicious
External
Diskwiper

QA in supplier

Insider or
External

Insider

Targeted payload

Hacktivist
external
Hacktivist
external
Human error

Selected cyber threat scenarios giving a company a

$50 million loss from one cyber cause or another with
cumulative likelihood of around 1 in 50

1-in-200

1-in-250

1-in-500

1-in-600

1-in-750

1-in-800

1-in-900
1-in-1,000

1-in-4,000

1-in-4,800

1-in-5,000

19



Risk Metrics for Balance Sheet Impact

m Key Drivers of Risk
m Key Scenarios

m Metrics
— Debt/Equity Ratio
— Probability of Downgrade
— 11in 100 year loss
— Probability of Profit Warning
— Probability of Ruin
— Valuation Risk Premium
— Risk Contribution by Business Unit

jﬂ INIVERSITY OF Centre for

aQp C: "LMBR[DTL +E Risk Studies
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