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A Risk Management Framework
for Cyber Security

3

“If you can’t measure it, 
you can’t improve it.”

Peter Drucker
1909 - 2005
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The cyber security market is massive;
but what cyber security expenditure
is most cost-effective?
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 The malicious behavior of terrorists, hackers and 
saboteurs, requires an adversarial game theory 
perspective.

 The universal prevalence of human error requires 
probabilistic fault-tree analysis.

 The common occurrence of near-misses requires 
counterfactual disaster risk analysis.

Principles for Modeling
Man-Made Catastrophe Risk 
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“Perfecting the art of warfare 
entails knowing not only what 
has occurred in previous 
wars,

….but also everything that 
could have occurred.”
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Cyber Attackers, Defenders, and Targets
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 Top-level commitment to recognizing and valuing human performance

 A just culture supporting the reporting of issues up through the organization 

 A learning culture benefiting from both good and bad experiences 

 Awareness of the true state of defences, and their state of degradation

 Preparedness for problems, especially in human performance

 Organizational flexibility to adapt that maximizes ability to solve problems

Six Positive Attributes for Cyber Resilience

Anticipate, Withstand, Recover, and Evolve
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A Risk Management Framework for Cyber Security
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How many Vulnerabilities Are There?
Easy to Ask, Much Harder to Answer…

 We do have national vulnerability databases
– 111,228 Current Vulnerabilities

 We have product dictionaries
– 169,827 Software products

 Stats from one national vulnerability database
– Different countries, sometimes different software
– Different countries, different vulns, standardised naming coming soon*

*Fingers crossed
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Beware of Linear Extrapolation.
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Some years more 
vulnerabilities are found 
than the existing database.

This can happen for many 
reasons.



Before…
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With Thanks to A. Manion, M. Tereda, and T. Uchiyama



…After One New Tool Becomes Available
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With Thanks to A. Manion, M. Tereda, and T. Uchiyama



What Dangers are There for Linear Extrapolation?

 Growth of vulnerability finders and tools
 Growth of software and version numbers
 Growth of deployments
 Growth of address spaces
 Growth in number of users
 All of the above
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How Do We Normalise Stats in N Dimensions?

 If we have growth in:
– Populations

o Addressable computers
o Bandwidth
o Installations
o Users
o Computers
o Attacks
o Attackers

– We need to be careful with these numbers!
– See Eric Jardine's paper:
– Mind the denominator: towards a more effective measurement system 

for cybersecurity
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For Example, our Book Reached #5 on Amazon in Risk Management
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...on the Same Day as Oscar Wilde Reached #8 in Financial Insurance
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Primarily Because I like Gaming Stats and Oscar Wilde…
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A Two Year Journey
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Six Years of Cyber Risk Research
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Working With Many of the World’s Leading Cyber Insurance Players
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Cyber Loss: A Modern Plague

 1,000 companies a year report a theft of protected data
 A data theft of 10 million records can cost a company a billion dollars
 Over 3 billion personal data records have been stolen in US

– Enough for each citizen to have lost their personal details 10 times
 Companies suffer attempted denial of service attacks every 8 minutes
 One in every 100 e-mails is suspected to carry malware
 Online financial theft is estimated at tens of billions of dollars a year 
 Less than a hundred people were sent to jail for cyber crime in 2017

We estimate that cyber loss accounts for over 
$500,000,000,000 a year
– Around 2% of Global GDP
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The Potential for a Cyber Catastrophe 
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Cyber Jeopardizes the 4th Industrial Revolution
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1st Industrial Revolution
The Steam Age
1760 to 1830
GDP per capita (2019 value)
$1,800 to $3,600

2nd Industrial Revolution
The Technology Age
1870 to 1914
GDP per capita (2019 value)

$4,800 to $8,000

3rd Industrial Revolution
Globalization
1970 to 2008
GDP per capita (2019)

$17,400 
to
$40,000

4th Industrial Revolution
The Digital Age
2019 to ???
GDP per capita 
$38,200
to
???



What’s in a Title?
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Solving Cyber Risk
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