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Analysis of Critical Infrastructure Interdependencies



Growing Interdependency

Digital
e Energy supply Communications /
ICT Systems

== == == Energy supply potential

Energy demand management



‘The Internet of Things’



Methodological Expertise

Pioneering the
system-of-systems
analysis of
Infrastructure systems




Methodological Expertise

Advancing the
multiscale
assessment of
Infrastructure systems




Methodological Expertise

Developing our
understanding of the
economic role of
Infrastructure systems
In global supply
chains




Examples of CRS Recent Work

m Estimating the direct
Impact on industrial
production systems




Examples of CRS Recent Work

m Estimating the direct
Impact on industrial
production systems

B Quantifying the indirect
Impact on supply
chains




Examples of CRS Recent Work

m Estimating the direct
Impact on industrial
production systems

B Quantifying the indirect
Impact on supply
chains

® Valuing the total cost to
the UK economy
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Scenario Modelling Process
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A System-of-Systems Approach to Infrastructure
Interdependencies
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Electricity customers disrupted
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Critical infrastructure customers disrupted

Peak digital communications
customers disrupted

{by decile)
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Railway customers disrupted
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Direct and Indirect Economic Losses by Industry
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Estimation of Economic Loss
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Scenario

Variants (TWh)

S1 10.3
S2 19.8
X1 39.6

Lost Power
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Helios Solar Storm Scenario




Advances in CRS CIlI

®m Development of global IO model
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Advances in CRS CIlI

®m Development of global IO model

B Assessment of global supply chain linkages
between major economies
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MISTRAL: Multi-scale InfraSTRucture systems AnalLytics

Modelling and Analysis of UK and Global Infrastructure Transitions

Energy | Transport | Digital Communications | Water | Waste

Consortium Leader — Professor Jim Hall (Oxford)

m  Support from EPSRC ~ £5 million
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MISTRAL: Multi-scale InfraSTRucture systems AnalLytics

A generalised representation of interdependent
infrastructure performance



Cross-cutting Cross-cutting Cross-cutting
Theme A Theme B Theme C

Vulnerability,

risk and Decisions Governance
resilience

Challenge 1 : :
The local complexity of Flagship 1: Interdependent local-national
national infrastructure infrastructure systems modelling
Challenge 2 : .
National infrastructure in Flagship 2: Interdependent national-global
an inter-connected world infrastructure assessment
Challenge 3 - - - Multi-scale
_Tf]?nSIOfmt'“g ”ﬁ“‘?”a' Flagship 3: Transferrable national infrastructure
HITESHEE IS SHOIEES infrastructure assessment process systems
worldwide .
- - - e

Challenge 4 ; ; o
Quantifying the economic Flagship 4: Simulating infrastructure

roles of infrastructure and the economy

Flagship 5: National infrastructure
database and tools




Future Research

B Going upscale
— Global infrastructure modelling platform
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Future Research

B Going upscale
— Global infrastructure modelling platform

m Going across
— Modelling global infrastructure interdependencies
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Future Research

B Going upscale
— Global infrastructure modelling platform

m Going across
— Modelling global infrastructure interdependencies

® Being more probabilistic
— Highlighting the uncertainty of risk
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Future Research

B Going upscale
— Global infrastructure modelling platform

m Going across
— Modelling global infrastructure interdependencies

® Being more probabilistic
— Highlighting the uncertainty of risk

B European critical infrastructure interdependencies
— Electricity - Value of Lost Load (VOLL)
— Digital communications - Value of Lost Data (VOLD)
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