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EMBODIED VULNERABILITIES

— WHY | AM HACKING MY OWN
HEART

Dr. Marie Moe, SINTEF
@MarieGMoe @SINTEF_Infosec
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EMBODIED AND CONNECTED
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POTS/SMS /'
Cellular or %
Telephone Network Web portal
Home monitoring
unit Inductive
near field
MICS/ communication
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Pacemaker/ICD Programmer
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WHAT COULD POSSIBLY GO
WRONG?

‘ Patient privacy issues
‘ Battery exhaustion

‘ Device malfunction
‘ Death threats and extortion
‘ Remote assassination scenario...
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LOSS OF VISIBILITY
IN CONFIGURATION
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IN THE AIR

AND

MY PACEMAKER

-

BOLEING

PRANTOM WORKS

1/4/99

Neutrons, created by

cosmic ray interactions

with the O, and N, in the air,
peak at ~60,000 ft. At 30,000 ft
the neutrons are about 1/3
the peak flux, and on the
ground, ~1/400 of the peak
flux. The peak flux is ~4
neutron/cmec. Other
particles such as secondary
protons and pions are also

created, but for SEU the neutrons

are the most important.

Neutron Environment in the
Atmosphere

Boeing Radiation Effects Lab e
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RADIATION ENVIRONMENT IN THE ATMOSPHERE




DATA IN PACEMAKER
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Caution:! Rossible data error in pacemaker. Device is currently running a backup prograrn:

DO at #0 bpmy; AN delay 160 ms; Pulse amplitude 4.8 V; Pulse width 1.0 ms;
Al algorithms turned OFF,
Magnet mode: SYNC

18 resume normal pacermnaker function: S
Select Memory dump + re-initialize’ button to send the standard program to the pacemaker,
Th'is*_’:'\‘,”?f_;_ta":-e‘ SE:'_\"EF-3| rﬂinutes; meanwhile, do not ¢ e the programmer head. G
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St. Jude Medical, Inc.

NYSE: STJ - 30. aug., 05.27 EDT

78,25 usp 40,24 (0,31 %)
For apni

pningstid: 78,70 40,58 %

1 dag 5 dager 1 maned 3 maneder

St. Jude stock shorted on heart device hacking fears; shares drop

The stock of pacemaker manufacturer St. Jude Medical Inc (STJ.N) fell
sharply on Thursday after short-selling firm Muddy Waters said it had pl...
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WHY?

No software

technology Long lifetime
of devices

Medical devices are

"black boxes” No security
testing or

Proprietary monitoring
software

No security

More .
regulations

connectivity

surface

Heavy regulations

Increased attack
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Strategy & Metrics
30

Configuration Mgmt. & Vulnerability Mgmt. Compliance & Policy
25

Penetration Testing
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Code Review Standards & Requirements

Attack Models

Architecture Analysis https://www.bsimm.com

<+ Cloud (15 of 95) ) <+ Healthcare (15 of 95))




HOW TO SOLVE IT?

Information sharing

Third party

Security collaboration

research
Coordinated

disclosure

Regulation

Procurement
Vendor

Safety by design awareness

Security testing

Software liability S itv updat
ecurity updates

Security Software Inventory

risk Incident response

monitoring

Cyber insurance

Resilience
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MORE RESEARCH
NEEDED!

* Open source medical devices
* Medical device cryptography

* Personal area network monitoring

* Jamming protection

* Forensics evidence capture
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THE BENEFIT
OUTWEIGHS THE
RISK
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Technology for a better society
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