
Cambridge Judge Business School

BENEFITS OF 
IMPROVING 
INFRASTRUCTURE 
RESILIENCE

Dr Edward Oughton, Research Associate

Cambridge Centre for Risk Studies

Cambridge Centre for Risk Studies 2017 Risk Summit



Presentation Overview

1.Current context

2.Infrastructure in Pandora

3.The benefits of infrastructure resilience



What Are Infrastructure Interdependencies?



Infrastructure Interdependencies
Not a new development...

…but they are becoming much more pervasive!

The Telegraph



Canada (1998) Ice Storm 



USA (2001) – Terrorist Attack



Lancaster (2015)



A Smarter Future: Growing Interdependency
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Optimising the Risk Equation

Provision of 
service

Government and 
Regulators

Private sector 
critical 

infrastructure 
companies

Society: 
Corporate and 

Private 
Consumers

Who Bears the Risk?
Who Benefits from 
Resilience?



The Benefits of Critical National Infrastructure (CNI) Resilience
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A System-of-Systems Approach to Infrastructure
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Integrated Infrastructure Scenario –
Modelling Assets

Slide credit: Scott Thacker of ITRC



Critical Infrastructure Failure Due to Space Weather –
Modelling Value Flows



Infrastructure in Pandora
Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

EPSRC 
EP/N017064/1

Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

EPSRC 
EP/N017064/1

Integrated 
Infrastructure

Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

EPSRC 
EP/N017064/1

Integrated 
Infrastructure

Cities at Risk

Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

EPSRC 
EP/N017064/1

Integrated 
Infrastructure

Cities at Risk

AGU Space  
Weather Paper

Threat Maps

Scenarios

Exposure Data

Network Models



Infrastructure in Pandora

Erebos Scenario 
Helios Scenario

EPSRC 
EP/N017064/1

Integrated 
Infrastructure

Cities at Risk

AGU Space  
Weather Paper

Threat Maps

Scenarios

Exposure Data

Network Models



The Benefits of Critical National Infrastructure (CNI) Resilience

Improved Management

Better decision-making

Preventing 
failure or 
exposure

Managing and 
mitigating 

service 
interruption 

Proactive

Reactive

New analytics

Of CNI assets 
and systems

Of indirect 
corporate 

exposure to CNI



The Benefits of Critical National Infrastructure (CNI) Resilience

Private Benefits

Operational 
continuity

Brand 
protection

Balance 
Sheet 

Protection

Benefits gained by infrastructure operators and users

Improved Management

Better decision-making

Preventing 
failure or 
exposure

Managing and 
mitigating 

service 
interruption 

Proactive

Reactive

New analytics

Of CNI assets 
and systems

Of indirect 
corporate 

exposure to CNI



The Benefits of Critical National Infrastructure (CNI) Resilience
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DAFNI – Data and Analytics For National Infrastructure

£8 million awarded from UKCRIC’s £138 million

The UK’s National infrastructure modelling, simulation and visualisation facilities 



DAFNI – Data and Analytics For National Infrastructure

The UK’s National infrastructure modelling, simulation and visualisation facilities 

Theme 1: Complex systems modelling and simulation

Theme 2: Data assimilation and model calibration

Theme 3: System optimisation and uncertainty analysis

Theme 4: Visual analytics and decision support



To Conclude

1. Infrastructure interdependencies are pervasive

2. Corporate operations suffer indirect exposure

3. Balance sheet and brand protection are the key 
private benefits of infrastructure resilience
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