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Presentation Overview

1.Current context

2.Infrastructure in Pandora

3.The benefits of infrastructure resilience
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What Are Infrastructure Interdependencies?
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Infrastructure Interdependencies
The Telegraph

Not a new development... /
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...but they are becoming much more pervasive!

i UNIVERSITY OF
# CAMBRIDGE

Judge Business School

Centre for
Risk Studies




Canada (1998) Ice Storm
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USA (2001) — Terrorist Attack
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Lancaster (2015)
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Living without electricity

One city's experience of coping with loss of power
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A Smarter Future: Growing Interdependency

Transport
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Digital Communications /
ICT Systems

Energy supply
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Optimising the Risk Equation

Who Bears the Risk?
Who Benefits from Government and
Resilience? el

Private sector Provision of Society:
critical service Corporate and
infrastructure Private
companies 0 Consumers
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The Benefits of Critical National Infrastructure (CNI) Resilience
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The Benefits of Critical National Infrastructure (CNI) Resilience
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New analytics Better decision-making
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The Benefits of Critical National Infrastructure (CNI) Resilience

Improved Management

Of CNI assets
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The Benefits of Critical National Infrastructure (CNI) Resilience
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New analytics Better decision-making
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A System-of-Systems Approach to Infrastructure

Transport
Fresh water Digital Energy Solid Waste
Waste Water
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Network fl ows —based on hierarchy

Integrated Infrastructure Scenario —

Modelling Assets

Integrated Electricity Network (hierarchy)

i Grid Supply Point (GSP): 400kV-275kV/132kV

@ Grid Substation: 132kv/33kV
= Primary Substation: 33kV/11kV

Slide credit: Scott Thacker of ITRC

UNIVERSITY OF | Centrefor

CAMBRIDGE | Risk Studies
Judge Business School

Electricity transmission
= 400kV and 275kV

Electricity distribution
* 133kV

Electricity distribution
v 33KV

Electricity distribution

o 11k

+ ~Afurther steppad down
further to 415V

Electricity customars

INFRASTRUCTURE:
CYBER RESILIENCY
IN SOCIETY

Mapping the Consequences of an
Interconnected Digital Economy
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Critical Infrastructure Failure Due to Space Weather —

Modelling Value Flows
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Abstract Exveme space weather due to coronal mass ejections has the potential 1o cause considerable
disruption to the global economy by ing the required to operate electricity
transmission infrastructune, However, expert opinion is split betwesn the potential outcome being one of a
temporary regional blackout and of a more prolonged event. The temporary blackout scenario proposed by
some is expected w0 last the length of &, with normal jons resuming after a couple of
days. On the other hand, others have predicted widespread equipment damage with blackout scenarios
lasting months. In this paper we explore the potential costs associated with failure in the electricity
transmission infrastructure in the US, due to extreme space weather, focusing on daily economic loss, This
provides insight into the direct and indinect economic consequences of how an extreme space weather
event may affect domestic production, as well as other nations, via supply chain linkages. By explonnq the

sensitivity of the blackout zone, we show that on the direc ic Cost i
to electricity represents only 49% of the total pmmlal macroeconamic cost. Therefore, if indirect supply
chain costs are nat cons when benefit analysis of space weather forecasting and

mitigation investment, the total potential macroeconomic cost is not comectly represented. The paper
contributes o our understanding of the economic impact of space weather, as well as making a number of
lary methodological contributions relevant for future work, Further economic impact assessment of this
threat must consider multiday, multiregional events.

1. Intreduction

Space weather of the upper d rth space can disrupt a wide range of tech-
nological systems [Hapgood et al, 2012] Over !ﬂe past decade many reports have analyzed the potential
effects of extreme space weather on eleciricity transmission infrastructure [Space Studies Board, 2008
OECD, 2011; JASON, 2011; Novth American Electric Reliability Corpevation, 2012; Cannon et al, 2013]. The
conomic costs associated with these extremd avints have boen heralded a3 being as high as $1-2 willion
in the first year, equivalent toa so-called “global Hurricane Katrina.® To date. however, there has been a lack
of transparent research around how these amec: and lNlreCl BCONOMIC Cﬁ“ Kluﬂh’ ﬂa(lﬂ up, which is
surprising given the kevel of debate and the i
infrastructure to extreme space weather.

Research in this paper has been produced by a similar team that oniginally developed the Helios Solar Stom
Scenario [Oughron e al, 2016}—the first space weather stress test for the global insurance industry,
Ultimately, these are different pieces of work. Helics purposefully explored the sensitivity of economic loss
due w d;ﬂerenl temporal restoration periods, in order 1 provide a mol for messmg the pcﬂ!olo exposure

i, Helios is not iction but f scenarics 1o enable miti-
giwn of space weather risks in the insurance industry. On the other hand, this paper focuses purely on the
daily direct and indirect economic consequences of how an extreme space weather event may affect LS,
domestic production, as well as ather nations via supply chain Inkages, based on different blackout zones.
Two opposing views have emerged. On the one hand, some believe that the potential damage would not be
that large and that we are relatively well p deal with an extr (GMD).
The worst case scenario is seen to be olapse of the grid, probably initiated by loss

OUGHTOM ET AL

ECONOMIC IMPACT OF EXTREME SPACE WEATHER 1




Infrastructure in Pandora
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Infrastructure in Pandora

Th reat Maps

Exposure Data
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Infrastructure in Pandora

Th reat Maps

Exposure Data
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Infrastructure in Pandora

Threat Maps
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Infrastructure in Pandora

Threat Maps
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Infrastructure in Pandora

Threat Maps
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Infrastructure in Pandora

Th reat Maps
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The Benefits of Critical National Infrastructure (CNI) Resilience
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The Benefits of Critical National Infrastructure (CNI) Resilience
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Private Benefits

Operational Brand Balance
continuit rotection Sheet
’ g Protection

Benefits gained by infrastructure operators and users
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The Benefits of Critical National Infrastructure (CNI) Resilience
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New analytics Better decision-making

Improved Management Proactive
Of CNI assets Preventing
failure or
and systems
exposure
-  Reactive
Of indirect Managing and
mitigating
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Private Benefits

Operational Brand Balance
continuit rotection Sheet
’ g Protection

Benefits gained by infrastructure operators and users

Social Benefits

Public Injuries and Society
service deaths continues
continuity avoided to function
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DAFNI — Data and Analytics For National Infrastructure

The UK’s National infrastructure modelling, simulation and visualisation facilities

£8 million awarded from UKCRIC’s £138 million

ﬁonal Infrastructure CATAPQLT & 5‘3‘?!‘?9 &Techm)logy

all W@ Facilities Council
Commission

Innovate UK
Technology Strategy Board
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DAFNI — Data and Analytics For National Infrastructure

The UK’s National infrastructure modelling, simulation and visualisation facilities

Theme 1: Complex systems modelling and simulation
Theme 2: Data assimilation and model calibration
Theme 3: System optimisation and uncertainty analysis

Theme 4: Visual analytics and decision support
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To Conclude

1. Infrastructure interdependencies are pervasive
2. Corporate operations suffer indirect exposure

3. Balance sheet and brand protection are the key
private benefits of infrastructure resilience
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