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Themes of the Cyber Risk Landscape

 The Internationalisation of Cyber Threat

 Exfiltration Events Morphing into Extortion

 The Importance of Patching Cadence

 Rise of Cryptocurrencies

 Changes in Data Regulation: GDPR
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The Internationalisation of Cyber Threat
 Cyber losses are now being reported in almost every country of the 

industrialized world. 

 Individual malware attacks flow across international borders
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WannaCry - May 2017 
150 countries

NotPetya - June 2017 
65 countries



Exfiltration Morphing into Extortion
 External attacks to steal personal data are not as profitable as they have 

been in the past
– Black market prices have reduced per record 
– Many of the dark web sites have been closed down
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 Extortion payments now a more common mode of 
exploiting cyber attacks across several loss 
processes (DDoS, Malware, Data Exfiltration)

 We are seeing more cases of large companies 
paying substantial ransom fees to redeem their data
 Web hosting company Nayana, South Korea

 Erebus ransomware on June 10
 Paid out 397.6 Bitcoin - approximately $1 million
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The Importance of Patching Cadence 
 Equifax

– Security vulnerability CVE-2017-5638 public in March 2017, but Equifax failed to fix the bug in 
their networks

– Sensitive personal records, including social security numbers, of more than 140 million folks in the 
US, UK and Canada.

– 143 Million people effected.

 WannaCry Attack
– UK NHS, FedEx Corp, Telefonica, Renault, Russian Railways…
– In March, Microsoft discovered a vulnerability and issued a patch but not everyone updated their 

systems.
– Then in April, information was stolen (or leaked, no one is sure at this point) from the NSA that 

revealed the specific vulnerability and a hacking group sold the information. 
– 200,000+ computers across 150 countries. 

 ‘Chipmageddon’
– Meltdown & Spectre Exploits: allow an adversary to access kernel-level memory without proper 

security checks, potentially gaining access to passwords and other sensitive information cached 
in memory.

– The Register broke the story on 2 January 2018 before Intel and other technology and software 
companies were able to release the necessary patches

– 3 billion computers, smartphones, tablets and other devices are vulnerable to Spectre.
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Cryptocurrencies
 Cryptocurrency and the development of ransomware has established an 

easier method for threat actors to profit from cybercrime
– Bitcoin, Ripple, Ethereum
– Digital currencies encourage victim payment through malware and ransomware to almost 

untraceable cybercriminals.
– Preferred payment method between criminals to purchase illegals goods and services online.

 Bitcoin's booming value has driven a huge rise in crypto-currency themed 
malware, say security firms.

o WannaCry
o NotPetya
o Bad Rabbit
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The General Data Protection Regulation (GDPR)
 On 25 May 2018 GDPR aims to combat the growing trends in data exfiltration by 

standardising data protection laws. 

 What information does GDPR apply to?
– Personal data: any information relating to an identified or identifiable natural person who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that person.

 GDPR Jurisdiction
– Those companies currently subject to the UK Data Protection Act 1998
– Any company offering goods or services (even for free) to EU citizens or any monitoring of EU 

citizens

 Noteworthy Changes:
– The Accountability Principle
– Breach Notification
– Restrictions on the Transfer of Data
– Increased Fines
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The General Data Protection Act

 Increasing the cost of a data breach?

Those countries with the strictest regulations on data breach yield the highest cost per capita of 
data breach, with companies in heavily regulated countries paying over twice as much per record 
than those countries with limited data regulation. 
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Not a matter of if, but when…
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