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Hackonomics and the Cyber Black Economy

B The cyber black economy
— Part of the cyber landscape which is unrecorded/untaxed

— lllegal activity: Interaction between hackers and
companies/organisations

— Black markets
B Cyber threat actors operating in the black economy

B Hackonomics: Understanding threat actor behaviour
— Business model perspective

B Regime changes can alter the black economy

EE’ UNIVERSITY OF Centre for

'® CAMBRIDGE | Risk Studies
Judze Business Schonl



Sample of Known Threat Actors in the Black Economy

B Nation State B Organised Crime B Hacktivists
— NSA (APT) — Anonymous
- Carbanak — Syrian Electronic
- GCHQ — Wolf Spider A?’m
— Comment Panda — Butterfly y
B State-Sponsored B Organised Crime - TeaMpO'S(?n
_ Sofacy (Fancy Bear) (Other) B Cyber Terrorism
_ Lazarus Group - Carberp — Hezbollah Cyber
_ — Cobalt Group
~ Equation Group h F)arkHoteI — Tunisian Fallaga
B Elite Mercenary 0 \|—/|Ig”|?nte Team
— Hidden Lynx ACKETS — United Cyber

— Lulsec

— Lizard Squad Caliphate
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Sample of Known State Sponsored/ Nation State Groups

-Ch|na - Russian i Israel
APT 1(Comment APT 28 (Fancy Bear) —  Unit 8200
Panda) — APT 29 (Cozy Bear) 5 G
— APT 3 (Gothic Panda) — Energetic Bear (Crouching uqu roup
~ APT12 (Numbered vet) : Palestine
Panda) — Turla (Venomous — AridViper
Bear/Snake)
- APT 16 us _ Lebanon
- APT 17( Deputy Dog)_ — Equa‘tion Group — Volatile Cedar
— APT 18( Dynamite - NSA m— OYria
Panda) — Tailored Access Operations _ Syrian Electronic

— Putter Panda — Animal Farm Army
— APT30 (Naikon) =™ ran - Vietnam
FNorth Korea — Tarh Andishan  APTa?
— Bureau 121 — Ajax Security Team/ ‘Flying
Kitten’
— DarkSeoul Gang _ ITSecTeam

— Lazarus Group
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Estimated total state-sponsored/nation state groups: 91
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Threat Actor Annual Activity

Threat actor events per 30 day period

Sofacy

Lazarus Group
Turla Group
APT 29

Anunak
Equation Group
Cobalt
Operation Transparent Tribe
Emissary Panda
Energetic Bear
NEQDYMIUM
APT 30

Packrat
darkhotel
TERBIUM
PassCV
Longhorn
Aurora Panda
Greenbug
DragonOK
Stone Panda
Threat Group-3390
Blue Termite
Dropping Elephant
Lotus Blossom
StrongPity
TeleBots
Molerats

QilRig

Chafer
HummingBad
Shell Crew
Gamaredon Group
Charming Kitten
MNetTraveler

El Machete
Cleaver
IXESHE

Axiom

APT32
PROMETHIUM
Silent Chollima

23/10/2016 22/12/2016 20/2/2017 21/4/2017 20/6/2017 19/8/2017 18/10/2017 17/12/2017
Source: MISP Database
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Threat actor events



Hackonomics: Behaviour of Threat Actors

B Business model of threat actors

B Cyber threat actors have scarce resources
— Opportunity cost

B Targeting decisions based on cost-benefit
framework
— Logistical burden vs expected benefits

B Regime changes in the cyber risk landscape can
alter the economics of hacking (hackonomics)
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Regime Shift: Cyber Black Markets

®m The development of black markets has changed the
business model of threat actors

B Estimated 18 active markets in the black economy
B Emergence of new business model: Crime-as-a-
service
— Malware-as-a-service
— Ransomware-as-a-service
m Marketplace products:
— Stolen records y
— Zero-day exploits FORbALE
_ Exoloit Kits S S,
— Malware
— Mercenary hackers
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Examples of Cyber Black Markets

m Two of the largest black markets were AlphaBay and Hansa Market.
m AlphaBay had an estimated 300,000 listing:
— Hansa 14,544 listings

m AlphaBay facilitated an estimated $292 million worth of sales
— Hansa $3.2 millions

m Both markets were taken down by the U.S. and Dutch law
enforcement
a AlphaBay Market
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Sample Price List of Black Market Products

Day’s: $5000-$100,000

Internal Cost of Production of Zero-Day’s: up to $1 million; Cost of Commodity Zero-

Type

Exploit Kits

Zero-Day

Source of Data: RAND, 2015
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Malware Name

Whitehole
Sweet Orange
Eleonore
Gpack
Cool (+crypter+payload)
Windows
Microsoft Office
Mac OSX
iOS
Chrome/Internet Explorer
Abode Reader

Price

$600 month
$1800/month
$1000
$1000
$10,000/per month
$60,000
$50,000
$20,000
$100,000
$80,000
$5000




Average Price of Ransomware Declines

$ Average Price of Ransomeware Sold on Black Markets
1200

1000
800
600
400

200

2012 2013 2014 2015 2016
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Hackonomics of Commodity Malware

B Threat actors business model is not following
Internal economies of scale

— Outsourcing

B Commodity malware decreases the skill level and
resource cost per attack
— Lowers logistical burden
— Reduces barriers to entry

B More threat actors in the black economy

B Likely increase in the frequency of cyber attacks
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Internal Production vs Outsourcing Example

NotPetya Attack: Internal Production

* Skills * % % * ~~ Highly Experienced Coder

Team size _—
0 5 10 15 20 25 30 people
¢ Resource Cost -
0 $500,000 $$1m
® Time -
0 1 year 2 years 3years
Total ~
LogisticaIBurden' | | \\\\H| | | | \\\H| | | [ [ 1]
NotPetya Attack: Outsourcing
* Skills Y Y% Coder
Team size F B
0 5 10 15 20 25 30 people
$ Resource Cost -
0 $500,000 $$1m
© Tinme '
0 1 year 2 years 3 years
40

Total | ~

Loaistical Burden: I I R I N
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Hackonomics and Cybersecurity

m Hackonomics perspective of mitigating cyber attacks
— Increase logistical burden
— Reduce profits available to threat actors
B Combat crime-as-a-service model:
— Patch maintenance
— Incentivise ‘white hat’ hackers

m Understand how future trends alter the fragile equilibrium between
cyber attackers and defenders

B Law enforcement losing the battle for resources
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