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Science in Scenarios™
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https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/crs-rms-cyber-risk-landscape-2017/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/geopolitics-and-security/millennial-uprising-social-unrest-stress-test-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/world-city-risk-2025-part-one-overview-and-results/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/health-and-humanity/ebola-contingency-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/dollar-deposed-financial-catastrophe-stress-test/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/global-property-crash-stress-test-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/eurozone-meltdown-financial-catastrophe-stress-test/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/high-inflation-world-financial-catastrophe-stress-test/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/a-taxonomy-of-threats-for-complex-risk-management/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/health-and-humanity/sao-paulo-virus-pandemic-stress-test-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/sybil-logic-bomb-cyber-catastrophe-stress-test-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/geopolitics-and-security/china-japan-geopolitical-conflict-stress-test-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/lloyds-business-blackout-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/natural-catastrophe-and-climate/impacts-of-severe-natural-catastrophes-on-financial-markets/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/managing-cyber-insurance-accumulation-risk/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/helios-solar-storm-scenario/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/integrated-infrastructure-cyber-resiliency-in-society/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/cambridge-global-risk-index-2018/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/multi-threat-risk-analysis-and-insurance-growth-opportunities/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/geopolitics-and-security/cyber-terrorism-assessment-of-the-threat-to-insurance/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/steering-the-course-an-emerging-risk-report-from-lloyds-innovation/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/risk-management-perspectives-of-global-corporations/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/multiline-data-schema-consultation-document-v09/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/global-risk-index-2019/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/multi-line-insurance-exposure-management-data-definitions-document-v10/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/multi-threat/challenges-and-solutions-for-enterprise-exposure-management/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/cyber-risk-outlook-2018/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/natural-catastrophe-and-climate/impacts-of-severe-natural-catastrophes-on-financial-markets/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/natural-catastrophe-and-climate/disaster-recovery-case-study-hurricane-katrina/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/natural-catastrophe-and-climate/disaster-recovery-case-study-superstorm-sandy/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/finance-economics-and-trade/risk-management-perspectives-of-global-corporations/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/cyrim-scenario-bashe-attack/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/space-and-technology/cyber-risk-outlook-2019/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/
https://www.jbs.cam.ac.uk/faculty-research/centres/risk/publications/natural-catastrophe-and-climate/unhedgeable-risk-how-climate-change-sentiment-impacts-investment/

“FInCat”: The Great Financial Crisis of 2008

Bank of England modelled estimates of UK GDP

Novermber 200/

Percentage increases in output on a year earlier

Bank estimates of past growth Projection

-

“We suffered adverse 25- L
standard deviation events,
several days in arow -

according to our models...” \

\

B ONS data .
Graphic from the front cover of CFO of Brevan Howard, one of the
The Economist, July 18, 2009, world’s largest hedge funds - ~

encapsulating the crisis in economic theory
June 2008 .
|. L1 1. I L1 | L1 1 I Ll 1 ] Ll L LAl J L1
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Financial Risk and Network Theory

Financial Risk and Network
Theory Conference Series

Financial Crisis Research Financial Crisis Stress Test Scenarios

M

US Stock Market Crashes

Global Property Crash
Sudden collapse of property prices in
China followed by many other emerging
and developed markets triggers a
cascading crisis throughout the global
financial system

1845 Railway Mania...

1997 Asian Crisis

1866 Collapse of Overend...
1825 Latin American Crisis

1837 Cotton Crisis

1857 Railroad Mania...
1907 Knickerbocker

1987 Black Monday

2001 Dotcom

1893 Baring Bank Crisis
1973 Qil Crisis

1873 Long Depression
2008 Great Financial Crisis
1929 Wall Street Crash

0% 20% 40% 60% 80% 100%
Stock Market Crash Peak to Trough

Observed, last 200 years

Crashes Number of Average
Greater Than Crises| Interval (Yrs)

10% 12 16
20% 9 21
40% 6 32
50% 1 190

B UNIVERSITY OF | Centre for
CAMBRIDGE | Risk Studies

Judge Business School

1983 Latin American Debt...

Eurozone Meltdown
Unexpected default of Italy is followed
by a number of other European
countries, leading to multiple cession
from the Union and causing an
extensive financial crisis for investors

High-Inflation World

A series of world events puts pressure
on energy prices and food prices in a
price increasing spiral, which becomes
structural and takes many years to
unwind

Dollar Deposed
US dollar loses its dominance as the
default trading currency as it becomes

supplanted by the Chinese Renminbi, with
rapid unwinding of US Treasury positions

and economic chaos

Journal of Network Theory in Finance

Financial Network Analytics Ltd.

A FNA



Analysis of Non-Linear Impacts on Economic and Social Networks
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Bubble size represnts

o company revenue in USD
. %9 =
5450 Billion 3
.
: . 5250 Billion . .

.
® 5100 Billlon

National GOP (nominal USD]

- — Country Trade Network

Economic impact of geopolitical conflict

Corporate Cou nterparty Network
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Systemic Cyber Risk

" |dentified the potential for cyber to
pose a systemic risk

o

SYBIL LOGIC m . Oschadbank
BOMB CYBER Systemically Important Technology . ®
CATASTROPHE \)) € . , gy OISR Home Credithe
e : Enterprises’ (SITES) . e -
— Industry standard software platforms Lo T @ .« TR
providing common failure pathways f““s"“‘“"'i?"” °
. . v SN Shell S Berkshi
" Key issue for managing : e @ ]
accumulation risk in cyber insurance i e E**@‘J“’%;aersk ce @
. eneral inopec O
pOI’thlIOS MOWIE o e DHL: WPP
d ¥/ *Volkswagen oﬁé\g Dell
. : Ex TNT
® Cyber insurance market was Y
nascent in 2013 —Siazon
Goldman Sachs
Rk " CCRS developed a cyber insurance R
% cMikic data schema, which was rapidly e

adopted as a standard ) S0

~ NotPetya
Contaglous Malware transmission through Contacts Harvesting’
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Lloygﬁs Business Blac Kout Scepario: Cyber Attack on US*Power Grid
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LLOYDS

Emerging Risk Report - 2015
Innowvation Series
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SOCIETY & SECURITY

Business Blackout

The insurance
im])[icatz'om (,f a

cyéer attack on the
US power grid o,
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Cyber Terrorism Feasibility in Scenarios
95% 75% 50% 25% 5%

POOL Systemic Electrical Fires }7 I

REINSURING TERRORISM RISK Systemic Boiler Fires |¢& I
T’

Pool Re to extend cover to include physical damage Power Outage g |
from cyber terrorism from April 2018

Systemic Hazmat Release (‘&3\_ |~ I
AEINSURING TERRORISM RISK o . . TN --l_ Targeted Hazmat Release \I} }_ |
Pool Re to extend cover to include . Targeted Fuel Explosion /&\ |
physical damage from cyber
terrorism from April 2018 ' ] /
Targeted Induced Fire (“. }— 4{
Targeted Aircraft Impact x }~ 4{

T
Systemic Machinery Damage ~ {gp)
n u

4{

—_

Australian Government ——
~ Australian Reinsurance Pool Corporation Targeted Machinery Damage o |‘ ] Remotely Engineered Physical Damage Scenarios
T T T T | T T T — T T
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Awards and Recognition for CCRS

Cambridge Centre for Risk Studies was honoured to be nominated for awards and invited to be involved in data standards activities, including:

; CCRS shortlisted for Risk Modeller of the Year, Reactions 2018

Reactions

ﬁ Ad\/iSeﬂ 2018 Cyber Risk Awards Pool Re and CCRS shortlisted for Cyber Risk Innovation
Transforming o Ins of the Year for work on developing the Pool Re Cyber Terrorism Extension 2018

A C () R D ACORD selected the Cambridge Cyber Exposure Data Schema (published 2016)
to provide to all 4,000+ ACORD members.

ISO 31050 Emerging Risk Standards
CCRS invited to be a member of the British Standards Institution Working Group on scoping the
proposed ISO 31050 standard for identifying and managing Emerging Risks in business

B UNIVERSITY OF

&¥ CAMBRIDGE

Judge Business School

Centre for
Risk Studies
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An Extensive Programme of Cyber Risk Research

SOLVING
CYBER RISK

i S

NIERATY O

:‘:It“\l\ll\tfk.l.lin...ll' ,'_'.i:h ANCEEW (OB « EREANN LEVERET L Wi
: oo WILEY
2013 2014 2015 2016 2017 2019
Cyber Catastrophe Threat Sybil Logic Bomb Business Blackout Exposure Data Schema Cyber Risk Solving Cyber Risk
Monograph Stress Test Scenario CNI Scenario and Accumulation Risk Landscape Monitoring Publication

THREAT ACTORS  [m— T e s . INSIGHTS FROM o - - CLOUD OUTAGE:
IN THE CYBER - e 2 i + THEPOTENTIAL
BLACK ECONOMY — q L Lably - - SS : FOR CATASTROPHIC
ASSESSING LIMITSTO ~ #0T } | DATABASE B 5 T .  Loss
/! CAPACITIES OF DDoS$ “
CYBER ATTACKS

e B
CAMBRIDGE

2018 2018 2018 2018 2018 2018
Threat Actors in the Cyber Assessing Limits to Capabilities of Insights from the MISP Assessing the Impact of Global ISP Cloud Outage: The Potential for Probabilistic
Black Economy rDDoS Cyber Attacks Database Outages Catastrophic Loss Cyber Assessment

UNIVERSITY OF | Centre for

) CAMBRIDGE | Risk Studies
Judge Business School 13




Annual Updates of Our Cyber Risk Outlooks

Occurrence of Data Exfiltration Events by Size

m P8 (100M-3B records) - =
= P7 (10M-100M records) |
P6 (1M-10M records)
® P5 (100K-1M records) . Cyber Risk
m P4 (10K-100K records) o Outlook2018

m
mP3 (1K-10K records) _
B B -
= B
I i I

2016 2017 2018 2019
Cyber Risk Cyber Risk Cyber Risk Cyber Risk
2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 Outlook Outlook Outlook Outlook

H H CCRS Cyber Risk Index
Threat Actor Activity Geographyio‘f =Eyber loss incidence oo
APT 29 (Cozy Bear) i < e = o iy A 1
- Russian State-Sponsored ‘;:‘;‘:“-,“" ,_Lwr . % :“-" i ."‘
[ organised Cyper Criminal Lazarus - :
Annuak Cobalt e

. Morth Korean State-Sponsored
- Chinese State-Sponsored
Emlssary Ene[geﬁc APT
APT 28 (Sofacy) Turla Group Panda Bear 30



CCRS Role in Growth of Cyber Insurance Market

Cyber risk research at Cambridge Centre for Risk Studies
has played an important role in the growth of the cyber
Insurance market

CCRS created a cyber exposure data schema
— Endorsed by Lloyd’s
— Adopted by RMS
— Selected by ACORD

CCRS research provided the structure for RMS Cyber
Accumulation Management System (CAMS)

— The leading commercial cyber risk model

CCRS scenarios adopted by Lloyd’s for regulatory
accumulation reporting

CRS scenarios now being created for SE Asia market to
boost cyber insurance market there

2 UNIVERSITY OF | Centre for
@P CAMBRIDGE | Risk Studies

Judge Business School

Cyber Insurance Premium Worldwide

1 . United States
] . Rest of the World I
—muB I I

2012 2013 2014 2015 2016 2017 2018 2019
15
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Financial Shock

o
g
=
®

Threats to the Global Economy
2011

The Evolution of our Global Risk Taxonomy

Global Risk Index
2014

Finance, Economics and Trade

Technology and Space

Oioe

Nuclear Power Cyber Solar Human Plant
Accident Outage Attack Storm Pandemic  Epidemic

Health and Humanity

Natural Catastrophe

Natural Catastrophe and Climate
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Windstorm Windstorm
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Taxonomy of Corporate Risks

2019
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Cambridge Global Risk Index
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Adopted for Lloyd’s City Risk Index

LLOYDS

CCRS Global Risk Index

Centre for
Risk Studies

B UNIVERSETY O
CAMBRIDGE
Juiclpe Basiness S

ixl

adopted by Lloyd’s for their City
Risk Index

2018 version launched in Lloyd’s ==

Focus on risks to the economies [
of cities, as engines of growth |

Rolled out to 50 markets to raise
awareness and improve focus
on resilience

Regional promotion by Lloyd’s
for the risk market

API access provided to Lloyd’s
Managing Agents

Explore Analysis

Welcome to Lloyd's City Risk Index

The Lloyd’s City Risk Index shows how much economic output 279 cities wou Id
lose annually (GDP@Risk) from 22 man-made and natural threats. Watch the
video to find out more and click on the Explore tab to see the results.

i il

Man-made risks Building Water shortages
forecast to cost resilience to put cities under
world's cities human pressure

$320bn each pandemics

Available: https://cityriskindex.lloyds.com/

23 UNIVERSITY OF | Centre for
4P CAMBRIDGE | Risk Studies

Judge Business School

Inga Beale, CEO of Lloyd’s,
launches City Risk Index 2018
6 June 2018

19


https://cityriskindex.lloyds.com/

CCRS Taxonomy of Business Risks

Finance & Economisc

Macroeconomic
= Market Crash
— Asset Bubble
— Financial Irregularities
= Economic Recession
= Economic Restriction
= Trade Sanctions
= Tariff War

= Commodity Price Fluctuation

= Sovereign Crisis Default
= |nvestor Sentiment

— Negative Market Outlook
= Low Carbon Transition

Competition

= Disruptive Competitor

= Aggressive Competitor
— Price War

= Counterfeit Products

Counterparty

= Creditor Failure

= Customer/Client Failure

=  Government Failure

=  Supplier Failure
— Supply chain disruptions
— Bargaining power against

suppliers

Centre for
Risk Studies

57 UNIVERSITY OF
» CAMBRIDGE

Judge Business School

Political & Democratic
= Ideological Shift

— Nationalism

— Populism

— Protectionism
= Political Shock

— Sudden Leadership Change

— Regime Change
= Political Corruption
= Nationalisation

Political Violence

= Assassination

= Terrorism

= Coup d'Etat

= Social Unrest

= Civil Conflict/Separatism

International Conflict

= |nterstate Conflict
— Conventional War
— Asymmetric War
— Nuclear War

Criminal
= Cartel Pressure
= Organised Crime

Technology

Disruptive Technology

E-Commerce

— Clicks & Mortar

Gig Economy

Robotics & Automation
Artificial Intelligence

5G Technology
Augmented/Virtual Reality
Blockchain

Cyber Attack

Data Exfiltration

— Intellectual Property Loss
Contagious Malware

Cloud Service Provider
Failure

Distributed Denial of Service
Attack

Financial Transaction Theft
Industrial Control System
Compromise

Internet Service Provider
Failure

Infrastructure/System Failure

Network Disruption
Power Outage

Satellite System Failure
Internet Outage

Industrial Accident

Explosion
Fire
Nuclear
Pollution

Climate Change

Climate Change

Increase in Extreme Weather
Ocean System Change

Sea Level Rise

Hydrometeorological

Drought

Flood

Freeze

Heatwave

Temperate Windstorm
Tornado

Tropical Cyclone
Wildfire

Geophysical

Earthquake
Tsunami
Volcanic Eruption

Resource Depletion

Natural Resource Deficiency
— Water
Fossil Fuels
Raw Materials
Biogeochemicals
Food Insecurity
Land/ Ocean System Change
— Biodiversity Loss
— Ecosystem Collapse

Waste and Pollution

Space

Solar Storm (CME)
Astronomical Impact Event

Social & Sustainability

Social Trends
= Sustainable Preferences

= Transparency of Information

— Supply Chain Provenance
= Consumer Activism

— Commodity Boycott

— Brand Name Boycott

— Single Firm Boycott
= Brand Management

— Negative Customer

Experience
— Key Influencer Disruption
— Negative Media Coverage

Human Resources

= Labour Disputes & Strikes
= Loss of Key Personnel

= Failure to Attract Talent

= Employment Practices

= Gender & Diversity

= Communication Failure

= Ageing Population

= Labour Shortages

Humanitarian
= Poverty
= Hunger or Famine
= |nequality
— Welfare System Failure
= Mass Migration
— Refugee Crisis

Infectious Disease
= Plant Epidemic
= Animal Epidemic

= Human Epidemic/Pandemic

Regulation & Liability

Tightening Fiscal Policy

— Taxation

Non-Compliance

— Violations of Existing
Regulation

— Internal Corruption & Fraud

— Negligence

— Emerging Regulation

— Occupational Heath & Safety

Revised Accounting Standards

Licence Revocation

Contingent Liabilities

Private Lawsuit
Mass Tort
Class Action

Strategic

Strategy Failure

— Divestitures

— Joint Ventures

— Mergers & Acquisitions

— Restructuring

Asymmetric Board

— Rogue CEO

Hostile Takeover

Model Failure

— Failure to Forecast Business
Future

Products & Services

Product Defect/Failure
Innovation (R&D) Failure



Helping with Corporate Risk Registers

Organizations have to publish their risk registers
B 10-K Section 1A Risk Factors - United States SEC
B UK Financial Reporting Council Corporate Governance Code — from Jan 2019

“arobust assessment of the company’s emerging and
principal risks, and to confirm in its annual report the
procedures in place to identify emerging risks, and an
explanation of how these are being managed and
mitigated ... and probability of related events”

“..companies should consider the potential impact and
probability of the related events”
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The Sessions for Today’s Risk Summit

Finance & Economic Risks

Financial and Economic Risks
Ken Deng, CCRS

Financial Crises of the Future: The Lessons of History

Dr Duncan Needham
Cambridge Centre for Financial History

Managing Financial Risk
Alessandra Mongiardino,
Nordea Bank Abp

Managing Risk in a Changing Environment
Dr Emily Shuckburgh
British Antarctic Survey

What Does a Business Need to Know about the Likely
Impacts of Climate Change?
Dr Robert Muir-Wood, Risk Management Solutions, Inc.

Climate-Related Financial Disclosures in Businesses
Manjula Chummun, Tesco, member of the Task Force on
Climate-Related Financial Disclosure

7 UNIVERSITY OF | Centre for

CAMBRIDGE | Risk Studies

Judge Business School

Geopolitical and Security Risks
Tamara Evan, CCRS

Conflicts of the Future
Jim Maltby
Defence, Science & Technology Laboratory

Managing Future Risk in International Supply Chains
Nick Wildgoose
Supplien Consulting

Social & Sustainability Risks

Societal and Sustainability Risks

! Kayla Strong, CCRS

Key Sustainability Issues in the Next Decade
Professor Aled Jones,
Director of the Global Sustainability Institute,

Risk to Business and the Economy

from Future Pandemics

Professor John Edmunds

London School of Hygiene and Tropical Medicine

Technology Risks

Technology Risks
Kelly Quantrill, CCRS

Managing the Risks of Digital Identity in Business
Olivia White
McKinsey and Company

The Future of Cyber Risk
Dr. Christos Mitas
Risk Management Solutions

Governance and Regulatory Risks
Jennifer Copic, CCRS

Managing Reputational Risks: The Future Landscape
Clare Williams
Barclays

Working Towards a More Resilient Economy and
Society

Rainer Sachs

International Risk Governance Council
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Social Change™

Rapid changes in social attitudes and behaviour are likely to be major drivers of
new risks.te-businesses in the next decade ’

We are already seeing this in attitudes to sustainability, climate change,.ethical
behaviour or companies, fairness in pay, liabilities, and others '

The speed of social change is accelerated by.social media and rapid circulation
of iInformation *

There IS also the danger offalse news and manipulation of opinion by third
parties and external agencies

Organisations will need to adapt and respond rapidly, or suffer rejection.and
disapproval from customers and society in general

CCRS has created a new research track, led by Dr Jen Daffron, a Behavioural
PsSychologist, to develop models of social change and attitudes to companies

bala UNIVERSITY OF  Centre for
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Reputation Percept-ion

Reputation management and sustaining bBranc

changing social attitudes and increasing

Activist shareholders and regulato 1%

guantification, and monitoring

Threats to the organisation wi
financial risk transfer and risk tre
corporates to offset their risks

Judge Business School
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being created and offered to
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Risk C@nvergence

Transportation Disruption
Human Resources
_. = Solar Storm

Tl__r_:_opiﬁ(':al Windstorm Climate Change
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Termorisr e Y~ 'mitigating the threat cascade process
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— Price shock- —Management of multiple risk interaction
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The Next Decade of Risk

® Cambridge Centre for Risk Studies is proud of the work that we have done over
the past decade

® We have tackled the changing facets of business risk
® Risks are constantly evolving and emerging

® The risks that we will face over the next decade will include some that we don'’t
expect today

® Cambridge Centre for Risk Studies looks forward to playing a significant part in
the research and original thinking for the next decade of risk

2B UNIVERSITY OF | Centre for
&P CAMBRIDGE | Risk Studies
Judge Business School

28



Centre for
Risk Studies

UNIVERSITY OF
g’ CAMBRIDGE
Judge Business School




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Science in Scenarios™
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Cyber Terrorism Feasibility in Scenarios
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	The Evolution of our Global Risk Taxonomy
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29

