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CRS RISK OUTLOOK
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▪ “The systems, structures and processes by which organisations are directed and controlled.”                       
(Simon Learmount, 2018; Hopt, 2011)

Corporate Governance

Source: CCRS
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Organisations Face Risk over Governance Concerns
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Cambridge Taxonomy of Business Risks

Social & HumanitarianEnvironmentalTechnologicalGeopolitical & Security Governance & LiabilityFinancial & Economic

Regulation & Liability

▪ Tightening Fiscal Policy
‒ Taxation

▪ Non-Compliance 
‒ Violations of Existing 

Regulation

‒ Internal Corruption & Fraud

‒ Negligence

‒ Emerging Regulation

‒ Occupational Heath & Safety

▪ Revised Accounting Standards

▪ Licence Revocation

Contingent Liabilities

▪ Private Lawsuit

▪ Mass Tort

▪ Class Action

Strategic

▪ Strategy Failure
‒ Divestitures

‒ Joint Ventures

‒ Mergers & Acquisitions

‒ Restructuring

▪ Asymmetric Board
‒ Rogue CEO

▪ Hostile Takeover

▪ Model Failure
‒ Failure to Forecast Business 

Future

Products & Services

▪ Product Defect/Failure

▪ Innovation (R&D) Failure

Consumer Power

▪ Shift in Consumer Demand
‒ Sustainable Purchasing

▪ Transparency of Information
‒ Supply Chain Provenance

▪ Consumer Activism
‒ Commodity Boycott

‒ Brand Name Boycott

‒ Single Firm Boycott

▪ Brand Management
‒ Negative Customer 

Experience

‒ Key Influencer Disruption

‒ Negative Media Coverage

Human Resources

▪ Labour Disputes & Strikes

▪ Loss of Key Personnel

▪ Failure to Attract Talent

▪ Employment Practices

▪ Gender & Diversity

▪ Communication Failure

Human Capital

▪ Ageing Population

▪ Labour Shortages

Humanitarian

▪ Poverty

▪ Hunger or Famine

▪ Inequality
‒ Welfare System Failure

▪ Mass Migration
‒ Refugee Crisis

Infectious Disease

▪ Plant Epidemic

▪ Animal Epidemic

▪ Human Epidemic/Pandemic

Climate Change

▪ Climate Change

▪ Extreme Event Exacerbation

▪ Ocean System Change

▪ Sea Level Rise

Hydrometeorological

▪ Drought

▪ Electrical Storm

▪ Flood

▪ Freeze

▪ Hail

▪ Heatwave

▪ Temperate Windstorm

▪ Tornado

▪ Tropical Cyclone

▪ Wildfire

Geophysical

▪ Earthquake

▪ Tsunami

▪ Volcanic Eruption

Sustainability

▪ Natural Resource Deficiency
‒ Water

‒ Fossil Fuels

‒ Raw Materials

‒ Biogeochemicals

▪ Food Insecurity

▪ Land/ Ocean System Change
‒ Biodiversity Loss

‒ Ecosystem Collapse

▪ Waste and Pollution

Space

▪ Solar Storm (CME)

▪ Astronomical Impact Event

Disruptive Technology

▪ E-Commerce
‒ Clicks & Mortar

▪ Gig Economy

▪ Robotics & Automation

▪ Artificial Intelligence

▪ 5G Technology

▪ Augmented/Virtual Reality

▪ Blockchain

Cyber Attack

▪ Data Exfiltration
‒ Intellectual Property Loss

▪ Contagious Malware

▪ Cloud Service Provider 

Failure

▪ Distributed Denial of Service 

Attack

▪ Financial Transaction Theft

▪ Industrial Control System 

Compromise

▪ Internet Service Provider 

Failure

Infrastructure/System Failure

▪ Network Disruption

▪ Power Outage

▪ Satellite System Failure

▪ Internet Outage

Industrial Accident

▪ Explosion

▪ Fire

▪ Nuclear

▪ Pollution

Political & Democratic

▪ Ideological Shift
‒ Nationalism

‒ Populism

‒ Protectionism

▪ Political Shock
‒ Sudden Leadership Change

‒ Regime Change

▪ Political Corruption

▪ Nationalisation

Political Violence

▪ Assassination

▪ Terrorism

▪ Coup d'État

▪ Social Unrest

▪ Civil Conflict/Separatism

International Conflict

▪ Interstate Conflict
‒ Conventional War

‒ Asymmetric War

‒ Nuclear War

Criminal

▪ Cartel Pressure

▪ Organised Crime

Macroeconomic

▪ Market Crash
‒ Asset Bubble

‒ Financial Irregularities

▪ Economic Recession

▪ Economic Restriction

▪ Trade Sanctions

▪ Tariff War

▪ Commodity Price Fluctuation

▪ Sovereign Crisis Default

▪ Investor Sentiment
‒ Negative Market Outlook

▪ Low Carbon Transition

Competition

▪ Disruptive Competitor

▪ Aggressive Competitor
‒ Price War

▪ Counterfeit Products

Counterparty

▪ Creditor Failure

▪ Customer/Client Failure

▪ Government Failure

▪ Supplier Failure
‒ Supply chain disruptions

‒ Bargaining power against 

suppliers

CTBR_v1.1
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Growth Varies in Regulatory Burden and Cost

Source: OECD.org

Perceived Burden of Compliance with Regulatory Requirements

Compliance Costs, Banking Sector

Projected Compliance Cost Trends by Country
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The Changing Risk Reporting Landscape

Risk Factors, 

US

Principal and 

Emerging Risks, 

UK

Duty of Care, France

Banking Stress Testing, 

Basel III

Financial Services 

Stress Testing, UK
Climate Change added 

to Stress Tests, UK

Cybersecurity 

Disclosure 

Requirements, US

Climate Change 

Disclosure 

Guidance, US

Dodd Frank Act, US

Review of Governance 

Code, UK
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▪ Auditing Crisis

‒ “Faithful representation” challenging given growth in goodwill on 

corporate balance sheets

• The total goodwill value of S&P 500 companies rocketed by $700 

billion from 2007 to 2016, the majority of increase being utilised to 

pledge acquisition debt

Increasing Risk Driven by Financial Reporting

Source: IFAC.org

▪ Accounting Standards Differ Globally
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Evolving Data Privacy Regulation Landscape

Source: CCRS Analysis as of Aug 2018 from (DLA Piper n.d.; CNIL 2018; 

Privacy International n.d.; Hedrich, Wong, and Yeo 2017)

Source: CCRS Analysis as of Dec 2018 from (numerous sources)

Data Privacy Regulation as of 2018

Rapid Growth in Data Privacy Regulation in Asia
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Pay equality

Source: WEF 2018
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Source: Harvard Law School Forum, 2018

▪ Employee Compensation

‒ United States

• Lilly Ledbetter Fair Pay Act of 2009

• Paycheck Fairness Act (proposed) 

‒ United Kingdom

• Equality Act 2010 

• As of April 2017, UK government 

requires corporates over 250 

employees to report on gender pay 

gap statistics

▪ Executive compensation 

▪ Reporting on CEO and other top 

executive remuneration and bonus 

levels is becoming mainstream

▪ 514% growth in CEO pay since 

1990 in US

Global Gender Pay Gap Reporting, 2018

US CEO Pay Growth
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▪ Employee relations

‒ Fortune 100 Best Companies to Work For

▪ Google equality saga

‒ 2015: Investigated by US Labor Department

• Found systemic pay disparities against women at 
Google

• Labor Department sued Google to hand over salary 
records in 2017, but dropped the case in early 2019

‒ 2017: 3 former employees file lawsuit alleging pay 
bias

• Class action that Dismissed in December stating that 
the claims were too board

‒ Jan 2018: Lawsuit is refiled with 4 former 
employees

• Claiming that pay bias was done for these positions: 
engineering, management, sales, and teaching roles

• Still in courts

‒ 1 Nov 2018: Employees also organised a mass 
walkout to protest sexual misconduct

• Protestors wanted an end to Forced Arbitration in 
cases of harassment and discrimination

Employee Driven Governance
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▪ Recent events

Antitrust Issues

▪ Potential future changes 

‒ Search Engine Keywords

‒ Pricing Algorithms

‒ Data Scraping

‒ “Killer Acquisitions”

‒ Vertical Merger Challenges

‒ Demands for Aggressive Enforcement
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▪ Following the Bangladesh factory collapse in 2013 the UK 
developed reporting requirements around slavery in 
supply chains

‒ The Modern Slavery Act of 2015 has a provision titled 
‘Transparency in Supply Chains’ that requires corporates in 
the UK to report on the actions taken to eliminate slavery 
and human trafficking from their global supply chains

▪ Not just fashion retail where transparency in supply 
chains can prevent a scandal

▪ Consumers asking for supply chain provenance 
information

Supply Chain Transparency

Carrefour launched food blockchain2013 Horsemeat Scandal Supply Chain
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▪ Management Structures
‒ US companies prefer to have CEO as Chairman of the 

Board

‒ While European companies split the roles

Business and Management Structure

▪ Business Structures
‒ Gig Economy

‒ Sector Classification

% of Companies that Split their CEO and Chairman Roles
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▪ Common Lawsuits for Corporates (Bonner 2018)

‒ Employment discrimination and wrongful termination

‒ Discrimination suits not based on employment 

‒ Wage law violation

‒ Torts - consider both unintentional torts (i.e. negligence) and 
intentional torts

‒ Breach of contract

▪ Areas of Emerging/Evolving Litigation
‒ Employment practices

• Alleged sexual harassment

‒ Cybersecurity

• Data Security, GDPR, Use of personal information, 
cyberpsychological behaviour

• Product liability

‒ Climate Change

‒ Health

• Opioid, obesity, salt content, sugar content, clear labelling of 
risks

‒ Product

• Latent injury, defective products

‒ Mental Health

• Not providing necessary resources, worsening conditions

Contingent Liabilities
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▪ Evolving risk reporting requirements

▪ Continued diversification of accounting 
standards

▪ Enhanced data privacy regulation

▪ Equal pay arguments impacting more and more 
corporates

▪ Growing employee engagement in governance 
issues

▪ Antitrust laws targeting the Technology sector

▪ Consumers demanding more supply chain 
transparency

▪ US corporates splitting the CEO and Chairman 
roles

▪ Advancing litigation risks for corporates

Next Decade of Governance and Regulatory Risks
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