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What i1s a Human Firewall ?

“A human firewall is a
network of human sensors.”
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Cyber Criminals Target People, NOT systems !!
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“IF you‘re going to be
attackRed, the chances
are that initial
compromise, the gap in
the fence the attackRers
sneak through, is going
to be created by social
engineering rather than
anything technically

sophisticated...”

- Symantec Internet Threat Report 2018



Cyber Criminals Target People

(A
: 90% 65% 76%

of data breaches were caused by is the growth in phishing of businesses reported being a
Phishing - a type of social over the last year victim of a phishing attack in

engineering the last year

30% 907

of phishing messages get of people successfully phished
opened by targeted users will be targeted at least one
more time within the year
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Organisatlons put themselves in a vulnerable position when

they drsregard the human element of cyber risks.

1/2% $3 trillion 747
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Cyber Threatscape

Every Company

Organised
Criminals

Financial gain
via online fraud
and extortion

Random
Mainstream
Malware,
Ransomware
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Insider
Threat

Accidental,
Victim
or
Malicious

Social
Engineering
Or
Disgruntled

Other Threat’s

Anonymous,
ideological
‘hacktivism’

Disruption,
humiliation,
political aims

Denial of
Service,
Social Media,
Data Breaches

Advanced
Persistent
Threat

IP Thetft,
financial gain
via
espionage

Targeted

Malware,

Corporate
espionage

Nation state-
sponsored
cyber attack

Large-scale IP
theft, critical
infrastructure
disruption

Diplomatic
espionage,
cyber
sabotage




The Malicious Insider

* Rogues employees

e Criminal actor
employees
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The Compromised Insider
* Malware victims
* Impersonated users

Insider Threats

The Accidental Insider
* Inadvertent actors
e Convenience seekers



Yet we keep investing in Technical Defense’s...
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Despite $7] B

INnvestment in

security
Next Gen Firewall = SIEM
Secure Web Gateway = Network Forensics
Intrusion Detection & Prevention = Data Loss Prevention
Advanced Threat Protection = Unified Threat Management

“Keep doing what you're doing and you'll end up where you're going”




Workplace Behaviour Challenge

“Security Culture
iIs what employees do
when the security team

isn’t looking”
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Common Workplace Behaviour(s)

» Clicking on links and opening Email attachments

Reusing Passwords across accounts

Dept’s sharing accounts with passwords stored in XLS!
Password - Incrementing a number by 1 © (Yes, we know!)
Downloading Free Software

Unsafe Web Browsing

Risks when traveling “Outside the Office”

V V V VYV VYV V V

Weak Data Protection Practices
» Little to no understanding of Security Policies
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Human Firewall’s — Choose to go to the Moon! ...

We choose to go to the Moon in this decade and do the other things,
not because they are easy, but because they are hard,;

because that goal will serve to organize and measure the best of our
energies and skills,

because that challenge is one that we are willing to accept, one we are
unwilling to postpone, and one we intend to win.....

JF Kennedy Sept 12 1962
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Positive Behaviour Change

» “Scheduled” Security Awareness Program

Knowledge -’
Assessments \g

SECURITY GOLDEN

Compliance
& Risk
Reporting

VIDEOS NUGGET

TRAINING P.°"°y
CONTENT Snippets

[ &
Phishing
Jests

Real Time Intervention Awareness

» “Holy Grail”

TRAIN STAFF AT POINT of NEED
instead of just
scheduling content

Deliver fully contextualised content straight to
staff based on exhibited risk behaviour.
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USER TRIES TO DOWNLOAD FREE SOFTWARE

& This site has been blocked by the network administrator.
|

URL: http://www.google.com/setprefs?sig=0 pAU P710rJunsa...
Block reason: Administrative Safe Search Enforcement

If you believe the below web site is rated incorrectly click here.

What will the user do now ?



USER TRIES TO DOWNLOAD FREE SOFTWARE
@Cybermshmvare

Creating your hurnan firewail!

Unapproved Software Detected!

St
v

e have detected an attempt to download or install unapproved software.

Hey Stephen

ilst your intentions are good you may not realise that this creates a very high risk for the
company.

Installing or downloading software which has not been approved by your IT Team can lead to
malicious computer programs infecting the network and causing all sorts of problems such as
Ransomware or Data Theft leading to fines or loss of our customers.

If you need any assistance with obtaining software or would like to see what software is on the
approval list please click the button below.




ACCESS SENSITIVE DATA THEN DROPBOX?
() yoer sk Avore

Unapproved File Sharing Detected

Hey Stephen

e have detected that you attempted to browse or upload information to an unapproved file
haring site. At McDonalds we have chosen to use a specific File Sharing site as it allows us to track
and secure both company and customer information.

en we use 3rd party sharing sites we risk exposing company sensitive information to the public
domain which can cause all manner of issues.

If you have any issues accessing our approved sharing site, please click the link below

Need Help?



AUTOMATE STAFF ON-BOARDING

@Cyber Risk Aware

Creating your human firewall!

Welcome To The Team!

elcome to the team!
As this is the first time you have signed into the network we would like you to review the company
security policy by clicking on the green button below. If you need any assistance please do not

hesitate to contact

ELCOME ABOARD!
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