
CHANGING WORKPLACE 
BEHAVIOUR: IMPROVING THE 
HUMAN FIREWALLS OF 
ORGANISATIONS
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What is a Human Firewall ?

ñA human firewall is a 

network of human sensors.ò
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Cyber Criminals Target People, NOT systems !!
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Cyber Criminals Target People
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Who

Why

How

Every Company

Anonymous, 

ideological 

óhacktivismô

Disruption, 

humiliation, 

political aims

Denial of 

Service, 

Social Media, 

Data Breaches

Organised 

Criminals

Financial gain 

via online fraud 

and extortion

Random 

Mainstream 

Malware,  

Ransomware

Advanced 

Persistent 

Threat

IP Theft, 

financial gain 

via 

espionage

Targeted 

Malware, 

Corporate 

espionage

Nation state-

sponsored 

cyber attack

Large-scale IP 

theft, critical 

infrastructure 

disruption

Diplomatic 

espionage, 

cyber 

sabotage

Other Threatôs

Insider 

Threat

Accidental, 

Victim 

or 

Malicious 

Social 

Engineering

Or

Disgruntled

Cyber Threatscape
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The Malicious Insider
ÅRogues employees
ÅCriminal actor 

employees

The Compromised Insider
ÅMalware victims
ÅImpersonated users

The Accidental Insider
ÅInadvertent actors
ÅConvenience seekers

Insider Threats
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Yet we keep investing in Technical Defenseôsé

òKeep doing what youõre doing and youõll end up where youõre goingó
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ñSecurity Culture 

is what employees do

when the security team 

isnôt lookingò 

Workplace Behaviour Challenge
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ü Clicking on links and opening Email attachments

ü Reusing Passwords across accounts 

ü Deptôs sharing accounts with passwords stored in XLS! 

ü Password - Incrementing a number by 1 J (Yes, we know!)

ü Downloading Free Software  

ü Unsafe Web Browsing

ü Risks when traveling ñOutside the Officeò

ü Weak Data Protection Practices

ü Little to no understanding of Security Policies

Common Workplace Behaviour(s)
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Human Firewallôs ïChoose to go to the Moon! é

We choose to go to the Moon in this decade and do the other things, 

not because they are easy, but because they are hard; 

because that goal will serve to organize and measure the best of our 

energies and skills, 

because that challenge is one that we are willing to accept, one we are 

unwilling to postpone, and one we intend to winé..

JF Kennedy Sept 12 1962
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ü ñScheduledò Security Awareness Program

ü ñHoly Grailò 

Positive Behaviour Change 

Knowledge

Assessments

Phishing 

Tests

òSMiShingó

Tests

Policy 

Snippets

Compliance 

& Risk

Reporting

Real Time Intervention Awareness 

TRAIN STAFF AT POINT of  NEED

instead of  just 

scheduling content 

Deliver fully contextualised content straight to 

staff  based on exhibited risk behaviour.



USER TRIES TO DOWNLOAD FREE SOFTWARE

What will the user do now ?



USER TRIES TO DOWNLOAD FREE SOFTWARE


