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Agenda

ÅIntroduction to three key regimes:

ÅEurope (EU)

ÅChina

ÅUS

ÅWhat is the law looking to achieve?

ÅSecurity requirements

ÅBreach notification

ÅRemedies 

ÅWhat is the future direction of travel?

ÅCurrent problems

ÅPotential solutions
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Europe (EU)

General 
application

The General Data Protection Regulation ("GDPR")

Sector 
specific

Network and Information Systems Directive

(critical infrastructure and certain digital services providers)

Privacy and Electronic Communications Directive (telcos and ISPs)

PSD2; MiFID (financial services)
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United States of America

General 
application

Section 5 of the Federal Trade Commission Act

(FTC has authority to prevent and protect consumers against unfair or 
deceptive trade practices, including materially unfair privacy and data 
security practices)

State specific data breach notification laws in all 50 states

California Consumer Privacy Act

Sector 
specific

HIPAA

(health sector)

Gramm Leach Bliley Act (financial services)

State specific and industry specific laws (e.g. California Insurance 
Information and Privacy Protection Act)
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China

General 
application

The PRC Cybersecurity Law

Decision on Strengthening Online Information Protection 

Sector 
specific

The Guidelines for Data Governance of Banking Financial Institutions

(financial services)

The Provisions on Telecommunication and Internet User Personal 
Information Protection

(telcos and ISPs)

The PRC Consumer Rights Protection Law

(consumer services)


