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Cyber as a Systemic Risk

▪ In 2012 identified the potential for 

cyber to pose a systemic risk

▪ ‘Systemically Important 

Technology Enterprises’ (SITEs)

‒ Industry standard software 

platforms providing common failure 

pathways

▪ Key issue for managing 

accumulation risk in cyber 

insurance portfolios
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A Real World Example of Systemic Cyber Risk

▪ 27 June 2017, contagious malware attack caused $10 Bn loss

▪ Over 2,000 infections in organizations across 65 countries

▪ Hidden in the software update mechanism of M.E.Doc (uk), Ukrainian 

tax filing program

Shell

BP

ExxonMobil

PetroChina

Volkswagen

Toyota

Berkshire Hathaway

Pfizer

Johnson & Johnson

Roche

GlaxoSmithKline

Chevron

Gazprom

Sinopec
General 

Motors

Allianz

Oracle

AXA

Kelloggs

Nestlé

Goldman Sachs

AT&T

Lenovo
HP

Amazon

Wal-Mart

Apple

Dell

Samsung

Sony

TNT Tesco

Maersk

Merck

Rosneft

ME.Doc (UK)

FedEx TNT
Saint Gobain

Mondelez

Beiersdorf

WPP

Nuance

Home Credit
Evraz

DHL

Oschadbank

NotPetya
Contagious Malware transmission through ‘Contacts Harvesting’
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Nodes of Aggregation: Organization Attack Surface
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An Extensive Programme of Cyber Risk Research

2013
Cyber Catastrophe Threat 

Monograph

2018
Threat Actors in the Cyber 

Black Economy

2014
Sybil Logic Bomb 

Stress Test Scenario

2018
Assessing Limits to Capabilities of 

rDDoS Cyber Attacks

2015
Business Blackout
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2018
Insights from the MISP 

Database

2016
Exposure Data Schema

and Accumulation Risk

2018
Assessing the Impact of Global ISP 

Outages

2017

Cyber Risk 
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2018
Cloud Outage: The Potential for 

Catastrophic Loss

2018
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2019

Solving Cyber Risk

Publication
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Annual Updates of Our Cyber Risk Outlooks

2016
Cyber Risk

Outlook

2017

Cyber Risk 

Outlook

2018

Cyber Risk

Outlook

2019

Cyber Risk

Outlook
2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

P8 (100M-3B records)

P7 (10M-100M records)

P6 (1M-10M records)

P5 (100K-1M records)

P4 (10K-100K records)

P3 (1K-10K records)

Occurrence of Data Exfiltration Events by Size

Threat Actor Activity Geography of cyber loss incidence
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The Changing Face of Cyber Loss
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▪ Cyber risk research at Cambridge Centre for Risk Studies 
has played an important role in the growth of the cyber 
insurance market

▪ CCRS created a cyber exposure data schema

‒ Endorsed by Lloyd’s

‒ Adopted by RMS

‒ Selected by ACORD

▪ CCRS research provided the structure for RMS Cyber 
Accumulation Management System (CAMS)

‒ The leading commercial cyber risk model 

▪ CCRS scenarios adopted by Lloyd’s for regulatory 
accumulation reporting

▪ CRS scenarios now being created for SE Asia market to 
boost cyber insurance market there

CCRS Role in Growth of Cyber Insurance Market 

0

1

2

3

4

5

6

2012 2013 2014 2015 2016 2017 2018 2019

United States

Rest of the World

Cyber Insurance Premium Worldwide

Eireann Leverett

Cyber Risk Researcher, CCRS
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Lloyd’s Business Blackout Scenario: Cyber Attack on US Power Grid
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Cyber Terrorism Feasibility in Scenarios

$
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Awards and Recognition for CCRS

Cambridge Centre for Risk Studies was honoured to be nominated for awards and invited to be involved in data standards activities, including:

CCRS shortlisted for Risk Modeller of the Year, Reactions 2018

2018 Cyber Risk Awards Pool Re and CCRS shortlisted for Cyber Risk Innovation 

of the Year for work on developing the Pool Re Cyber Terrorism Extension 2018

ACORD selected the Cambridge Cyber Exposure Data Schema (published 2016) 

to provide to all 4,000+ ACORD members.

ISO 31050 Emerging Risk Standards
CCRS invited to be a member of the British Standards Institution Working Group on scoping the 

proposed ISO 31050 standard for identifying and managing Emerging Risks in business
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The Future of Cyber Risk
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▪ AI Applied to Malware Development

‒ Zero-day vulnerabilities are currently discovered by trial-and-error

‒ Hackers are already adopting automation to find vulnerabilities in 

industry-standard software

‒ New classes of malware could evade conventional anti-virus and 

standard security systems 

‒ New generations of malware could have rapid evolution or be self-

organizing

▪ Commoditized malware toolkits

‒ Reduces skill and cost needed for development

‒ Malware-as-a-Service; Ransomware-as-a-service

▪ Sudden leaps in decryption capability

‒ Most of our current security depends on encryption

‒ Decryption improvements could jeopardize security standards

‒ Quantum computing may enable routine decryption

Potential Game-Changers in Future Technologies and Tools
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▪ The equilibrium between cyber attackers and defenders is finely 
balanced

‒ Defenders are increasing their security expenditure and learning to 
combat hacker techniques

‒ Attacker evolve new techniques to exploit other weaknesses

▪ Hackers could decisively gain the upper hand through:

‒ Reduction in cost/skill needed for attacks (commoditized malware)

‒ Improved rewards for a successful hack (bigger ransoms get paid)

▪ Many more well-educated hackers become active, as an 
alternative to increasing graduate youth unemployment

▪ Dark web IPv6 provides much larger hacker safe havens for 
hackers to operate from

▪ Surge of independent attacks by many more actors adopting 
hacking as a profession. 

‒ Probably inexperienced initially (lower severities) but rapidly increasing in 
success and impact

Changes in the Business Models of Threat Actors
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▪ Fear of retaliation and political restraint currently prevent 
foreign nation-state cyber teams from attacks on West that 
are too overt or damaging
‒ We are currently in a cyber ‘Cold War’

‒ Russia, China, North Korea operate cyber attacks against US & 
European private sector companies 

‒ They are capable of more severe and intensive campaigns if the 
gloves came off 

▪ Geopolitical events could turn the cold war hot
‒ e.g. Military attack against North Korea/Iran

‒ Growingly hostile political postures

▪ Nation states could target private sector and disguise their 
tracks to make attribution difficult

▪ Resources, capabilities and tools available to nation state 
hackers would result in much more severe and extensive 
attacks

The Gloves Come Off Nation-State Cyber Teams



19

▪ New security technologies offer hope of AI-led protection

‒ Potential for improved effectiveness and affordability

▪ Cyber security investment is prioritized

‒ Targeted on measures that are proven to be most effective

‒ Costs of effective security reduces and is widely implemented

▪ Full recognition of the human dimension of cyber risk

▪ Moves by companies to share information, improve human 
capital, redefine trust networks, use AI

▪ Switch to cloud for digital economy

‒ May result in highly secure, low-loss environment

‒ Security-as-a-Service more secure than on-premises

▪ What will it take for most organisations to achieve ‘6-Sigma’ 
protection levels?

‒ Minimal tolerance of loss from cyber

‒ Managed breach tolerance 

Advances in Security and Corporate Risk Management
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▪ Conviction of criminals will reduce cyber crime but requires 

substantial efforts to do this
‒ International agreements to prosecute in foreign jurisdictions

‒ Training police forces in cyber crime detection

▪ The past year has seen one of the lowest conviction rates for 

cyber criminals in recent years despite record levels of cyber 

crime 
‒ Law enforcement has real challenges in bringing criminal hackers to 

justice

‒ Conviction rates are the main deterrent for crime

▪ There are key initiatives to improve cyber law enforcement 

around the world that could result in a major reduction in 

cyber crime

▪ Frequency of cyber crimes would reduce, and the ambient 

level of cyber risk would reduce

Radical Upgrade of Global Cyber Law Enforcement
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▪ Many factors will determine the future of cyber risk – the level of future loss

▪ This conference brings together many different disciplines and areas of expertise to 

explore the factors that will determine the future of cyber risk

▪ Our intention is to use these contributions to set out the issues and help 

organizations plan for the coming years ahead

▪ The Cambridge Centre for Risk Studies has contributed to the thought leadership in 

the understanding of cyber risk over the past decade

▪ The Cambridge Centre for Risk Studies intends to contribute to the understanding of 

cyber risk as it changes over the next decade

Conclusions: The Future of Cyber Risk




