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Cyber as a Systemic Risk 0 sl
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NotPetya
A Real World Example of Systemic Cyber Risk
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Source: ESET Petya Blog

® 27 June 2017, contagious malware attack caused $10 Bn loss e

Lenovo

® Over 2,000 infections in organizations across 65 countries

® Hidden in the software update mechanism of M.E.Doc (uk), Ukrainian

¥ Oracle

tax filing program ° o
° NotPetya
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Nodes of Aggregation: Organization Attack Surface
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An Extensive Programme of Cyber Risk Research
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The Changing Face of Cyber Loss

Equifax fined £500,000 over
customer data breach

If the security incident had taken place after GDPR came into play, the fine

may have been far higher GDPR: British Airways faces record £183m
fine for customer data breach

Information Commissioner's Office intends to fine airline for "poor security arrangements” - British Airways says it's
‘surprised and disappointed” by planned penalty.

Facebook tobe fined $5bnfor
Cambridge Analytica privacy violations | France fines Google $57 million for

~reports European privacy rule breach

The $5bn fine would be the largest ever levied by the Federal Trade
Commission against a technology company

BUSINESS

Marriott Faces $124 Million Fine Over Starwood Data Breach

Penalty is second hefty fee proposed this week against a major corporation by U.K. enforcer of EU data-privacy rules
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CCRS Role in Growth of Cyber Insurance Market

® Cyber risk research at Cambridge Centre for Risk Studies
has played an important role in the growth of the cyber
Insurance market

® CCRS created a cyber exposure data schema
— Endorsed by Lloyd’s i |
— Adopted by RMS Eireann_Lever'tt &
Cyber Risk Rgsearcher, CCRS
— Selected by ACORD ‘

® CCRS research provided the structure for RMS Cyber Cyber Insurance Premium Worldwide

Accumulation Management System (CAMS) |l unies s

nite ates
— The leading commercial cyber risk model
. , 4 . Rest of the World

® CCRS scenarios adopted by Lloyd’s for regulatory

accumulation reporting °
® CRS scenarios now being created for SE Asia market to 2

boost cyber insurance market there - I

—mEl
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Cyber Terrorism Feasibility in Scenarios

POOL

REINSURING TERRORISM RISK

Pool Re to extend cover to include physical damage
from cyber terrorism from April 2018

AEINSURING TERRORISM RISK

Pool Re to extend cover to include
physical damage from cyber
terrorism from April 2018

Australian Government

Australian Reinsurance Pool Corporation
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Awards and Recognition for CCRS

Cambridge Centre for Risk Studies was honoured to be nominated for awards and invited to be involved in data standards activities, including:

Reactions

A Adviser

ACT

‘ A UNIVERSITY OF

Judge Business School

ORD

CCRS shortlisted for Risk Modeller of the Year, Reactions 2018

N 2018 Cyber Risk Awards Pool Re and CCRS shortlisted for Cyber Risk Innovation
of the Year for work on developing the Pool Re Cyber Terrorism Extension 2018

ACORD selected the Cambridge Cyber Exposure Data Schema (published 2016)
to provide to all 4,000+ ACORD members.

ISO 31050 Emerging Risk Standards
CCRS invited to be a member of the British Standards Institution Working Group on scoping the
proposed ISO 31050 standard for identifying and managing Emerging Risks in business

Centre for
Risk Studies

13



The Future of Cyber Risk
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Today’s Sessions on The Future of Cyber Risk

Cyber Risk Landscape Future Technology and Tools

| Chair Chair Chair
= ' Tom Harvey Maria Bada Vincent Gilcreest
& ' Risk Management Solutions Cambridge Cybercrime Centre Tenable.io

Software Liability, Hackbacks, and Deep Fakes _ Trends in Hacker Business Models Red on Blue: Infinity War

4 Erin Burns . Winston Krone Sille Laks
Concinnity Risks Kivu Europe Clarified Security
War Games, Simulations, and Scenarios . Game Theory Approaches ! Lessons from Telematics: Future Technology & Tools

o]

_ Dr Gordon Woo Jasson Casey
Risk Management Solutions - SecurityScorecard

Justin Clarke-Salt
Aon Cyber Solution

Cybergeddon vs. Cybertopia Journey from Black Hat to White Hat The Only Limit is Your Imagination

Dr Jennifer Daffron | Mike Jones ' Timothy Olsen

Cambridge Centre for Risk Studies Security Researcher "~ Symantec

Chair Chair Chair

Dr. Raveem Ismail Dave Ruedger Kelly Malynn,

QOMPLX Risk Management Solutions Beazley Group

Managing Cyber Risk in Digital Transformation m The Changing Face of Privacy Law Cyber Insurance in 2025

Stephen Boyer 7. James Clark Sarah Stephens

BitSight DLA Piper FINPRO Cyber, Media & Technology Practice Leader

The Cyber Market's Present and Future Challenges
Eric Durand
Swiss Re

Changing Workplace Behaviour
Stephen Burke
Cyber Risk Aware

Cyber Risk Quantification
Prof MingYan Liu
University of Michigan

_ Interdisciplinary Approaches to Cyber Security The Future of Cyber Risk Management in Organisations Future Analytics of Cyber Risk Quantification
~ Dr Jason Nurse & Domenico del Re , Dr Christos Mitas
)

University of Kent « & PwCUK &) Risk Management Solutions 15




Potential Game-Changers in Future Technologies and Tools

Al Applied to Malware Development
— Zero-day vulnerabilities are currently discovered by trial-and-error

— Hackers are already adopting automation to find vulnerabilities in
industry-standard software

Tox

toxicola7gwv37qj.oni

— New classes of malware could evade conventional anti-virus and
standard security systems

— New generations of malware could have rapid evolution or be self-
organizing

FOR SALE

Commoditized malware toolkits
— Reduces skill and cost needed for development PIIERERIESY 3 [ s e

Process vate Bytes Mg Sef  PID  Desonpoon Company Name s
. . » evchost exe 2852K 5164 K 1275 Host Process for Windows 5. Microsolt Coponation [
] VSSVC 60 K 3.56 1652 Mcroscht™ - S . ' QA
— Malware-as-a-Service; Ransomware-as-a-service P e ton Pt Wt Mok 08
m ochv exe 8180 K 1812 Spooler SubSystem Aop Microsolt Comporation e
vehost .05 2036 Host Process for Windows S Scrosolt Comomtion
MsMpEng exe 1512 Artimaiware Service Boscut .. Microsoft Corporation

3832 Host Process for Windows 5 Microsolt Comporation
3380 Microsolt Windows Seerch | Microsoft Corporation
3812 Mcrosct Windows Search P Mcrosoft Comoratior
168 Mcsmaok Windows Search F - Microsoft Comontior
64 Host Procees for Windows S Microsch Comorstion 'Sk

56
1204 Host Process for Windows S Micmaoft Comortion Q56
E
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— Most of our current security depends on encryption et | e e
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Changes in the Business Models of Threat Actors

The equilibrium between cyber attackers and defenders is finely pyEwagEET
balanced R
— Defenders are increasing their security expenditure and learning to ‘i
combat hacker techniques
— Attacker evolve new techniques to exploit other weaknesses

Hackers could decisively gain the upper hand through:
— Reduction in cost/skill needed for attacks (commoditized malware)
— Improved rewards for a successful hack (bigger ransoms get paid)

Many more well-educated hackers become active, as an
alternative to increasing graduate youth unemployment

Dark web IPv6 provides much larger hacker safe havens for

hackers to operate from e YN o TR }i}
Surge of independent attacks by many more actors adopting Attack Detection/Prevention
hacking as a profession. ' i

— Probably inexperienced initially (lower severities) but rapidly increasing in

success and impact
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The Gloves Come Off Nation-State Cyber Teams

Fear of retaliation and political restraint currently prevent
foreign nation-state cyber teams from attacks on West that
are too overt or damaging

— We are currently in a cyber ‘Cold War’

— Russia, China, North Korea operate cyber attacks against US &
European private sector companies

— They are capable of more severe and intensive campaigns if the
gloves came off

Geopolitical events could turn the cold war hot
— e.g. Military attack against North Korea/lran Russia
— Growingly hostile political postures

Nation states could target private sector and disguise their

tracks to make attribution difficult

Resources, capabilities and tools available to nation state
hackers would result in much more severe and extensive
attacks
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Advances in Security and Corporate Risk Management

New security technologies offer hope of Al-led protection
— Potential for improved effectiveness and affordability o E

Cyber security investment is prioritized ol 3P
— Targeted on measures that are proven to be most effective a A T |/\‘ D E
% r d'{ ('f.; & ‘ Ve o
— Costs of effective security reduces and is widely implemented s ‘f/J g) B —
Full recognition of the human dimension of cyber risk Impro) ﬂ
Moves by companies to share information, improve human
capital, redefine trust networks, use Al ’

Switch to cloud for digital economy
— May result in highly secure, low-loss environment
— Security-as-a-Service more secure than on-premises w
What will it take for most organisations to achieve ‘6-Sigma’ j B
protection levels? e
— Minimal tolerance of loss from cyber
— Managed breach tolerance

woe Valld Context for Data
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Radical Upgrade of Global Cyber Law Enforcement

®  Conviction of criminals will reduce cyber crime but requires

substantial efforts to do this
— International agreements to prosecute in foreign jurisdictions
— Training police forces in cyber crime detection

" The past year has seen one of the lowest conviction rates for
cyber criminals in recent years despite record levels of cyber

crime
— Law enforcement has real challenges in bringing criminal hackers to
justice
— Conviction rates are the main deterrent for crime
" There are key initiatives to improve cyber law enforcement
around the world that could result in a major reduction in

cyber crime

" Frequency of cyber crimes would reduce, and the ambient
level of cyber risk would reduce
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&P CAMBRIDGE | Risk Studies
Judge Business School 20



Conclusions: The Future of Cyber Risk

® Many factors will determine the future of cyber risk — the level of future loss

® This conference brings together many different disciplines and areas of expertise to
explore the factors that will determine the future of cyber risk

® Our intention is to use these contributions to set out the issues and help
organizations plan for the coming years ahead

® The Cambridge Centre for Risk Studies has contributed to the thought leadership in
the understanding of cyber risk over the past decade

®" The Cambridge Centre for Risk Studies intends to contribute to the understanding of
cyber risk as it changes over the next decade
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