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To recover data you need decryptor

WARNING To get the decryptor you should:

we have encrypted your files with CryptoLocker virus
Send 1 test image or text file net
a C S In the letter include your personal ID (look at the beginning of this document).
Your Important fles (Inckuding those o0 the nedwirk disks, USH, etc): photos, videos, o0uments, a1, wire encrypted with our

We will give you the decrypted file and assign the price for decryption all files

Caution: Removing of Cryptol ocker wi . . 0w YOur encrypted fles
After we send you instruction how to pay for decrypt and after payment you will receive a decryptor and instructions
We can decrypt one file in quality the evidence that we have the decoder.
oy . Click here to pay for files recovery Attention!
* No ability to negotiate
Only net can decrypt your files
° Am ou ntS IOW ‘ Frequently Asked Questions 8 e —_— e

Do not attempt to remove the program or run the anti-virus tools
Attempts to self-decrypting files will result in the loss of your data
* Decoders other users are not compatible with your data, because each user's unique encryption key

°
°
¥ Oore of My Computer 9
©

* Decryption relatively easy

File Edit Format View Help

becuding Files 1 Bitcoin, tomorrow 2 Bitcoin
translation at the expense of Bitcoin
1Nez7W9ashFL4BA7vHUASaoaad9XtgHKCF

Here are our recommendations:

If you have no Bitcoin address register
https://blockchain.info/wallet

pay at the Bitcoin address above

after payment you will receive a program that
automatically decrypts all your files

mail support Satan-Stn@india.com or Satan-
Stn@bitmessage.ch

Phoenix ROM BIOS PLUS Version 1.10 1.3.4
Copyright 1985-1988 Phoenix Technologies Ltd.
Copyright 1996-2016 Dell Inc.

All Rights Reserved

Dell System PowerEdge R210
W . dell.com

Your hard drive is securely encrypted. To buy password send an email to geaddPes
igaint.org with code




Automated
Attacks

MKLIUKANG@INDIA.COM
R A A
N

lllln\\ ﬁ f.k

* Bragging rights
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* Nuisance attacks




Automated
Attacks

e Business model of efficiency

* Self-policed by reviews

vonn [N -

Thank you for your payment!

Password for attachment is your email — com

Google are blocking 7zip now (I can't attach file in email), downlioad link

1.) Tum OFF all antyviruses and uninstall it

2.) Extract all files to C\ProgramData and run svchosd exe as administrator (it's important) then load dma_private key and click "UNLOCK FILES" button

If you have encrypted workstations repeat process on every machine
If you are not sure what to do see attached images

Regards

4 Attachments
"" e Open
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Negotiate for
Assistance

* Size of ransom negates amount
reduction negotiation

* Negotiate to get Decryption
Assistance

and can ypu provide how much %

o Of files you couldnt decr ypt and what antivirus u r using on the ‘_'u:"".c“l'{ am eémailng the guyz who makes infection

about 209

s of files did not decrypt

They are in C: directory in random folders

Thank you for looking into it

t logks like if antivirs block crypler crypter Kill av and rerun and create a different password
| f you can give me a bitcoin address i can send you 0.6 bitco —l}.-.':n:h is %20 of the payment




Negotiate for
Assistance

* Size of ransom negates amount
reduction negotiation

* Negotiate to get Decryption
Assistance

Hi. It won't allow me to decrypt all PC. An error pops up
& DP Decryptor

’ Decrypt ol PC or Choose 1 file and decnypt #

.

Access error: The key for decrypting a single file

oK

~

https:/:‘www.sendspace.com-

Fixed invalid key was

Repeat all the same steps




Negotiate for
Assistance

» Keep attacker focused, interested,
sober

e 2017 — 2018 RaaS leads to
amateur attackers

From:

Sent:

To:

Subject: RE: BTC

Dear

it's really very strange![We must have Your keys! Absolutely!

But something wrong with information You gave.

1. What was the remote access (RDP) IP address? And which login name did You
use?

2. Click right button on the original encrypted file and choose Properties. See the date
of created and send it please.

Best regards!

com> -
tome [+

R o . BV piwe - answerme asap if you want another key.or i
can provide u 2 keyi am a little bit drunnk. :) LOL




N e Otl ate fO r 11! All of your files are encrypted !!!
To decrypt them send e-mail to this address: greg.philipson@aol.com.

If we don't answer in 24h., send e-mail to this address: leeming.derick@aol.com
If there is no response from our mail, you can install the Jabber client and write to us in support of

AS S i S ta n C e waitheisenberg@xmpp.jp

» Keep attacker focused, interested, €) ]

SOber Te: decryptmasters@protonmail.com
sSeems 10 be Working so lar. Ve haven'l aecryp all servers ye
It to b k far. We h td ted all t

e 2017 — 2018 RaaS leads to How did you hack us?
amateur attackers

hello
all good ?

Sent with Protonhail Secure Email

Duﬁmnﬂm

PENTEST - Expert penatration test! This service is availlable for a fes
And it has already been successiul for your neteork, | think you see results yourself

Of course, we are not going to bite your network again, but at any time it can be done by someonsa alse
Only 1 BTC - and you will be given all results + some important notes on safety of storage backups

P.5: This is not a big payment for further security .-}

Sent with Protonbail Secure Email



Negotiate for
Assistance

* RaaS attackers need us to provide
technical assistance

* Incompetence biggest problem

* Attackers annoy RaaS Admin who
revoke their licenses mid-attack

e Dark web forum searches for
missing attackers

and can ypu provide how much % of files you couldnt decrypt and what antivirus u r using on the se:\er]: am emailng the guyz who makes infection I

about o Of files did not decrypt
They are in C: directory in random folders

Thank you for looking into it

t looks like if antivirs block crypter crypter Kill av and rerun and create a different password
I.f you can give me a bitcoin address i can send you 0.6 b:tcc:n}:.mch i5 %20 of the payment

My subscription was suspended, why?

Because you have infringed many times our TOE, for example: (a) by sending your unique
RANION exe to online AVs; (b) by publishing our product on clearnet websites; (c) by
flooding our mailbox with many junk emails without having purchased a package with

"support"; etc.



My supervisor says that you try to f@ us when you ask passwords from
Al ] |ateur +10.0.12.221

10.0.12.13
Atta Cke r S So he want 0.5 bitcoins more for this 2 servers

Please send 0.5 btc to the same address

* Rarely hostile My supervisor said not waste time with this case because you hold us for idiots and ask most
critical servers including HYPER-V host with more then 10 VM

* But when keys fail or the tool
doesn’t work, attackers can’t
troubleshoot

Re: Decrypt this Inbox  x

@

tfome ~

dude, stop crying. | can explain again | am not the author of the software did not know what it would be like this.




Amateur
Attackers

* Rarely hostile

* Incompetence biggest problem

Time Played: 4 days 18 hours 34 minutes 39 seconds

Please wait for decrypt files

Files Available To Decrypt: 0

Your comments Our Answer

2017
1 uploaded two files for decryption

bo17 Download two decﬁted files: hrtis:-""exiirebox,com"download
ank you. Do I this bitcoin address? 4
Yes

2017
Okay I just sent you payment for all affected PC's

_16:58 -- THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !
THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC
BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT GIVE
KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE
GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT
DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS !
FRAUDS ITHESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS
TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT
GIVE KEYS ! FRAUDS !ITHESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS
I'THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE
BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT GIVE
KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE
GUYS TAKE BTC BUT DO NOT GIVE KEYS ! FRAUDS !THESE GUYS TAKE BTC BUT
DO NOT GIVE KEYS ! FRAUDS !




Ryuk

e 2018 Game Changer

e Unwilling to reduce demand

* Not motivated by building a brand
» Using APT tactics/ tools

e Can spend months doing
reconnaissance so know network
details of victim and their ability to
pay large ransoms

(@protonmail.com

Ryuk

balance of shadow universe




New Ryuk
Operatives

e Starting Jan 2019

* New Ryuk groups willing to
negotiate

* Less aware/ realistic about victim’s
ability to pay

I 0 2l com> Wed, Jun 12, 2019 at 6:24 AM
To: I © protonmail.com

Thank you

| do not have money for 48 bitcoin. Can | pay for only some of the computers?

[Quoted text hidden]

I, ) otonmail.com> Wed, Jun 12, 2019 at 6:58 AM
Reply-To: rotonmail.com
To: gmail.com>
how much?
I il com> Wed, Jun 12, 2019 at 7:00 AM

To: I & protonmail.com

| can get the money together for 30 bitcoin today. If | have to get more it will take me like 5 or 6 days.

On Wed, Jun 12, 2019 at 6:58 AM <downnasimen@protonmail.com> wrote:
how much?

I ) o rotonmail. com’> Wed, Jun 12, 2019 at 7:30 AM
Reply-To: rotonmail.com
To @gmail.com>

ok 30 btc

I il e Wad hin 49 2N40 af 7-AG AM



Target_Defray
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Questions?

Winston Krone, Esq., Global Managing Director
Kivu Europe

E: wkrone@kivuconsulting.com

San Francisco - New York - Washington, DC
Denver — Toronto — Amsterdam - London

www.kivuconsulting.com
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