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Automated 
Attacks

• No ability to negotiate

• Amounts low 

• Decryption relatively easy
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Automated 
Attacks

• Bragging rights

• Nuisance attacks 
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Automated 
Attacks

• Business model of efficiency

• Self-policed by reviews
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Negotiate for 
Assistance

• Size of ransom negates amount 
reduction negotiation 

• Negotiate to get Decryption 
Assistance
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Negotiate for 
Assistance

• Keep attacker focused, interested, 
sober

• 2017 – 2018 RaaS leads to 
amateur attackers
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Negotiate for 
Assistance

• RaaS attackers need us to provide 
technical assistance

• Incompetence biggest problem

• Attackers annoy RaaS Admin who 
revoke their licenses mid-attack

• Dark web forum searches for 
missing attackers
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Amateur 
Attackers

• Rarely hostile

• But when keys fail or the tool 
doesn’t work, attackers can’t 
troubleshoot
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Amateur 
Attackers

• Rarely hostile

• Incompetence biggest problem
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Ryuk

• 2018 Game Changer

• Unwilling to reduce demand

• Not motivated by building a brand

• Using APT tactics/ tools

• Can spend months doing 
reconnaissance so know network 
details of victim and their ability to 
pay large ransoms
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New Ryuk 
Operatives

• Starting Jan 2019

• New Ryuk groups willing to 
negotiate

• Less aware/ realistic about victim’s 
ability to pay
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Target_Defray
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Target_Defray
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