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High Tech + Human Touch
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Hi-Tech + Human Touch

([l Tube [l T

Copyright © 2019 Symantec Corporation. All rights reserved. SYMANTEC CONFIDENTIAL — FOR PARTNER OR BROKER INTERNAL USE ONLY - not for

use with consumers - all consumer facing materials concerning Symantec offerings require Symantec prior review and approval.



“Hey, America, Vladimir Putin
wants to steal your face.”

The New York Times
July 22, 2019
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A digital freakout about popular

FaceApp app: A Russian plot for
nefarious purposes?
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Che New Nork Times

-

Does Russia Want More

Than Your Old Face?

The FaceApp fracas forces us to think hard about giving our

personal data to companies in authoritarian countries.

By Kara Swisher
Ms. Swisher covers technology and is a contributing opinion writer.

July 19, 2019 f v & » [] 24
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Should you give Russia your face?
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Gordon Ramsay & L

@GordonRamsay

Me hosting #MasterChef Season 50......#faceapp

O 37.5K 11:22 PM - Jul 16, 2019 i

() 5,453 people are talking about this )
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Privacy Policy

1. INFORMATION WE COLLECT

...cannot ensure the
security of any information
you transmit to FaceApp
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or guarantee that information on
the Service may notbe'accessed,
disclosed, aitered; or destroyed.”

@Symantec‘.
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, FaceApp SCREENSHOTS PUBLICATIONS CONTACT

Transform your face

using Artificial Intelligence
with just one tap

& DOWNLOAD YOUR FREE PREMIUM COPY!
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“...this novelty is not

@ TECH

W i t h O u t ri S k : F a C e A p p ' Recently, an app called FaceApp has gained popularity This app allows Users

o perform different transformations on photos of people. such as aging the
person in the picture Unfortunately this novelty is not without risk. EsceAngs

was developed by s oo Bussas
- We have significant concerns aboul the app (as do othar securly axpens)
u S S I a n S A having access 1o your pholos, or even simply uploading a selfe

It's not clear at this paint what the privacy risks are, but what is clear 1s thal
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Wireless Labs, creator of
FaceApp, is located In

St. Petersburg, Russia
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Chuck Schumer, Democratic
Senate minority leader asked the

F.B.l. and the FTC to investigate
FaceApp
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You are what you post and what
you post could most certainly be

used for all kinds of misuse across
the globe.
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Risky Permissions
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Risky Permission
(000 [EEEEUREEIHEEY +

« > C ® & https://play.google.com/store/apps/details?id=com.rvappstudios.flashlight B - U %
B GooglePlay | seac e

& Apps

My apps

7

Categories v Home Top Charts New Releases

Shop
. Flashlight - Torch LED Flash Light
Games RV AppStudios Tools * %k k7 194565 &
Family ® Everyone
Editors' Choice
Contains Ads - Offers in-app purchases
Account ‘
B Add to Wishlist m
My subscriptions
Redeem
Buy gift card Brightest & Fastest
My wishlist Next Gen Flashlight

BEST FLASHLIGHT!

My Play activity

Parent Guide

!

Best free flashlight is the brightest LED torch flash light! It's the most featured rich light and only

Available in 25 Iang‘;qag'eg"

flashlight you will ever need

Get the brightest est, and most feature rich front with video camera zoom for pt

tablets. The app uses the front camer mera light and then allows you to

ight on the device
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It’s In The Details

ADDITIONAL INFORMATION

Updated

Movernber 30, 2018

Current Version

2.4.3

Interactive Elements

Digital Purchases

Report

Flag as inappropriate

Size

8.2

Requires Android

4.7 and up

In-app Products

51.99 per item

Offered By

RV AppStudios

View details

Visit website

Installs

10,000,000+

Content Rating

Everyone

Learn Maore

Permissions

Permissions

g
e,
Y

Developer

View details

L]
v
Y
Y
Y
Y
]
Y
Y
ta
Y
Y

app_support@rvappstudios com
Privacy Policy

848 M. Rainbow Blvd.

#od67 Las Vegas, NY

8107

ISTR | INTERNET SECURITY THREAT REPORT | Volume 24 | February 2019
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It's In The Details Flashlight - Torch LED Flash Light %

RV AppStudios

B Storage

» read the contents of your USB storage

+» modify or delete the contents of your USB storage
¢) Camera

» take pictures and videos

[ Microphone

e record audio

9 Location

« approximate location (network-based)
« precise location (GPS and network-based)

Photos/Media/Files

« read the contents of your USB storage
» modify or delete the contents of your USB storage

Updates to Flashlight - Torch LED Flash Light may automatically
add additional capabilities within each group. Learn more

Cancel

ISTR | INTERNET SECURITY THREAT REPORT | Volume 24 | February 2019
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1I0S vs Android
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Smartphones Are Arguably the Greatest Spying Devices Ever
Created

Analysis of top 100 free apps for IOS and Android

Phone
number 12%

Email Types of personally
address 4% identifiable

Information (PII)

shared with apps
vsername | <
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Smartphones Are Arguably the Greatest Spying Devices Ever
Created

Risky permissions broken down by type and OS

Track
location 25%

Access
camera 25%

Record
audio

Read

phone Not available on iOS
Call log

Read SMS
messages Not available on iOS

11

ISTR | INTERNET SECURITY THREAT REPORT | Volume 24 | February 2019
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What's at Risk?
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1.2 Billion Consumers* Have Ever Been the Victim of a Cyber
Crime; More Than 867.2 Million in the Last Year Alone
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On Average, Past Year Cyber Crime Victims Spent Six Hours
Resolving Issues and Nearly 2 in 5 Were Impacted Financially*

Almost

D 1in needed a week or

3 more to resolve the

Globally, those who
experienced cyber
crime in the past
year spent an
average of

Less than one day 1to 6 days 1 week or No resolution

6* h ours i sl requires
resolving It

*Includes money lost or stolen, money that was stolen and returned, and
money used to resolve the issue or repair/replace impacted device(s)
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Over 117 Million Consumers* Were the Victim of Identity

Theft Last Year

1.
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The Future of Cyber Risk

10 Predictions
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1. By 2025, it Is estimated that
there will be more than 21
billion loT devices
worldwide

- 2016: 4.7 billion devices
- 2021: 11.6 billion devices

:,—iﬁ,’f“ !}—J\!
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2. Cybercriminals will
exploit the new landscape
of both 5G & loT

- “We don’t know what we don'’t
know.” a senior executive with
major US wireless telco
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3. Now and next
- Supply chain attacks
- Ransomware
- Crypto jacking
- Form jacking

- Tax frauc
- Phishing scams
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blackhat

/\\‘N 7(7 \:r/,
I\Y et ,

LISA 2019
/ - S\ N )

Copyright © 2019 Symantec Corporation. All rights reserved. SYMANTEC CONFIDENTIAL — FOR PARTNER OR BROKER INTERNAL USE
ONLY - not for use with consumers - all consumer facing materials concerning Symantec offerings require Symantec prior review and approval.



4. Humans: a critical
lynchpin of a successful
attack

- Despite our best efforts,
numans will continue to
nehave like — humans

- 33 percent of successful hacks
leverage human error
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5. Let’s skip the gateway
security!

- Relying solely on home
gateways / routers for security

won’t be enough

- Devices can be connected
directly to the internet
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6. 5G speeds with risks and
rewards

- 5G provides extremely high \ o=
speeds / bandwidth

- Tracked, Jacked or Extorted —
all before you know It
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/. Cyber liability insurance
In a more competitive
environment

- Insurers focused on added value

- Pre-breach features expanded,
l.e., DWM, Fraud Assistance, ID
Protection

- Personal and SMB lines -- the
next frontier
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8. Breach fatigue

- Data breach notification laws / GDPR
result of ‘breach fatigue’

- Volume of notifications overwhelming

- Consumers that don’t take action are
even more at risk
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9. IloT- based attacks B - O
will take on more . =3 £ |
dangerous forms ey

- Dependence upon
gateway / router security

- Both security and privacy
at risk

-  Threats: Much more
personal
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10. Big little lies -- the real why
- Consumer Protection
- Doing the Right Thing
- Brand Reputation
- Litigation Risk Mitigation

- Regulatory Pressures
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The National Archives:
Declaration of Independence & The US Constitution
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National Archives:
Home of the former US Presidents’ Laptops
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The Culprit
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Hi-Tech vs. Low-Tech

Which Is the greater risk?
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Nation-state Sponsors
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The FaceApp controversy may seem
minor, but in the geopolitical landscape
it's clear, it's about a lot more than a

pretty face
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@ Symantec.

“Only your imagination is the limitation.”

Walt Disney
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QUESTIONS

24 July 2019
Timothy Olson | Vice President
Cyber Risk | Breach Response
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