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Taxonomy of Cyber Catastrophe Scenarios

three types of harm

Mass theft of credentials* Power grid disruption* Long term data corruption*
Data Espionage Microsoft Windows exploit Leaks, abuse of data and
defamation
Financial fraud Transaction systems Data centres, internal IT
disruption and cloud servers damaged
Cash theft Communications silenced Targeted physical damage
GPS Failure Algorithmic systems failures

Tactical data espionage

Degrading of internet and
denial of service

* = ranked worst case scenarios by subject matter expert team at Cyber Threat Workshop 17t July 2013
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The Sybil Logic Bomb Scenario

® Unobtrusive corruption of an industry-standard relational
database in common use by many major corporations

®m Real-world examples of relational databases include

m Oracle

= [BM

= Microsoft

m SAP/Sybase
® Teradata

m Others

B Sybil is a Strategically Important Technology Enterprise
(SITE)

m Sybil is based on Oracle. We use Oracle to characterise
Syahil.
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Key Features of Sybil Logic Bomb Scenario

B Insider attack

B Slow burn: over months, years
m Small errors difficult to spot

B Small errors can cause big

Transection processing

Analysis
Process Control

problems .
®m Backups corrupted s Retajfarkaccounts
- DIﬁICUIt to rep“cate Algorithmic processing
. m Forecastin
m Affects algorithms not ™ = Modelig ’
. ®  Tradin
transactions s Design
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Sybil Logic Bomb Scenario Phases

1. Preparation by threat actor

2. Attack activation
3. Active but not diagnosed

4. Detection: start of trust breakdown
5. Response

6. Rework

‘ 7. Aftermath
N A VJH r - ' A N

Year 1 Year 2 Year Year 4 Year 5
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Fictional Algorithmic IT Failures Caused by Logic Bomb

GICS Industry
group

Automobiles &
Components

Banks

Insurance

Diversified
financials
Semiconductors
Pharmaceuticals &
Biotechnology
Media

Energy

Utilities

Utilities

Type of failure

Robotic manufacturing
failure causes loss of
production

Bad data leads to write-
down

Corruption of scanned
paper based customer
records

Algorithmic trading
losses

Losses to high value
items in production

Financial forecasts and
reports wrong

Event overbooking,
loss of consumer
confidence

Unable to send gas
through pipeline

Contractual errors lead
to losses

Environmental Damage
lead to liability claims
and fines.
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Real life precedents

“Ping Sweep”: Robotic arm out of control

National Australia Bank, 2001:HomeSide write-
downs, $2.2Bn loss

Xerox WorkCentre Document Scanning Flaw

Flash Crash, Knight Capital $450m loss, AXA
Rosenberg $250m loss

Semiconductor fabrication production line failure:
$50,000 damage

AstraZenica spread sheet error sends wrong data
to sell side analyst community, 2012.

Locog spread sheet error causes Olympic ticket
overselling, 2011

Penetration test locks up SCADA system of gas
utility for 4 hours.

Transalta: $25m charge due to wrong transmission
hedging contracts

Maroochy Shire Incident, 2000: 800,000L raw
sewage spill in 47 separate incidents


http://realbusinessatxerox.blogs.xerox.com/files/2013/08/Webster-Research.jpg

Precedent: Knight Capital
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Precedent: The Maroochy Shire Pollution Incident

Typical SCADA controlled sewage system
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Precedent: National Australia Bank

Ehe New Yok Eimes Business Day

WOERLD | TU.5. | N.Y./REGION | BUSINESS  TECHNOLOGY  SCIENCE HEALTH  SPORTS = OPINION

Search International | DealBook Markets Economy Energy Media -

INTERNATIONAL BUSINESS

INTERNATIONAL BUSINESS; Oops! Bank Will Write
Off $1.7

SYDNEY, Sept. 6— How did National Australia Bank, the country’s FACEBOOK
largest bank, bungle its foray into the American mortgage market so W TWITTER
badly that it had to write off $1.75 billion this week?

3 GooGLE+
The blunders involved several fundamental mistakes at the [ EMAL
company’s HomeSide Lending unit, based in Jacksonville, Fla., eiamE
including, most embarrassingly, a simple but devastating computer
error that went unnoticed for two years. S pamT

B rerrinTs

HomeSide is the sixth-largest home-loan servicing company in the
United States, with two million loans on its books.

When National Australia bought HomeSide in 1998 for about $1.2
billion, executives praised the unit's proprietary processing and

servicing systems and said they planned to use them throughout the bank's global network.

Now, those systems have helped cause severe financial heartache: last week, consultants
discovered that HomeSide had been feeding the wrong interest rates into a eritical

valuation model since 1999.

The write-down resulting from this and other mistakes was the second recent piece of bad
news. In July, National Australia said that the mortgage company had not protected itself
adequately against the flurry of interest rate cuts by the Federal Reserve this year.

Those cuts indireetly affected long-term rates, making home-loan refinancings more
attractive and potentially reducing the stream of income that servieing companies earn
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Loss Mechanisms

Business Interruption

Loss of income

Business Interruption

Increased cost of operation

Extra Expense Insurance

Degradation in service

34 Party Liabilities and Penalties

General liability

General liability (GL)

Directors and Officers

Directors and Officers

Workers' compensation

Workers' compensation

Liability for Loss / corruption of 3rd party assets - digital, physical | Liability
Privacy breach liability Liability
Data misuse liability Liability
Compensation to customers Liability
Contractual compensation Liability

Fines

Cyber Insurance

Property Losses

Loss of assets

Cyber Insurance

Loss of digital assets

Cyber Insurance

Financial theft, of money or equipment

Financial fraud/extortion

IP Losses

Patented, Copyright material

Customer lists

Commercially sensitive infomation

Reputation Losses

Goodwill

Market Value

Customer/Partner Confidence

Operational costs

Administrative and recovery

Extra Expense Insurance

Security activities
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Global Enterprise Network

The 600 enterprises with the location of their corporate HQs mapped
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Materials

Energy

Utilities
Transportation
Semiconductors
Capital goods
Technoiogy hardware
Automobiles

Real estate

Pharma & biotech
Health care

Durables & apparel
Household & personal

Sybil Market Penetration

Food,.beverage & tobacco °

Retailing

Food & staples retailing .

Consumer services
Telecommunication
Software & services
Media

Diversified financials
Insurance

Banks

Enterprise revenue (USD)

o
$450bn $200bn s$100bn




Finance

Sales & Marketing &

Customer Relations

Business Process Criticality

Admin and Management

Operations
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Minor use

Used for minor administrative tasks

Used for many administrative tasks

Used for all main company administration & finance
Used for admin, finance and some customer relations

Central to customer relations: sales, marketing and
billing

Used in one but not all core business processes, but
not admin

Used in some business processes and admin, finance
and some customer relations

Used in many business processes and central to
customer relations: sales, marketing and billing

Central to all main business processes, administration,
finance and customer relations
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Sybil Industry Class Penetration

Sybil Risk Score
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Sybil Sub Industry Business Process Criticality
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Country Revenue at Risk, Public & Private Sectors

USA
DEU

CHN

III

JPN

FRA

GBR

CHE

ESP

KOR

HKG

CAN

o -+ 1 1 1 1 1 1 1

1000000 2000000 3000000 4000000

Sybil country revenue at risk for top 10 affected countries: Sm
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Public Sector: US Gov. Spending By Function
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0.49

.

23 0.19

United States Government Spending By Function
% GDP

m Social protection

® Health

® Education

m Defence

m General public services

m Economic affairs

= Public order and safety

= Environment protection
Recreation, culture and religion

= Housing and community
amenities
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Inputs to Macroeconomic Model

Productivity Growth Shock
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Impact of the Cyber Scenario and Variants

Scenario Variant Latency Global 5 year
period GDP@RIisk
(quarters)
S1: Standard Scenario 5 $4.5 Trillion
S2: Increased Impact Scenario x 1.5 5 $7.4 Trillion
S3: Greatly Increased Impact x 1.75 5 $8.8 Trillion
X1: Greatly Increased Impact x 1.75 & 8 $15.0 Trillion

Long Latency Scenario

Great Financial Crisis 2007/08 at 2014 $20 Trillion

Centre for
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Global GDP@RIisk Impact of Scenario and Variants

Cyber Threat
Sybil Logic Bomb
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omparlson with other RISk Centre Scenarlos

. Geopolitical Conflict
. Pandemic

. Social Unrest
. Cyber Catastrophe

2007-2012 Great Financial Crisis

Great Financial Crisis at 2014

Centre for
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9 month conflict 2 year conflict 5 year conflict

7 10 23

43% infection Poor response +

Vaccine failure

Poor response

4 * *
Europe & US Europe, US Europe, US,
Only + BRICS BRICS + ME
Standard scenario  More damage + Longer latency
liability period

18
20

US$ Trillion 5 Year GDP@Risk
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Comparison with other Risk Centre Scenarios
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Conflict
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Future Stress Test Standards?

Long Term Maximum
S1 S2 S3 X1 S1 S2 S3 X1
us
Bonds Short TSY 2Y US Treasury 2 year % -0.06 | -0.07 | -0.07 | -0.07 -0.07 | -047 | -0.71 | -41
Bonds Long TSY 10Y US Treasury 10 year % -0.09 | -0.1 -0.1 -0.1 0.005 | -0.4 -0.7 -4.3
Equities DJIA Dow Jones 1970=830.3 -3.0 -3.1 -3.2 -3.2 -27.0 -35.3 -39.1 -51.6
Credit USA CSPA Credit spreads, period average % 0.03 0.03 0.04 0.04 0.01 -0.02 -0.05 -0.04
Inflation USA CPI Consumer Price Index, US 1982/84=100 -1.7 -2.6 -3.0 -3.0 -15.5 -22.8 -26.4 -33.4
UK
Bonds Short GBP 2Y 2 year UK govt % 033 | 03 | -035 | -0.35 -0.2 -0.4 -0.46 | -1.6
Bonds Long GBP 10Y 10 year UK govt % -0.28 | -0.31 | -0.32 | -0.32 -0.1 -0.4 -0.5 -1.9
Equities FTSE100 FTSE 100 1962=100 1.4 1.7 -1.8 -1.8 -17.8 | 247 | -28.0 | -36.0
Credit GBP CSPA Credit spreads, period average % 0 0 0 0 0 0 0 0
Inflation GBP CPI Consumer Price Index, UK 2005=100 -1.8 2.7 -3.2 -3.2 -8.0 -12.4 | -147 | -21.4
Foreign Exchange USD/GBP Exchange rate (US$ per GBP) Level values -1.13 | -1.09 -1.07 -1.07 -4.7 -6.5 -7.0 3.0
EU (Germany)
Bonds Short DEM 2Y 2 year German govt % -0.08 | -006 | -006 | -0.06 -0.6 -1.2 -1.5 2.8
Bonds Long DEM10Y 10 year German govt % -0.08 | -0.07 | -0.06 | -0.06 -0.4 -0.97 | -1.2 2.9
Equities DAX Share Price index DAX 1987=1000 -1.5 -2.7 -3.3 -3.3 -28.4 | -39.3 | -44.2 | -55.0
Credit DEM CSPA Credit spreads, period average % 0.03 0.05 0.06 0.06 0.13 0.17 0.19 0.23
Inflation DEM CPI Consumer Price Index, Germany 2010=100 2.9 -4.4 5.2 5.2 -19.1 279 | -320 | -2a16
Foreign Exchange USD/EUR Exchange rate (US$ per Euro) Level values -0.7 -0.7 -0.7 -0.7 2.2 -3.2 35 1.7
Japan
Bonds Short JPY 2Y 2 year Japan govt % -0.04 | -0.03 | -0.02 | -0.02 0.08 -0.09 | -0.17 | -2.0
Bonds Long JPY 10Y 10 year Japan govt % -0.06 -0.05 -0.04 -0.04 0.12 -0.09 -0.19 -2.1
Equities NIKKEI Share Price Index Nikkei 1968=100 -1.1 -1.8 -2.3 -2.3 -10.6 -14.1 -15.7 -17.1
Credit JPY CSPA Credit spreads, period average % 0 0 0 0 0 0 0 0
Inflation JPY CPI Consumer Price Index, Japan 2010=100 -1.2 -1.9 -2.2 -2.2 -7.6 -11.3 | -13.0 | -19.8
Foreign Exchange USD/JPY Exchange rate (US$ per JPY) Level values 0.14 0.15 0.15 0.15 -1.0 -1.3 -1.3 0.2
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Conclusion: Diversify IT Platforms

Outcomes of Scenario
B Compromise of a Strategically Important Technology
Enterprise (SITE)

B ‘Information Malaise’: Loss of trust in IT by business
leaders, Investors and consumers

m World 5 Year GDP@RIisk: $4.5Tr

Implications for Risk Management

m Efficiency drive towards standardisation in corporate
IT platforms contrary to good risk management

m Portfolio diversification by companies in their choice
of technology platforms

Centre for
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