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This guide provides the University of Cambridge Centre 
for Risk Studies’ recommended guidelines for insurance 
companies to estimate what their own losses would be 
to the hypothetical stress test scenario of the Erebos 
Cyber Blackout Scenario, to be consistent with the loss 
estimation in the report that accompanies this document.

Power generation companies

Identify power generation companies in your portfolio 
with property cover and affirmative cyber insurance. 
Power generation companies can be identified by the 
following industry sector codings. 

Rank the identified insured generators in the zone of 
interest by total insurable value (TIV) or capacity size, 
select the accounts for the companies that operate them, 
and select the largest 7% (one in 14) for S1 and S2 and 
largest 14% (one in 7) for X1. List the plants or generating 
sites where each of the selected generators are located. 

If you insure fewer than 14 generators, select the largest 
generator and assume 100% loss.

Assume that the selected generators are damaged to the 
following % of  TIV:

Apply appropriate deductibles and limits as per the 
policy terms for these accounts, and calculate the total 
property damage loss for your portfolio.

Business interruption

List the plants or generating sites where each of the 
selected generators are located.

Assume that all of the power generation from those sites 
is suspended for the durations specified in Schedule 3.

Apply appropriate deductibles and limits for the 
business interruption, as per the policy terms for these 
accounts, and calculate the total business interruption 
loss for your portfolio.

Property loss

Identify the insured generators in the scenario footprint, 
as listed in Schedule 1.

Alternatively identify those in the power grid zones of 
NPCC and RFC.

If you do not have geographical location information for 
these sites, choose the largest one-third of your accounts.
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Schedule 1: Geographical footprint of scenario

State Code

Connecticut CT

Delaware DE

District of Columbia DC

Indiana   IN

Maine  ME

Maryland MD

Massachusetts  MA

Michigan   MI

New Hampshire  NH

New Jersey   NJ

New York  NY

Ohio   OH

Pennsylvania   PA

Rhode Island   RI

Vermont  VT

West Virginia  WV

Company type NAICS1 SIC1 GICS1

Power generation 221118 4931 55101010
 Electric power Electric and Electric
 generation Other services utilities
  combined  

companies

Schedule 2: Repair cost ratios (RCR) to be applied
to selected generators for property loss

Variant Generators RCR

S1 Largest generator 100%

 All other generators 30%

S2 Largest generator 100%

 All other generators 40%

X1 Largest two generators 100%

 All other generators 40%

Schedule 3: Durations of business interruption
to be applied to selected generating sites

   S1 S2 X1

Average months out of service 3.5 4.5 5.5

1 Industry classification systems: North American Industry Classification System (NAICS); Standard Industrial Classification (SIC); Global 
Industry Classification Standard (GICS)
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Fines

Assume for each of the selected power companies there 
is an additional cost for statutory fines. If your policy 
terms for these accounts covers statutory fines, calculate 
the total losses from fines.

Select the largest account in each of the three categories. 
Rank the three accounts and select the top two accounts 
as ‘defendant companies’ in this scenario.

For each of the two selected ‘defendant company’ 
accounts, assume that they are found liable for the 
following amounts:

Defendant companies

Identify all of the companies in your portfolio in each 
of the three categories in Schedule 5 that you insure for 
general liability and errors and omissions. Prioritise US 
companies, but you may include international companies 
anywhere in the world.

Schedule 4: Statutory fines to be applied
to each selected generator
   S1 S2 X1

Fine per selected generator $80,000 $160,000 $320,000

Schedule 6: Liability settlements
per defendant company
    S1 S2 X1

Liability settlement per $375m $400m $530m
defendant company

Apply appropriate deductibles and limits for the 
liabilities, as per the policy terms for these accounts, 
and calculate the total liability loss to defendant 
companies in your portfolio.

Category 1
Manufacturers and suppliers
of large scale industrial generators 

Category 2
Suppliers of electrical power
generating control systems and
industrial control system software

Category 3 
Vendors of security software systems
and cyber protection security services

Company type NAICS SIC GICS

Schedule 5: Types of companies to be selected as defendant companies

336412
Aircraft engine and Engine 
parts manufacturing 

335314
Relays and Industrial 
Controls 

541512
Computer Systems Design 
Services

335999
All other Miscellaneous 
Electrical Equipment 

51121001
Software Publishers 

3600
Electronic and Other 
electrical equipment

3625
Relays and Industrial 
Controls 

7373
Computer Integrated 
Systems Design

8742
Management and 
Consulting Services

7372
Prepackaged Software

20105010
Industrial conglomerates

20104010
Electrical Components 
and Equipment 

45102020
Data processing and 
Outsourced services

20104020
Heavy Electrical 
Equipment

45103020
Systems Software

Incident response costs

Assume that for each of the selected sites there is an 
additional $0.5m of incident response cost.

Apply appropriate policy terms for these accounts, 
and calculate the total incident response cost loss for 
your portfolio.
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Companies that lose power

Perishable contents

Identify accounts in your portfolio that have contents 
insurance for perishable contents in their property 
insurance policies, with locations in the geographical 
region specified in Schedule 1.

Assume that the following proportions of identified 
accounts in the affected region suffer losses (see Schedule 
8). Select a random sample of accounts to represent the 
relevant proportion, by ranking accounts by size and 
selecting every nth account from the list.

For each selected company, assume a total loss of any 
identified cold storage contents scheduled on the 
insurance policy or $500,000, whichever is greater.
Apply appropriate policy terms, including deductible 
and limits for these accounts, and calculate the total 
perishable contents loss for your portfolio.

Contingent Business Interruption - suppliers extension (SE)

Identify accounts in your portfolio that have suppliers 
extension coverage on their property insurance policies, 
with locations in the geographical region specified in 
Schedule 1.

Exclude accounts that use CL380 wording, or that have 
territorial limits in their terms and conditions.

Rank the selected accounts by size and select the top 
percentages of accounts as specified in Schedule 9, 
and assume that they have the specified total number 
of days interrupted business.

Apply the number of days of interruption to the insured 
value of business interruption for each account, applying 
appropriate policy terms, including deductible and limits 
for these accounts, and calculate the total Suppliers 
Extension losses for your portfolio.

Schedule 7: Types of companies to be selected for perishable contents loss

452910
Warehouse clubs
and Supercenters 

311919
Other Snack Food 
manufacturing

492110
Couriers and express 
delivery services 

325412
Pharmaceutical preparation 
manufacturing

5331
Retail Variety Stores

2000
Food and Kindred products

4513
Air Courier Service

2834
Pharmaceutical preparations

452910
Warehouse clubs
and Supercenters 

311919
Other Snack Food 
manufacturing

492110
Couriers and express 
delivery services 

325412
Pharmaceutical preparation 
manufacturing

Supermarkets

Food processing companies

Distribution warehouses 
with chilled/frozen food and 
cold storage units

Medical Laboratories with 
perishable contents

Company type NAICS SIC GICS

Top Next Final Total %
of accounts

Schedule 9: Proportion of accounts and business
interruption (BI) durations to be assumed for 
policies with Business Interruption cover in 
geographical footprint

% of accounts 3% 5% 17% 25%

Days of BI 30 24 15  

% of accounts 5% 7% 23% 35%

Days of BI 34 27 17 

% of accounts 7% 9% 29% 45%

Days of BI 38 30 24

Schedule 8: Proportion of accounts with
assumed perishable contents loss

    S1 S2 X1

Proportion of companies 10% 17% 25%
  1 in 10 of 1 in 6 of 1 in 4 of
  accounts accounts accounts
with an assumed claim
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Liability

Identify accounts in your portfolio that are US 
companies and that have Directors’ and Officers’ 
coverage in their casualty liability policies, with locations 
or headquarters in the geographical region specified 
in Schedule 1.

If your policy information does not have sufficient 
geographical data to determine whether companies 
are located in the area defined in Schedule 1, then 
assume that the largest third of all accounts in your 
portfolio are located in the area of interest. 

Select the largest 10% of accounts for S1, 15% for S2 
and 20% for X1. Identify the market capitalisation 
valuation of each company.

Assume that each account has a payout for liability 
equivalent to 10% of their market capitalisation.

Apply appropriate policy terms, including deductible and 
limits for these accounts and calculate the total liability, 
loss for companies that lose power in your portfolio.

Companies indirectly affected 

Contingent Business Interruption - Critical Vendor coverage

Identify all companies in your portfolio that have 
Critical Vendor Coverage in a contingent business 
interruption sublimit for property insurance

a) anywhere in the United States;
b) anywhere in the world.

Select accounts that have a nominated supplier located 
in Schedule 1.

If there are accounts that do not have a schedule of 
nominated suppliers or that otherwise do not identify 
their suppliers, then select the largest one-third of  
these accounts.

Rank the selected accounts by size and select the top 
percentages of accounts as specified in Schedule 9, and 
assume that they have the specified total number of days 
of interrupted business. Note that the insured’s business 
interruption duration is assumed to be the same as the 
duration of interruption of the critical vendor.

Apply the number of days of interruption to the insured 
value of business interruption for each account, applying 
appropriate policy terms, including deductible and limits 
for these accounts, and calculate the total Critical Vendor 
losses for your portfolio.

Liability 

Identify accounts in your portfolio that have Directors’ 
and Officers’ coverage in their casualty liability policies, 
anywhere in United States.

Select the largest 2% of accounts for S1, 4% for S2 and 
7% for X1. Identify the market capitalisation valuation 
of each company.

Assume that each account has a payout for liability 
equivalent to 10% of their market capitalisation.

Apply appropriate policy terms, including deductible and 
limits for these accounts, and calculate the total liability 
loss for your portfolio.

Homeowners
	
Household contents

Identify the number of homeowner insureds in your 
portfolio that have contents insurance that covers food 
spoilage from fridge and freezer defrosting, for example 
HO-3 home insurance policies, within the geographical 
location defined in Schedule 1.

Assume that 50% of them make claims for the maximum 
limit of their freezer contents cover, or $700, whichever 
is greater.

Apply appropriate policy terms, including deductible 
and limits for claims from these accounts, and calculate 
the total household contents loss for your portfolio.

Specialty

Event cancellation

Identify the number of event cancellation policies in 
your portfolio that cover events within the geographical 
location defined in Schedule 1 in the month that 
contains the greatest number of events for the next year.

Rank them by insured value (total compensation if they 
were to be cancelled).

Assume that the largest 20% of these events (the top  
one-fifth of all accounts) are cancelled.

Apply appropriate policy terms, including deductible 
and limits for claims from these accounts, and calculate 
the total event cancellation loss for your portfolio.

Total

Total all of the components of loss into a grand total 
of losses for your portfolio.




