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Research Showcase Agenda

Registration & Coffee

Session 1: Cambridge Risk Framework

Welcome and Review of Research Activities in 2014 Prof Danny Ralph
Developing Frameworks for Managing Cyber Catastrophe Risk Eireann Leverett
Cambridge Risk Framework - Developments and Objectives Simon Ruffle
Coffee Break

Session 2: Catastronomics

Understanding the Economic Consequences of Catastrophes Dr Scott Kelly
Macroeconomic Modelling Jaclyn Zhiyi Yeo
Impact of Scenarios on Investment Portfolios Jennifer Copic
Session 3: FinCat

Contagion Modelling of Financial Crises Dr Olaf Bochmann
Financial Catastrophe Risk Research Dr Andrew Coburn

Lunch (Common Room)
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Review of Research Activities in 2014

Professor Danny Ralph

Academic Director
Centre for Risk Studies




Overview of research

B Outputs of Cambridge Risk Framework

B Catastronomics as a subject illustrated by
Cambridge Risk Atlas

B Financial Catastrophe research on endogenous
shocks

B Cyber Catastrophe include SITEs and Digital
Exploration Tool

B Dissemination



Philosophy of Cambridge Risk Framework

Cambridge Risk Framework aims to provide

m Universality of risks
— “All threats” represented by Taxonomy of Threats

—W Frequency of risks ?
———= " jkelihood” represented by1-in-1 nts

B Severity of risks under various metrics
— Direct impacts

0 Human cost
o Damage bill for industrial capacity & infrastructure

0 Underwriting exposure

DP@Risk: global economic loss cumulated ov

o Financial markets
0 Critical Infrastructure

Comparability of Threats
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Progress in 2014 building on 2013

B Cambridge Risk Framework and 2013 Stress Tests
— Geopolitical Conflict, Pandemic, Cyber Catastrophe, Social Unrest
— Introduced global Macroeconomics & Financial market impact

® Whitepapers completed in 2014

B ‘GDP@RIsk’ 2014 innovation

— One measure economic damage across widely different shocks
— Allows consistent Calibration and Comparison of unrelated shocks



2013-14 Network Models and Interconnected Risks

International Trading Networks Travel Flows of People and Goods

Business Relationships between Companies Communications and Social Media




Catastronomics
The Economics of Catastrophe

B Aim: systemise the modelling of economic
Impact of systemic threat scenarios

— Philosophy of structural or coherent stress tests

B Use GDP@RIsk to standardize impact
across threats and units of analysis

®m Proof of principle for cities as units of
analysis
— Cambridge Risk Atlas
— World City Risk 2025




Catastronomics
Cambridge Risk Atlas

B Model GDP@RIsk for world’s top 300 cities
— Top 300 cities account for over half of global GDP
— 23 threats: Wind Storm, Solar Storm, War, Financial Crisis...

— Data compilation on cities, threat maps, and historical precedents
for 23 different threats.
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.I Earthquake

.| Volcano

Windstorm

!’ Flood
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Freeze

Heatwave
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Threat Models
for Cambridge
Risk Atlas 11




Catastronomics
Cambridge Risk Atlas

GDP@RIisk for each city

1st holistic estimate of
total catastrophe cost of
all major taxonomy threats

$5 Tn of World's GDP lost
to catastrophes per
decade

— 1.5% of world GDP pa

Major advance in
catastrophe studies

Platform for 2015
research

12



Financial Catastrophe
Endogenous Shocks

B Scenario analysis methodology developed for ‘exogenous’
shocks — external events —in 2013

B In 2014 began study of ‘endogenous’ shocks
— Internal failures in the financial system

B Financial Catastrophe stress test scenarios

13



Financial Catastrophe
Developing a Model of Global Financial System

Data Sources include:

B [ntegrating multiple sources of data on banks,

lending patterns, cross-holdings, and assets
B Network model of global financial system

— One system = cover all jurisdictions and markets

- CurreIZtIy 18,000 banks | TheBanker

— Balance sheet model of individual banks
® Three contagion mechanisms implemented

— Counterparty failure (interbank lending network)

— Devaluation of equity investments (cross-holding
network)

— Devaluation of commonly-held assets

m Future potential to link model to corporate
enterprises

14



@ North American Banks
@ European Banks
‘ Banks Elsewhere




Financial Catastrophe
Global Property Crash: Impact on Investment Portfolio

Impact on the assets in a standardized investment portfolio
of the hypothetical stress test scenario

Asset Correlation Structure

Before Shock Portfolio After Crisis

O O

Standard
Portfolio

Change in Portfolio Return:
-29.23%



Cyber Catastrophe
Cyber Economy and ‘SITES’

B Emerging threat of cyber disruption
— Pillar of our research since 2013
— Focus has been on cyber catastrophe, ie, systemic, correlated impact
— ‘Systemically Important Technology Enterprises’ (SITES)

m In 2014 we developed model of the cyber economy
— Quantify impacts using standard industrial classes
— Consequences for public sector critical infrastructure

— SITEs concept increasingly cited for systemic correlation
o Insurance industry increasingly interested
o Accumulation techniques and exposure management

17



SITEs and the Cyber Eco_n'o_my
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Our Cyber Research in the -I\/Ié'dia'

The Actuary Dec 2014 Financial Times Apr 2014
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Cyber Catastrophe
Online Digital Exploration of Sybil Logic Bomb

sybil.cambridgeriskframework.com

20



Broader Engagement & Dissemination in 2014

B 5th Annual Risk Summit in June
— Prefaced by Special Topics Seminar of work done in Centre
— Attended by 150 senior executives and decision-makers

B Seminars, all fully subscribed
— Emerging Risks Scenarios in March
— Insurability of Supply Chain Risk in April
— Financial Risk and Networks in September
® Aspen Crisis and Risk Forum in July
B London Risk Briefings Nov-Feb
B Media Campaign
— 15 articles in the press during 2014 (10 in past 3 months)

— New blog, Viewpoints
— Increased profile on Twitter, LinkedIn, and other channels.

21



Research Programme 2015

B Centre for Risk Studies’
— Research focuses on risk management in organisations
— ‘Cambridge Risk Framework’ provides common approach

o Taxonomy: Range of threats, scenarios, and consequences
0 Range of systems at risk: firms, cities, regions, nations, infrastructure
o Networks of relationships: trade, finance, information etc

B Our research is built with and on our IT infrastructure
— Data, Maps, Networks, Analytics and Web Engines

B Research Applications Areas for 2015

A.

B.

Multi-Threat Economic Risk: Understanding and quantifying
the risk to the global economy from all threat types in taxonomy

Financial Catastrophe Risk: Managing tail risk of financial
shocks in financial services & investment

Cyber Catastrophe Risk: A more rigorous framework for
threats to critical and invisible infrastructure

22



Multi-Threat Economic Risk
Growing Pressure for Corporate Risk Reporting

® New UK regulations require annual reports
to include explicit risk identification as part
of strategic report

m Other moves towards ‘balance sheet risk
reporting’
— Integrating Natural Disaster Risks & Resilience

into the Financial System (Willis & Rowan
Douglas, Capital, Science & Policy)

— ‘1-in-100 movement’ — standardized risk tests at
1% annual probability
B Potential drivers of external momentum:
— UN Hyogo Framework renewal March 2015
- RISE
— Financial Sector Initiative, UN Climate Action

— UN Millennium & Sustainable Development
Goals

23



Multi-Threat Economic Risk
What Threats do Corporate Executives Worry About?

WEF Global Risks Perception Survey
Annual survey of current concerns and fears of 4,500
influential opinion-makers




Pomegranate ‘Exceedance Probability’ Curve
(Multi-Threat Economic Tail Risk on Log Scale)
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