
Centre for Risk Studies 

Risk Culture in Firms: 
Exemplars from the 
Financial Sector   
 
Dr Michelle Tuveson, Executive Director, 
Cambridge Centre for Risk Studies 
July 29, 2015 

Aspen Critical Issues and Risk Forum 
 



Challenges to Financial Sector 

Objective:  Society’s financiers enabling individuals 
& enterprises 

 
 Changes to risk vs reward weights 
 Threats to business models 
 Interconnectivity and complexity 
 Increasing regulation:  Dodd Frank, capital 

requirements 
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Expanded Responsibilities of the Chief Risk Officer (CRO) 

How does the board maximise the value of “Risk Frameworks” 
in helping to navigate through complex landscapes? 
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"Leading Ideas in Risk" 
Roundtable Discussions 

 Credit  
 Market  

 
 Operational 
 Regulatory 
 Cyber-security 
 Reputation 
 Financial crime 
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Risk Culture vs Organisational Culture 
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Organisational Culture – Organisational culture work 
emphasises "values, norms & ethics.”  [Schein 2010] 
[Cameron & Quinn 2011] 
 

 

Source:  Powers et al Image Source:  Google Images 

Hypothesis:  Risk 
Culture is Distinct 



“Risk Culture” – Does Your Board Know? 

How does your board define Risk Culture?  E.g. 
 Organisational culture elements that support risk based decisions 
 Firm-wide understanding, embracement, and adoption of compliance rules 
 Culture of “doing the right thing” vs “doing what it takes” 
 Common framework for understanding and assessing risk exposures, 

likelihood, impact, reputation i.e. Technicals 
 “Tone at the Top” – culture defined by leadership 
 Ethics based definition focussed on code of conduct 
 Remuneration and incentive structures to promote responsible risk based 

decisions 
 Institutional memory – consistent repeatable processes that go beyond 

organisational super-stars 
 Stakeholder perspective – extending beyond organisational boundaries to 

include counterparties; inherited cultures 
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Forming Risk Committees 

 Either optional or mandated by regulation 
 Help manage appropriate level of risk-taking. 
 Specialised considerations:  complex market, 

credit, liquidity, commodity, regulatory, pricing, 
reputation, technology, cyber-security, etc. 

 Integrated and enterprise wide approach to 
monitoring and reporting risks 
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Do firms have risk committees?   
E.g. Audit, compensation, strategy, finance committees 



Regulating Risk Culture 
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Use of regulation to 
address failings of 
culture in firms 
 FSB 2014:  Guidance 

on Supervisory 
Interaction with 
Financial Institutions on 
Risk Culture 

 PRA 2014:  The Use of 
PRA Powers to Address 
Serious Failings in the 
Culture of Firms  

Source:  Financial Stability Board’s Risk Culture Guidance 

Risk Culture – norms of behaviour for individuals and groups 
within an organisation that determine the collective ability to 
identify and understand, openly discuss and act on the 
organisations current and future risk. [IIF Report 2009] 



Risk Culture of a Firm from a Regulator’s View 

 Incentives & remuneration structure should 
reward prudent management 

Board takes responsibility for establishing 
firm’s culture 

 Independence of risk management group 
within firm 

Staff training 
Ability to challenge senior management 
Evidence of a risk governance framework 
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Institutional Memory 

FSB guideline 3.1.12 & 3.1.13  “Learn from past 
experiences” 
 
 Organisations lacking a way to hold institutional 

memory 
– Not specific to financial industry 
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How can the board steer organisation to improve 
use of its institutional memory 



Financial Crime 

Financial Crime is any crime involving money.  
Financial Services and Markets Act 2000.  
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 Bank Secrecy Act 
(BSA) 

 Anti-money 
Laundering (AML) 

 Terrorist Financing 
 Tax Evasion 
 Fraud 

 

 Data Security 
 Reporting suspicious 

activities 
 Sanctions violations 
 Know-Your-Customer 

(KYC) 
 
 



Enforcement through Penalties 

Are fears of penalties the best way to get 
attention at the board level? 
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Source:  Economist 



Consequences 

 Industry undergoing vast de-risking by eliminating 
from their portfolios  
– business lines,  
– populations,  
– Countries 

 Creation of financial exclusions vs democratic 
goals for inclusion 
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