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About the Institute of
Risk Management (IRM)

The IRM is the leading professional body for Enterprise Risk
Management (ERM). We drive excellence in managing risk
to ensure organisations are ready for the opportunities and
threats of the future. We do this by providing internationally
recognised qualifications and training, publishing research
and guidance and setting professional standards.

For over 30 years our qualifications have been the global
choice of qualifications for risk professionals and their
employers. We are an independent, not for profit body, with
members working in all industries, in all risk disciplines and
in all sectors around the world.
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Foreword from IRM

We are delighted to continue our working partnership with the Cambridge

Centre for Risk Studies which has produced this valuable guidance for the

energy sector.

Firms throughout the energy value chain need innovative
tools, like the scenario analysis techniques outlined in

this report, in order to understand and manage risk and
opportunity in a volatile world. As the paper says, the
extreme risks that the sector faces may not be predictable
in the conventional way, but they are foreseeable. The
thinking in this guidance will help organisations sharpen
up their foresight and improve their resilience in respect of
future events.

The report outlines three plausible scenarios that should
be considered by any organisation operating in the
energy sector: a Middle East conflict, a Gulf of Mexico
hurricane and the emergence of legal liability relating
to climate change. Whether these scenarios themselves
unfold as described is only part of the story: the process
of marshalling the right people in an organisation to
have a meaningful discussion around the scenarios and
considering their implications and alternatives will be of
great value in itself.

Cambridge Centre for Risk Studies

IRM has an active special interest group of practitioners
working in the energy sector. We will encourage the
members of that group now to take the Cambridge work
and ‘road test’ it, working as a community to further
develop new thinking in this area.

I would like to thank all the organisations and individuals
who contributed to this work and also the Cambridge team
for their focused and thorough approach, bringing some
new thinking on concepts and techniques into the risk
management space.

Socrates Coudounaris,
BEng (Hons) MSc FCII CIP CFIRM
IRM Chair

Risk Management Director,
Reinsurance Group of America
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Executive Summary

Descriptive Stress Test Scenarios

The energy value chain is a vital component of the global
economy, an industry whose outputs underpin the growth
and productivity of all other sectors of the global economy.
The energy value chain spans the gamut from fossil fuel
production to high intensity energy consumers. The future
business prospects of the companies that are part of this
value chain range widely and depend on both internal
and external forces. In this case study, we present the
application of scenario stress tests to energy value chain
companies as a systematic approach for highlighting
potential futures and assessing risks which may impact

an organisation, sectors, or economies and for managing
emerging risks.

The business backdrop to the energy value chain
incorporates three dimensions:

e macroeconomic forecasts of rising global demand for
hydrocarbons until at least 2040, albeit with a fuel mix
that favours lower rates of noxious and CO, emissions;

e global geopolitics in which resource access and security
remain important factors, the former thrown into the
spotlight since the United States imposed tariffs on
Chinese steel and aluminium in March 2018;

e scientific consensus that avoiding catastrophic damage
to the global economy and society in the future requires
concerted action to reduce CO, emissions before (and
beyond) 2030.

Scenarios are standard in corporate risk assessment as
organisational stress tests. Scenarios as strategic stress tests
have been embedded in planning processes in the oil and
gas industry for over a half a century, dating back to Shell’s
foresight of the 1973 OPEC oil embargo. By contrast, the
stress test scenarios analysed here are shock events with
acute impacts that speak directly to disaster recovery and
resilience. They include a Middle East Conflict, a Hurricane
in Gulf of Mexico, and a Climate Change Liability lawsuit.

Our findings are informed by external inputs including
expert elicitation exercises for each of the three stress test
scenarios; the CCRS-IRM 2018 Enterprise Risk Management
report, which distils industry views from GICS sectors
including those relevant to the energy value chain; and the
wider business and management literature.

Scenario Applications:
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Geopolitical Natural Liability Risk:

Crisis: Middle Catastrophe: Litigation Against

East Conflict Hurricane in the Carbon Emissions
Gulf of Mexico

Source: Cambridge Centre for Risk Studies 2019

When considering the business environment of any
industry, it is helpful to have a reference to a generalised
structure representing different risk areas. For the purposes
of discussion in this case study, we refer to the classes
within the Cambridge Taxonomy of Business Risks to guide
our discussion of the most significant areas of business
risks facing energy value chain companies. These stress test
scenarios are representatives of half of the risk classes in
the Cambridge Taxonomy of Business Risks: Geopolitical,
Environmental and Governance.

The impacts to the energy value chain across the selected
three scenarios have some similarities but also marked
differences. Scenarios can be either driven by physical
consequences with threats to people and facilities, or by
financial impacts from fines, legal proceedings, or other
material costs. Our qualitative scenario assessments show
that response capacity and mitigations tend to cluster in
four categories across the energy value chain:

e Operations: Business continuity and site monitoring
capabilities play key roles in maintaining or re-
establishing operational processes in the face of a
large scale disruption. Standard resilience strategies
include holding higher levels of inventory, strengthening
facilities, and procuring back-up capacity. Connecting to
local communities around sites is an aspect of resilience
which goes beyond the organisation itself.

¢ Information and reporting: How a company manages
the collection and reporting of information on its
activities and ecosystem is a significant aspect of its pre-
event vulnerabilities and post-event responses to a shock.
This relates to external transparency, via regulatory and
market disclosures, and public relations; and internal
communications regarding operations and staff.

Cambridge Centre for Risk Studies



e Financials: Access to a “fighting fund” from company
reserves or in some cases, insurance, may be of critical
importance in responding to a large shock. A well-
capitalised organisation will have opportunities to
acquire distressed elements of other businesses in the
aftermath of an ecosystem shock or regional disaster.

¢ Reputation: A shock may depress stock prices in the
medium or long term. This may be reflective of a
reassessment of inherent risks to the business model of
a firm, particularly when that shock is viewed as a weak
signal of a long term trend.

The research presented in this report is part of the
Cambridge Centre for Risk Studies’ research track on
corporate risk profiling’. In partnership with the Institute
for Risk Management, it is informed by views from risk
management specialists representing companies within
the energy value chain. The path towards a low carbon
economy may pose challenges and material consequences
to their business models that go beyond what is envisioned
today. We believe it is vital for such research and
partnerships to help facilitate and manage the strategic
shifts and risks during the energy transition.

Conclusion & Future Perspectives

This case study presents three types of scenarios: a

war, a hurricane, and a lawsuit. These scenarios, though
individually unlikely, have a history of frequency and
severity that provides a basis for estimating the future
distribution of events. It is not possible to predict the
timing and severity of any particular event; nevertheless,
planning around unpredictable events can be an effective
component to a company’s risk management preparations.
This is at the heart of the wide and continuing push for
companies, as well as governmental agencies and not-
for-profit organisations, to declare their risk exposures
analogous to the way they declare asset values.

A deeper risk analysis would expand the qualitative analysis
presented here in several ways. A comprehensive approach
would dramatically increase the number and type of stress
test scenarios, given the unpredictability of catastrophic
events which a global organisation experiences — recurring
impacts from non-recurring events. Attention to emerging
risks rather than shock events is also important; this is
increasingly recognised in business and regulation practices.
Finally, quantifying risk exposure across a comprehensive

1 (Cambridge Centre for Risk Studies 2018)

Cambridge Centre for Risk Studies

set of risks is a first step toward cost-benefit analysis of
resilience management and investment. We believe this
study contributes to the general intellectual field of building
standardised evaluation processes for enabling more
resilient organisations.
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Section 1: Introduction

The energy value chain is a vital component of the global
economy, an industry whose outputs underpin the growth
and productivity of all other sectors of the global economy.
The future business prospects of the companies that are
part of this value chain range widely and depend on both
internal and external forces. In this case study, we present
the application of scenario stress tests to energy value
chain companies as a systematic approach for highlighting
potential futures and assessing risks which may impact

an organisation, sectors, or economies and for managing
emerging risks.

Futures scenarios may range from a business-as-usual
perspective without major disruptions to its production

or consumption, or the extreme converse - massive
fundamental shifts to the energy landscape. This range

of futures challenges strategic planning at companies, in
particular, their risk management departments who have
added responsibilities for incorporating this wide array of
futures into their standard risk frameworks. Emerging risks
pose particular risks to energy value chain companies. Given
their capital investments and size, energy companies are
often less agile to respond to internal and external risks that
threaten their business models. These companies often have
high capital investments in physical infrastructure, real estate
and highly specialised staff, all of which make it difficult to
execute rapid strategy changes.

Good practices in risk management serve to avoid

or respond effectively to crises whether the risks are
recognised or emerging. We argue that current risk
management practices of global corporations may

need to be rethought, or even reinvented to address

tail risks - including processes for their identification,
evaluation, mitigation, and monitoring. Traditionally, risks
associated with regulation, natural hazards, geopolitics
and macroeconomics have been key drivers of risk for the
energy sectors. While high severity shocks in those risk
areas will always be relevant, trends such as changes in
climate and social sentiment regarding environmental
issues represent new classes of risks which have yet to fully
manifest through company balance sheets.

The research presented in this report is part of the Cambridge
Centre for Risk Studies’ research track on corporate

risk profiling.2 In partnership with the Institute for Risk
Management, it is informed by views from risk management
specialists representing companies within the energy value
chain. These views were elicited through a combination of
individual interviews, workshops, focus groups, live polling

and an online survey.

2 (Cambridge Centre for Risk Studies 2018)
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The general objectives of our overall research programmes
are to better understand current views, practices, and
mitigations of risks at corporations and how they are
adapting to meet future challenges and opportunities.
While this report focusses on global corporations within the
energy value chain, we expect organisations from other
sectors to find considerable overlaps on the definition and
application of scenarios as part of their risk management
processes.
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Companies within the Energy
Value Chain

We refer to the Energy Value Chain as the collective of the
organisations from producers and refiners of hydrocarbons
in the upstream to heavy consumers of carbon-based inputs
downstream. This covers fossil fuel producers, mainly in

oil and gas, from exploration to retailing, and coal mining;
and energy intensive firms such as carbon-based power
generators and intrinsically high energy consumers such as
metal smelters and cement manufacturers.

Companies in the Energy Value Chain are often referred to
as heavy industries since they are capital-intensive, involve
movement or processing of massive tonnages of raw
material, and have high barriers to entry. The value chain
starts with the supply chain of production and distribution
and completes with the consumer.

We categorise companies by business sector segmentation
using the Global Industry Classification Standard (GICS) 3.
This classification system is particularly well aligned with
market reporting and analysis at the individual company
level as well as broad categories of sectors. The GICS
structure consists of 11 sectors, 24 industry groups, 69
industries, and 158 sub-industries and applies to companies
globally. Energy value chain companies are dispersed
throughout the energy, materials, industrials, and utilities
GICS sectors. Alternative classification standards for future
consideration include the Standard Industrial Codes (SIC),
and North America Industrial Coding System (NAICS).

Within the oil and gas industry, the value chain can be

broadly described as the following “:

e Upstream sector: all activities associated with
exploration & production

e Midstream sector: Transportation of crude oil to refineries
and storage and marketing of wholesale products

e Downstream sectors: Refining, delivery to retail hubs,
sales & marketing of products

Main participants in the international oil markets can be
categorised as the following:

e Super Major Companies (SMCs)

e National Oil Company (NOCs)

e International Oil Companies (I0Cs)

Beyond the focus of this report, there is a growing number
of companies within the renewable energy, utilities, and
technology sectors that are involved in the production,

3 (S&P Global & MSCI 2018)
4 (Saleh 2018)

Cambridge Centre for Risk Studies

distribution, and support of clean energy. In particular,
solar, wind, battery, and other technologies are making
significant and growing contributions as viable energy
sources. The future holds much optimism for renewables
as their installed capacity is burgeoning worldwide. The
European Environment Agency estimates around 17 %

of EU energy consumed came from renewable sources in
2017 with 11 EU member countries already meeting their
2020 targets. ®

This case study is part of the “Cambridge Case Study
Series”, a collection of analyses of risk management
practices of global corporations. There is more publicly
available data on companies in the US and Europe than
other regions and literature and media coverage of
business activities and reporting in these regions tend

to follow suit. Likewise, the data and analysis in this case
study has greater focus on sectors and companies located
in the US and Europe. Additionally, this case study covers
topics relevant to publicly listed companies with traditional
business models in the energy value chain rather than those
in the renewable energy markets.

5 (European Environment Agency 2018)
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Section 2: The Business
Environment of Energy
Value Chain Companies

A Market View

Many companies in the Energy Value Chain are large,
longstanding, and widely considered as “blue chip”. Given
the high barriers to entry and capital requirements, it is not
a surprise that challengers are not able to swiftly overtake
market share and out-compete existing incumbents. This

is in stark contrast to technology and information services
companies that are able to dominate market capitalisation
with comparatively low human and physical capital
expenditures. However, the history of innovation shows
storied paths of “blue chip” companies losing market share
and eventually entering into distress as a result of disruptive
business forces.

Given the size of many of these energy value chain
companies, they are on one hand well-positioned to benefit
from an international and interconnected marketplace
shaped by globalisation. On the other hand, the world now
faces renewed challenges to global business in the form

of resurgent nationalism, protectionism, and reverses to
international trade agreements - these factors certainly
heighten risks to this industry.

The trends within the energy value chain show hydrocarbon
production firms in relative decline over the last two
decades as measured by their dominance of the global
economy —they are in some circles referred to as a “sunset
industry”. As a reference point, the SMCs were consistently
ranked in the top ten by market capitalisation until 2014
when they became outranked by the big technology
companies such as Amazon, Apple, Facebook, Google, and
Microsoft.® Prevailing business environments and market
trends are challenging the core of the business model of oil
- “peak oil demand” is a phrase used by energy analysts to
describe the end of growth of oil consumption.

Yet for at least the next two decades, global oil demand is
projected to increase as developing nations continue their
path of industrialisation, led by China and India with a
growing role for other Asian and also African nations. The
International Energy Agency (IEA) predicts around 20 %
increase in global energy demand from 2018 to 2040
under its New Policies scenario which is considerably below

the 25% rise under Current Policies. 7 Energy demand over
time in the New Policies scenario is broken down by region
and fuel type in Figure 1, which hints at the arrival of peak
oil demand after 2040 whilst natural gas demand continues
to grow and “peak coal demand” will have arrived by 2020.

Figure 1: IEA New Policy Scenario of
World Energy Demand 2000-2040 by
Fuel Type and Region (million tonnes
of oil equivalent)

World Energy Demand by Fuel 2000 - 2040 (Mtoe)
IEA World Energy Outlook 2018 "New Policy" scenario
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10 000 ® Nuclear

7500 | = Gas

5000 _

2500 oil

0 Coal

2000 2017 2025 2040

World Energy Demand by Region 2000 - 2040 (Mtoe)
IEA World Energy Outlook 2018 "New Policy" scenario
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B Asia Pacific
15000 . m India
l - m China

10 000 Africa & Mid. East

|

_— m Europe & Eurasia
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m N America
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Source: Cambridge Centre for Risk Studies; Data from
(International Energy Agency 2018)

6 (RankingTheWorld 2019)
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Beyond 2040, estimates are wider ranging on whether
energy demand will plateau or continue to grow. Some
believe that global energy demand will flatten due to
increased energy efficiency, growth in electrification, 82
pervasiveness of renewables, advancements in battery
technology, and potential for ace disruptors. Others believe
that energy demand will continue to increase due to the
growth of the middle class in developing countries, the power
demands of a more technologically advanced world, and
to meeting the consequences of climate change. However,
there is consensus that demand for carbon-based energy
sources will have peaked and will begin a trajectory of
decline. 10, 1

In the long term, oil and coal prices are expected to
decrease relative to other energy sources. They will be
replaced by natural gas and renewable energy production
which will reduce CO, outputs, noxious nitrous, sulphurous
and particulate emissions. A specific pressure point is
visible in downstream oil refining, namely the prospect of
decreasing petroleum and diesel sales for vehicles in urban
areas, driven by clean air regulation and public health
concerns rather than reductions in CO, emissions."? This
looming retail challenge is significant but it is debatable
that this poses a viability risk to oil and gas companies
when viewed in the context of rising demand for their
products between now and 2040.

State of Geopolitics

Distribution of fossil fuel reserves is an important part of
the value chain. Figure 2 highlights the significance of the
Middle East and South America as sources of petroleum
and hence the impact on global oil and gas industry of their
national companies. Taking the reliance on those regional
economies for oil revenues together with global pressures
to reduce the consumption of hydrocarbons, the existence
of significant geopolitical risk is arguably more salient than
traditional economic risk to those economies. The chance
of massive disruption to the global production of oil and
gas has been growing.

Taking a geopolitical view of the demand side of fossil fuels,
it is difficult to overstate the future impact of China, which
has steadily expanded the scope, scale and influence of

its marine and transportation infrastructure sectors over

the past two decades. According to the Financial Times,

8 (Maietal.2012)

9 (Citi 2019)

10 (McKinsey & Company 2019)
11 (BP plc 2019)

12 (Oxford Energy Forum 2018)

Cambridge Centre for Risk Studies

1

‘two-thirds of global container traffic passes through
Chinese owned or invested ports,” additionally, ‘Beijing’s
shipping lines deliver more containers [throughput]

than those from any other country.” 3. Transportation
infrastructure is often developed in Belt and Road Initiative
partner nations on terms highly favourable to China and

in which China can leverage its geo-economic superiority
to gain strategic advantage. Taken together with the
modernisation of the Peoples Liberation Army Navy (PLAN),
Chinese diversification in the marine and transportation
infrastructure sector could prove to be a critical source for
manmade risk and shocks if geopolitical tensions were to
esccll(lte. 14151617 18

13
14

Kynge et al. 2017)
Kynge et al. 2017)

o~~~ —

15 (Office of the Secretary of Defense 2018)
16 (Thorne and Spevack 2017)

17 (Linden 2018)

18 (Blackwill and Harris 2017)
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Figure 2: Proved Reserves of Oil Companies (percent of worldwide proved reserves)
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Source: Originally appeared in Aled Jones presentation, “Sustainable Development Goals & Business”. Calculated
from EIA estimates of world total of 1.6 trillion barrels in 2013 and Oil & Gas Journal, Sep 1 2014

Currency Exchange Rates

The dominance of the dollar in world trade can be
illustrated in Figure 3. Despite the global nature of the
energy industry, oil is traded almost exclusively in US Dollars
since it has been the de facto reserve currency of the world
dating back to the 1944 Bretton-Woods Agreement. This
exposes the sector to exchange rate fluctuations against
the US Dollar. Oil may be used as a financial asset to
hedge against depreciation of the US Dollar. *® A country’s
currency exchange rate against the US dollar is determined
by a number of factors such as the health of its local
economy measured by interest rate, public debt, economic
performance, current account deficits, inflation measures
and status of its trade accounts.?®

For example, outside the USA, a firm which is an intensive
oil or natural gas consumer can be hit by rising costs if its
national currency weakens against the dollar; such firms
may consider long term energy supply contracts or foreign
exchange hedges to mitigate exchange rate fluctuations.

19 (Fratzscher, Schneider, and Van Robays 2014)
20 (Twin 2019)
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Figure 3: Percentages of Global
Payments Conducted in Leading
Currencies to Jan 2017

US - Dollar
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Source: Cambridge Centre for Risk Studies; Data from
SWIFT
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Cyber Risks

Cyber risk for all businesses is changing rapidly due to
explosive growth in digital attack surfaces as companies
are taking advantage of digital efficiencies. The number of
devices being operated by businesses and the number of
commercial endpoints being connected to the internet are
growing at rates of around 12 % annually.? Energy systems
are particularly at risk because of their social and economic
importance. The supply, processing, and distribution of
energy occurs at a transnational level. This complexity
increases the vulnerability of the energy supply chain to
accidental and deliberate intervention.

There is a growing potential for cyber physical loss events
for the sector. Of most concern are those that target public
and private critical infrastructure such as energy utilities,
water treatment facilities, manufacturing, transportation
networks and aviation industries. In the first two quarters
of 2018 40 % of all monitored industrial control systems
reportedly came under attack.?? Highly capitalised
corporations are especially vulnerable to state-sponsored
cyber activities as they see economic opportunity and
potential to gain advanced knowledge. Nation-state cyber
actors can also cause systemic cyber events leading to
business interruption, corruption of supply chains, theft of
intellectual property, reputational damage, regulatory fines
and mitigation costs.?

Climate Change

Beyond today’s business risks, there are longer term
concerns. Climate change, extreme weather and
consequential environmental damage are rising concerns
which have been highlighted by numerous global
surveys.?42> Climate change poses a major risk to the
global economy affecting the wealth, prosperity and well-
being of all nations. More specifically to this case study, it
will have major impacts on the availability of resources, the
price of energy, the vulnerability of infrastructure and the
valuation of companies.?® The business community seeks
to better understand the realities of climate change on their
business that go far past their corporate social responsibility
initiatives.

The financial services and investment communities are
identifying opportunities for reducing climate-related
investment risks through portfolio construction and
diversification across different asset classes, regions, and

21
22

(Cambridge Centre for Risk Studies 2019)

(Centre for the Protection of National Infrastructure
2018)

23 (Cambridge Centre for Risk Studies 2019)

24 (World Economic Forum 2019)

25 (Cambridge Centre for Risk Studies 2019)

26 (Cambridge Centre for Risk Studies 2015)
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portfolios.?” Insurance and risk transfer sectors are adjusting
their underwriting in writing policies in response to their
claims history to better absorb future climate impacts on
their balance sheets.2® Companies serving the defense
sector are working with entities such as the US Navy in
preparing for national security implications of an ice-free
Arctic — a zone in which their submarines would have to
share passage ways with international commercial vessels.
25 Businesses are growing in their acceptance that climate
change is having a real impact on their profits. Where does
this leave companies in the energy value chain who are
perceived to be on the wrong side of climate change?

Likewise, public sentiment and rhetoric about climate
change action is shifting. Except for the US, the G20
countries unanimously support the Paris Climate
Agreement.3® Nevertheless, there is an upward trend of
Americans believing that global warming is occurring and is
caused mostly by human activities; 73 % of Americans think
global warming is happening and 62 % understand that

it is mostly human-caused.?' The frequency of organised
demonstrations supporting action on climate change is
growing worldwide. This ranges from youth-led protests32
to corporate employee walk-outs across major cities of the
world.33

Scientific measurement and research support that climate
change is a global problem that is growing at dangerous
rates. Average and local temperatures throughout the
world continue to surpass record levels each year with the
last five years from 2014 to 2018 being the warmest years
ever recorded. 34 Excess greenhouse gases (Carbon Dioxide,
Methane, Nitrous Oxide, and water vapour) released into
the atmosphere over the last century are the biggest
culprits to the warming of the air and water on the planet.
35 The Fifth Intergovernmental Panel on Climate Change
(IPCC) concludes that “It is extremely likely [95 percent
confidence] more than half of the observed increase in
global average surface temperature from 1951 to 2010
was caused by the anthropogenic increase in greenhouse
gas concentrations and other anthropogenic forcings
together.”36

33
34

27 (HSBC 2016)
28 (Hope and Friedman 2018)
29 (US Navy Task Force for Climate Change 2014)
30 (Nace 2018)
31 (Leiserowitz et al. 2018)
32 (BBCNews 2019)
(

Newburger 2019)
(National Oceanic and Atmostpheric Administration
2019)
(NASA Global Climate Change, n.d.)
(Intergovernmental Panel on Climate Change 2013)

35
36
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There is a disconnect between the global economics view of
future demand for fossil fuels, represented in Figure 1, and
the scientific consensus that fossil fuel emissions continue
to drive up the average temperature of the planet,
increasing the probability and severity of climatic disasters.
The IPCC warned in 2018% that the planet will reach the
crucial average temperature threshold of 1.5 degrees
Celsius above pre-industrial levels as early as 2030. The
IPCC points out that compared to 1.5 degrees, 2 degrees of
warming exposes hundreds of millions of people to the risks
of extreme drought, wildfires, floods and food shortages.
While the future economic and social damage from climate
change will be massive if not catastrophic 38, climate
change damage can be reduced substantially by significant
reduction in CO2 emissions in the next decade and beyond.
The short term co-benefits of reduced CO2 emissions are
also substantial, 3 particularly improved public health from
cleaner air.

In the words of Nitin Nohria, the dean of Harvard Business
School, “None of the major problems confronting the globe
today—sustainability, health care, poverty, financial-system
repair—can be solved unless business plays a significant
role.” 4% Climate change is one of the world’s most pressing
problems without an obvious solution and thus companies
in the energy value chain will need to be active participants
in order to support an orderly transition from a high-carbon
to a low-carbon energy economy.

What is the future of the companies within the energy
value chain, and will they have a role in a non-carbon-based
energy economy? Considering that the energy majors
currently have control of the energy distribution networks
and access to large amounts of capital, it seems likely
that they will be significant shapers of the future of the
energy markets. A clearer picture of their risks may enable
companies in making the necessary strategic pivots to
remain competitive in a low-carbon economy and rise to
the forces from subsequent momentous business model
disruptions. We posit that a risk lens offers an objective
business relevant focus to the energy transition that will
help reconcile meeting the world’s energy demand with
reducing greenhouse gases. See Appendix A for more
discussion on the transitioning to a low-carbon economy.

37 (IPCC2018)

38 (Economist Intelligence Unit 2015)
39 (Hamilton 2017)

40 (Nohria 2010)
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Self-Reported Top Enterprise Risks by
Companies in the Energy Value Chain

We begin by briefly reviewing the enterprise risks reported
by global corporations, with a focus on the energy sector.
We report top risks identified in Cambridge’s 2018
Enterprise Risk Management“! report by business sector
using the Global Industry Classification Standard (GICS)“2.
The top four enterprise risks are displayed by each GICS
sector in the sector view, Figure 4 below. Financial risk
and Reputation risk are commonly represented across
most sectors. However certain risks are sector specific.
Although Geopolitical risk ranks low (9 out of 10) across all
sectors covered in the 2018 Enterprise Risk Management
report, it ranks highly in sectors such as Energy,
Telecommunications, and Materials.

The Centre of Risk Studies has also reviewed company
disclosures (10-Ks, 20-Fs, annual reports and risk
management reports for Latin American companies) for 60
of the Forbes 100 largest public companies“? based mainly
in North America, Asia Pacific and Europe. In total, over a
thousand risk factors have been identified and categorised
into 20 risk categories from the 2018 ERM Survey. Figure
Sillustrates a summary of the findings by sector. Overall,
the top risk categories of concern are revenues, profits,
share price, regulatory, standards and reporting and macro-
economic and trade factors. The energy sector ranking is
different than the overall ranking with regulatory overtaking
financials as the top risk. Natural catastrophe and climate is
featured as the 4th most common risk factor for the energy
sector while it is only the 8th most common overall. Other
commonly named risk factors include: capital project failure,
climate change, cyber security and geopolitical risks.

Figure 4: Sector View of Top Enterprise Risks for Companies.

ENERGY

Geopolitical
(34.6%)

Health safety
(20.1%)

Revenues, profits,
shareprice
(26.3%)

Operational
performance
(19%)

REAL ESTATE

Market share
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Revenues, profits,
shareprice
(29.9%)

Operational
performance
(27.9%)

Health safety
(20.1%)

GOV & NGO

Operational
performance
(26.2%)

Security
(25.1%)

Regulatory
standards
(23.1%)

Reputation
(25.6%)

TELECOMMUNICATION SERVICES

Regulatory
standards
(24.7 %)

Revenues, profits,
shareprice
(26%)

Geopolitical
(24.7%)

HEALTH CARE

Operational
performance
(28.3%)

Regulatory
standards
(24.6%)

Reputation
(24.7 %)

Business
Continuity
(23.2%)

Reputation
(23.9%)

MATERIALS

Environment Health safety
(26.9%) (26.9%)

Geopolitical = Operational
(23.1%) performance

FINANCIALS

Regulatory standards
(29.5%)

Reputation
(21.7%)

Operational
performance
(20.2%)

Revenues, profits,
shareprice
(28.6%)

INFORMATION TECHNOLOGY

Regulatory standards

(33.6%) (20.7%)

Business
Continuity
(18.1%)

Security
(27.6%)

Legal liabilities

CONSUMER DISCRETIONARY

Security
(27.6%)

Operational
performance
(25.7%)

Business
Continuity
(19.5%)

Reputation
(27.1%)

UTILITIES

Health safety
(32%)

Business
Continuity
(21.4%)

Operational
performance
(25.2%)

shareprice
(21.4%)

(23.1%)

INDUSTRIALS

Reputation
(31.3%)

Operational
performance
(VEXY)

Security
(23.6%)

Revenues, profits, Revenues, profits,

shareprice
(21.3%)

Source: Cambridge Centre for Risk Studies and
Institute for Risk Management 2018 ERM Survey;
Sector classifications by GICS.

41 (Cambridge Centre for Risk Studies 2018)
42 (S&P Global & MSCI 2018)

Cambridge Centre for Risk Studies

The different vocabulary of risk factors present in annual
reports highlights the need for a consistent risk taxonomy.
The interchange of primary threats and consequences from
threats as risk factors further emphasizes this point.

With the trend in risk reporting potentially migrating towards
scenario based probabilistic assessment it will be interesting
to watch how companies, not just in the energy sector,

43  (Forbes n.d.)

Scenario Applications:
Stress Testing Companies in the Energy Value Chain



Figure 5: Heatmap of Risk Factor Occurrence by Risk Category across GIC Sectors
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Section 3: Exploration of
Risks through Scenarios

transform their risk exposure communications.

Companies in the energy value chain rely on long term
capital investments, and thus are particularly sensitive to the
alignment of their strategies with business implementation
and associated risk management planning. High capital
intensity is needed to support infrastructure for energy
production and distribution and warrants careful cost benefit
analysis and risk assessments. Given that the wider business,
regulatory and societal environment is clouded by significant
uncertainty emerging from a multitude of varying internal
and external conditions, scenario analysis provides broad
structures that are particularly conducive to the exploration
of risks.

Introduction to Scenario Stress
Tests

Scenario analysis is a common approach used by managers
to view organisations in an imagined state in order to
assess risks and opportunities. In the 2018 Enterprise Risk
Management survey,* 63 % of respondents said their
company uses scenarios as part of their business risk
analysis. Meanwhile, respondents highlight that there is not
a standard scenario library tool for companies to use for
assessment and management of risk.

Scenarios are used to challenge the business-as-usual
mentality in the context of risks, whether internal to the
organisation or external/systemic, short or long term, or
having the characteristic of a business disruption or a
strategic shift. Perhaps the most common uses of scenarios
are as stress tests, either as operational shocks or strategic
challenges. This forms the basis for risk assessments and can
be used to facilitate reporting, management, and mitigation
of risks; and ultimately to rationalise investment in resilience.
Scenarios are valued in management for developing or
capturing creative thinking about plausible futures, rather
than attempting to predict the timing or severity of particular
events. The Cambridge Centre for Risk Studies acknowledges
that foreseeable risks, which can be described and even
quantified by scenarios, are too often unpredictable
regarding timing and other characteristics.

A critical distinction can be made between scenarios that
examine emerging trends, which are of concern for long-term
strategic planning, and those that consider catastrophes

or shocks or tail risks, which represent acute threats that
may trigger simultaneous impacts across an organisation
and its supporting ecosystem. This report focusses on how
catastrophic or shock scenarios can be used to assess risk to
firms in the energy value chain.

Since the 1970s, scenarios have been used extensively in the
energy sector for exposing strategic threats to oil exploration
and production associated with changing geopolitics and
markets. Royal Dutch Shell brought scenario planning from
the arena of national security into the corporate boardroom,
foreseeing the emergence, but not the time of arrival, of

the world’s first global oil cartel which duly arrived in 1973

in the form of the Organization of the Petroleum Exporting
Countries, OPEC. Scenario planning at Shell has also been
credited with advance warning, not quite prediction but
visibility of the future arrival, of the more severe price shock
of 1979, the collapse of the oil market in 1986, the fall of the
Soviet Union, the rise of Muslim radicalism, and increasing
pressure on companies to address environmental and social
problems. 45

Catastrophe analysis has been a major factor in the success
of the modern insurance industry. A modelling revolution
was driven by the financial aftermath of Hurricane Andrew
in the 1980s which saw the demise of many North American
insurers. To clarify the goal of catastrophe risk analysis, we
address two questions that are familiar when undertaking a
scenario analysis.

First, what is the scenario for? We use shock scenarios to gain
a better understanding of tail risk, starting with identification
of a variety of extreme but low probability events, and then
considering how severe their impacts might be. Second,

how does examination of shock scenarios help to assess

and manage risk? Workshopping scenario impacts, on the
basis of scenarios that are calibrated on real events from the
historical catalogue of shocks, is an effective way to improve
qualitative understanding of risks which are present but not
top of mind. This is a step toward quantitative assessment of
risk exposures which is itself preparation for understanding
the tradeoff between the value of resilience — reducing losses
or capitalising on opportunities that are intrinsic to shocks —,
and the cost of investments in resilience capacity.

44 (Cambridge Centre for Risk Studies 2018)

Cambridge Centre for Risk Studies
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Scenario Stress Tests to Assess
Risk Exposure and the Value of
Mitigations

A more comprehensive risk study would comprise the six
steps shown in Figure 6.

This case study reviews the qualitative assessment of three
shock scenarios. This is associated with the third stage in the
cycle - Evaluate. It is worth a few details here on the prior
stages of the Risk Management Cycle, which are to identify
and specify scenarios. Identification, the first stage of the
cycle, can be undertaken by elicitation from sample groups
of staff members, who represent the breadth and depth of
the organisation, and external experts; and also by reviewing
the literature for threats identified or explored there. In the
context of both top risks and emerging risks, this basket of
activities may be called horizon scanning, and is usually

undertaken in an annual process that maintains and adjusts
ashort list of high priority threat areas.

Cambridge Centre for Risk Studies prescribes additional
structure to the identification or scanning process by
producing a long and relatively static list or taxonomy of
threat classes. The goal of the taxonomy is to provide a
boundary for the subsequent risk discussion, not the details
of particular threats that can be placed within the taxonomy.
When considering the business environment of any
company, it is helpful to have a reference to a generalised
structure representing different risk areas. For the purposes of
discussion in this case study, we refer to the classes within the
Cambridge Taxonomy of Business Risks in Figure 7 to guide
our discussion of the most significant areas of business risks
facing energy value chain companies.

Figure 6: Cambridge Risk Methodology - Risk Management Cycle

e N

1. IDENTIFY Compare list of candidate
risks against comprehensive list of causes
of business distress

J

-
2. SPECIFY Make each threat specific by
expressing it as a scenario of explicit

metrics and timeline )

3. EVALUATE Apply each scenario as a
stress test to quantify ‘enterprise impact’

on financials of the enterprise )

J

4. PRIORITISE Rank scenarios and risks
according to priorities of the company
L and an explicit risk appetite

AN

e

5. MITIGATE Define management
actions that will manage or minimize risks
to evaluate value of risk reduction

e N
6. MONITOR Routinely check how risks
are changing, and horizon-scan to identify
\comporable emerging risks

J

SPECIFY

Source: Cambridge Centre for Risk Studies
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Figure 8: Descriptive Stress Test Scenarios

Geopolitical Crisis: Middle East
Conflict

Source: Cambridge Centre for Risk Studies 2019

The third stage of the cycle is to select a subset of risks from
the taxonomy, to be later assessed or evaluated for business
impact. Rather than consider risk types in the abstract, we
prepare a long list of scenarios each of which illustrates a
different threat type. Stakeholders are convened or polled

to compare those scenarios. Iterating with stakeholders
allows scenarios to be revised, or new scenarios to be added.
Examples of such scenarios can be seen in Figure 8.

A preliminary and usually qualitative evaluation of scenarios
by their impact is undertaken by stakeholders. The output
of this is a selection of scenarios and their corresponding
threat types. That is, the Select stage typically involves a
preliminary assessment, with the main evaluation in the
third stage to follow. A qualitative Evaluate stage may
iterate in a facilitated process between expert judgement,
translational work from the empirical and other research
literatures, and stakeholder validation.

Beyond quadlitatively evaluating risk impacts of a given
scenario, a deeper study (that is beyond the scope of
this report) would produce a set of empirical or modelled
quantitative outputs, to Evaluate:

e Maximal loss for each scenario

e Probabilistic assessment leading to estimation of
average loss such as annualised average loss

e Value of existing and potentially new resilience measures

Scenario Applications:
Stress Testing Companies in the Energy Value Chain

Natural Catastrophe: Hurricane in
the Gulf of Mexico

Y S
Liability Risk: Litigation Against
Carbon Emissions

The goal is a set of evaluation processes that, by
consistency of methodology, allow comparison between
different scenarios, and thus aggregation across all
scenarios, to:

e Put avalue on existing resilience capacity and to give
a cost-benefit analysis of changing or investing in
resilience measures

o Identify the potential for risks to scale or cascade and
the paths by which that happens

Such a quantification framework requires a comprehensive
library of scenario stress tests and methodology for
translating scenario severity into metrics for business
impact. It is beyond the scope of this case study to expand
on the remaining stages in the Cycle, which are to Prioritise,
Mitigate and Monitor risks. Very briefly, prioritisation is in
terms of threat impact, as generated by the Evaluate stage,
and may also reflect mitigations: a scenario with higher
impact, or mitigations that are less costly or more effective,
will tend to be highlighted for management attention.
Monitoring is natural in dual checking the expected effect
of mitigation, and also useful in updating certain scenarios
whose characteristics, such as probability of occurrence,
vary over time.

Cambridge Centre for Risk Studies



Section 4: Selected Scenarios
for the Energy Value Chain

Overview and Selection of
Scenarios

A wide variety of scenarios are needed to comprehensively
represent risks in the energy value chain. To prioritise risk
categories of relevance, we turn to our 2018 Enterprise Risk
Management report “6 which surveys a variety of business
sectors on their principal risks, including four sectors that
constitute the energy value chain: Energy, Industrials,
Materials and Utilities. The top four risk classes identified by
those sectors (see Figure 4) are summarised as follows:

e Operations, or Operational Performance;

o Staff, or Health & Safety;

e Financials, or Revenues, Profits and Share Price;
e Geopolitics;

This case study is informed by three very different scenarios,
selected to give broad coverages of challenges facing the
energy value chain.

46 (Cambridge Centre for Risk Studies 2018)

Cambridge Centre for Risk Studies

Scenario #1: Geopolitical Crisis: Middle East
Conflict

Description: This explores the issues of geopolitical events
in influencing energy prices and in posing operational risks
for energy producers who operate in many different volatile
regions of the world. We use a stress test scenario of the
outbreak of war across the region of the Middle East, as
follows:
o OQil production is halted in the region for a substantial
period (1 to 3 years).
o Oil prices spike; World-wide recession is triggered.
o The conflict is eventually brought to an end by
international intervention.
o See Appendix B: Science in Scenarios for a description
of this scenario.
Note: While this type of risk has long been known to global
companies, the scenario highlights a specific regional
conflict that would be significant to a global energy
company.

First Order Impacts: Revenue drop would constitute the
lion’s share of impact on an organisation with part of its
footprint in the affected region, with increased operating
costs also causing substantial harm to short term profits.
The possibility of total loss of assets and associated future
revenue streams is real. Negative market sentiment could
be expected to play out beyond the duration of the event
itself. The relevance of insurance is limited given war
exclusions.

Scenario Applications:
Stress Testing Companies in the Energy Value Chain



Scenario #2: Natural Catastrophe: Hurricane
in the Gulf of Mexico

Description: Externalities, such as extreme weather
events, drive the potential exposure of high-value and
long-duration lifespan assets that are integral to the
energy value chain. This stress test scenario assesses the
destruction of assets and disruption to production from
impact of a severe hurricane on concentrations of assets in
the Gulf of Mexico:
o Flood and wind damage
o Severe disruption and damage to energy assets
onshore/off-shore
o Energy production takes 6 months to return to
previous capacity
o Environmental consequences and liability for many
years

Note: This scenario represents a familiar threat in a familiar
location but in an extreme case.

First Order Impacts: Harm is seen mainly in increased
operating costs, including cost of disruption or suspension
of operations, and damage to operating assets in the
affected region. The risks here are largely physical and
insurable, including business interruption, though large
energy companies may self-insure for property loss. Some
expenditures may be offset by increased profits from
trading activities.

Scenario #3: Liability Risk: Litigation Against
Carbon Emissions

Description: We consider the potential exposure of the
energy value chain to changing attitudes towards the
business model of energy companies and heavy industry,
which increases reputational risk and the potential for
litigation to be brought for liabilities arising from climate
change. The stress test scenario assumes that case law
evolves, and that today’s low level of litigation increases
to a more severe level in a future environment where mass
torts become successful.

o Precedents are visible in the asbestos/tobacco/
opioid value chains; liability potentially global though
currently most prevalent in the United States.

o Redress sought from all climate change consequences;
sed level rise, meteorological extremes, marine
environmental damage.

o No master settlement agreement is reached.

Note: This scenario is representative of a growing risk
facing all companies —rise of liability in general.

First Order Impacts: Substantial costs of fines and
settlements could inflict serious harm to the balance sheet.
Reputational impacts would damage current and future
prospects, potentially revenue shocks. Liability costs are
insurable unlike longer term reputational effects on the
price of energy stocks.

These scenarios are chosen to provide a range of different
characteristics relating to the risk types and classes seen in
the Cambridge Taxonomy of Business Risks in Figure 7 and
business consequences detailed in Table 1:

Table 1: Risk Types and Business Consequences for the Three Scenarios under Study

Scenario # #1 #2 #3
Risk Type (Risk Class) Conventional Military War Tropical Windstorm Class Action
(Geopolitical) (Environmental) (Governance)
Business Consequence | Operations X X
Staff X X
Financials X X X
Reputation X
Liability: High
Value of Insurance Low High
Reputation: Low

Scenario Applications:
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The following sections of this report include deep dives

into each Scenario #1, #2 and #3. Each scenario deep dive
was presented in a workshop format to a group of subject
matter specialists who were charged with reporting back on
pre- and post-event management as follows:

Pre-Event: Key Risk Management Actions

Post-Event: Measuring and Assessing Recovery

Management decision support
Actioning mitigations/triggers
Risk transfer ideas
Playbook/simulation

o Process for expat movements

o Shut down facilities vs repair

o Increase activities at other sites

e What are key metrics for monitoring event impacts
Who is responsible for management of event
Information process for resolution/damage assessment
Actions/mitigations to respond to scenario

External factors affecting metric

We report below on the scenarios and the pre- and post-
event expert analysis.

Scenario #1: Geopolitical Crisis: Middle East Conflict

Energy resources are located in some of the most politically
volatile areas of the world, and part of the business

process of the energy value chain is to manage the risk of
geopolitical crises that arise from time to time.

Geopolitical risks are an inevitable part of doing business
in the Middle East considering that it is one of the largest
production areas of energy and a global choke-point for
shipping oil and gas around the world. Conflicts in the
Middle East have impacted the energy sector on many
previous occasions. The first two decades of the 21st
century has witnessed an escalation in tensions throughout
the Middle East resulting in widespread instability.
Relationships throughout the region remain complex

and interconnected, and several factors drive regional
competition including religious ideology.

In this scenario we consider the potential for a wider-scale
conflict arising through the constant tension of the Shia/
Sunni divide in the region. The Shia/Sunni divide dictates
the structure of alliances within the region with most states
aligning either with Shia Iran or Sunni Saudi Arabia 47

(with the exceptions of Qatar and Turkey perhaps “®). The

47 (Abdo, etal. 2017)
48 (Dalay 2018)
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region also suffers from intense security competition“®
largely due to the Shia/Sunni divide, petropolitics 3 and
its geostrategic relevance to great powers. 3' Security
competition most prominently manifests itself through
the support of proxy forces throughout the region,? direct
intervention,>® and weapons proliferation.® Additionally,
the U.S. invasion of Iraq in 2003 destabilised the region,
causing Iran and Saudi Arabia to recalculate their interests
within the regional balance of power further intensifying
security competition.>® The rise of the role of non-state
actors has accelerated the Arab Spring, 3¢ and will continue
to challenge domestic governance 57 while actively
encouraging security competition abroad. See Figure 9 for a
summary of historical conflict across Saudi Arabia and Iran
and Table 2 for a summary of notable conflicts between
Saudi Arabia and Iran.

49 (Posen 1993)

50 (Jaffe and Elass 2016; Luciani 2011)
51 (Wright 2018)

52 (Rabi and Mueller 2018)

53 (Sharp 2018)

54 (Iran Action Group 2018)

55 (Sky 2015)

56 (Hoffman 2018)
57 (Wittes 2016)
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Figure 9: Historical Conflict and Extremist Events in Saudi Arabia and Iran
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Table 2: Summary of Notable Conflicts between Saudi Arabia and Iran.

Date

1980 - 1988

| Conflict

Iran-Irag War

| Description of Conflict

Tensions between Iran and Iraq escalated into an eight-year war after the 1979 Iranian
Revolution. Ayatollah Khomeini, the supreme leader of Iran, disdained Iraq for their
secular government and minority Sunni rule over a majority Shia population. Shia
bombings in Iraq and regional and territorial politics caused the Iragi government to
withdraw from international agreements and eventually go on the offensive. % The war
lasted for eight years and except for minor territorial incursions, remained roughly along
their 700-mile border. Iraq maintained air superiority and Iran controlled much of the
ground war. Irag eventually bombarded Iranian cities with missiles, targeted Iranian oil
tankers and facilities, starting the tanker war, and, for the first time used poison gas. Iran
mined international waters and at times became the target of US retaliatory actions
when Iragi and regional energy supplies were threatened, undermining global stability.
%9 A major motivation of the Iragi regime to start the war was to force the collapse of
the Iranian regime, which was thought to be hostile, expansionist and a destabilising
force for Iraq and several other Gulf states with Shia populations. Territorial ambitions
also played a part. The Kurdish minority population was suppressed with Turkish help,
and, Saudi Arabia along with other Gulf states gave backing to Iraq, suffering from the
same worries of the Iranian revolution that initially spurred Iraq into action. °

2017 -
Present

Qatar Diplomatic
Crisis

In June 2017, a cyber operation meant to either expose Qatari interests that are
contrary to Saudi Arabian and other Gulf Cooperation Council (GCC) partner interests,
or plant disinformation that supports that view, started an ongoing diplomatic crisis

in the Gulf. Saudi Arabia and the UAE spearheaded the effort, claiming that Qatar
supports a variety of destabilising non-state actors throughout the region. Qatar’s
business relationship with Iran and perceived strategic deference, during a time of
regional competition, accelerates the crisis. A land blockade saw Turkey back Qatar in
the dispute by sending additional troops to a contentious Turkish military base in Qatar,
as well as foodstuffs to relieve the stress of the blockade. Iran also provides foodstuffs
and other material during the height of the crisis. 8! The crisis has deaccelerated but still
remains unresolved.

2015 -
Present

Yemeni Civil War

The Yemeni Civil War, ongoing since 2015, remains one of the regions greatest civil,
humanitarian and proxy wars to date, resulting in over 17,000 casualties. Several
actors in Yemen are fighting against each other. Locally, the Saudi backed the Hadi
government, elements of Al-Qaeda in the Arabian Peninsula (AQAP) and the ISIS

are fighting the Iranian backed Houthi Shia’s. The UAE, the United States and other
regional actors have at times acted in accordance with Saudi and Hadi government
interests. The Houthi’s are thought to be receiving training, advanced weaponry and
financing from Iran, and to a lesser extent, Lebanese Hezbollah. Saudi energy and
maritime infrastructure, along with Saudi assets within Saudi territory, are thought to
have been targeted by weapons provided by Iran to the Houthi’s. The Saudi’s have
been directly intervening in Yemen, targeting strategic Houthi positions throughout the
country. The US has been participating in operations targeting elements of AQAP. &2
The Yemeni civil war represents the most likely flashpoint that could lead to escalation
in the region, as the number of actors participating in hostilities can lead to an accident
or miscalculation.

Source: Cambridge Centre for Risk Studies

58 (Sick 1989)
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60 (Naff 1985)
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Sick 1989; Segal 1988; Naff 1985)

Kirkpatrick and Frenkel 2017; Katzman and Blanchard 2017; Katzman 2019b)
Sharp 2018; Iran Action Group 2018; DNI 2019; Katzman 2019a)
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Using the military power rankings of nations developed for
the Cambridge Global Risk Index: Iran and Saudi Arabia are
both considered to be medium powers. The following table
summarises each country’s military strength in more detail.
Countries classified as “petrostates” or countries where

at least 10% of their GDP is from oil export are 3.5 times
more likely to be involved in conflicts when a revolutionary
leader is in power. 83 Saudi Arabia and Iran are considered
“petrostates”.

Table 3: Military strengths of Saudi Arabia and Iran

@ 5 1 4 i =

Country Military World Defence Active Air Power Naval Land Strength
Ranking Budget ($bn) Personnel (total aircraft Strength (tanks only)
(000s) strength) (total assets)
Iran 13 $6.3 534 505 398 1,650
Saudi Arabia 26 $56.7 231 844 55 1,142

Source: Global Fire Power%

Cyber warfare

During the scenario, three distinct areas of cyber
competition are taking place in the Near East. The

first, disinformation is best represented by the Qatari
diplomatic crisis mentioned above. The second involves

the targeting of individual companies for the deployment
of self-propagating malware affecting large portions of
company’s network. Unlike systemic events, the destruction
is confined within a specific corporate network. The best
example in the Near East is the Shamoon disk wiper
attacks, which have targeted Saudi Arabian assets in 2012,
2016 and 2018. The attacks self-propagate throughout a
corporate network and encrypt computers in a way in which
all data is permanently lost, creating business disruption
and rebuilding costs.% The third is highly targeted attacks
that have the potential to become destructive. In 2011,
Stuxnet was deployed against the Iranian nuclear program
and successfully undermined Iranian nuclear efforts. Widely
regarded as the first destructive cyber attack, Stuxnet was
designed to specifically attack industrial control systems
(ICS), resulting in delays to the Iranian nuclear program
and possible destruction to nuclear centrifuges.® In late
2017 another potentially destructive malware, termed

63 (Colgan 2014)

64 (Global Fire Power 2018a; 2018b) (Global Fire Power
2018a; 2018b)

65 (Perlroth 2012; Chan 2016; Symantec 2018)

66 (Zetter 2011)

Scenario Applications:
Stress Testing Companies in the Energy Value Chain

Triton, targeted a single facility in Saudi Arabia. Triton
was designed to undermine Safety Instrumented Systems
(SIS) within an industrial control systems environment,
and under the right circumstances could result in physical
destruction.®”

Scenario narrative

Following a targeted Iranian cyber-attack on a large
petrochemical facility in Saudi Arabia, Saudi Arabia
announces a war with Iran and deploys jets to begin
bombing key assets in Iran. The use of conventional warfare
prevents oil production in the region, thus driving up oil
prices. The war lasts from one year in the less extreme
variant to three years in the most extreme scenario variant.
The spike in oil price drives a world-wide recession in the
most extreme variant. Several regional and global powers
get involved in the war, which is finally brought to an end
through international intervention. Table 4 highlights the
primary and non-state actors that we assume support

each country in the war, with Qatar, Turkey and Oman as
potential wild cards.

67 (Johnson et al. 2017; Dragos 2017)
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Table 4: Regional and Global Intervention.

Country Primary Support Non-State Actors

Saudi Arabia UAE Al-Qaeda in the Arabian Peninsula
Hadi Government (Yemen) (AQAP)
Jordan Syrian Democratic Forces (SDF,
Egypt Syria)
Bahrain
Kuwait
United States

Iran Iraqg Kurds (Iraq),
Syria Popular Mobilization Force (PMF,
Lebanon (Hezbollah) [raq)

Russia

Houthi (Yemen)

Pre-event mitigations

Early warning indicators

Energy companies continuously monitor these signs of war
in the countries they operate in, through their country risk
desks:

Geopolitical temperature — Keeping tabs on the
geopolitical climate is a necessary task for any firm doing
business in complex regions. This can be done with in-
house experts and analysts, bringing on board known
experts or hiring outside counsel.

Oil price — A study of oil prices in 153 countries from
1947 to 2001 found that in petrostates a high oil

price was associated with an increase in geopolitical
disputes.®® Thus, oil price can be a leading indicator
that tensions are likely to rise in countries who export
significant quantities of oil.

Military exercises — Governments can use military
exercises as a political message to their advisories or a
show of force. Corporates should see this as a sign that
tensions are increasing in the region.

Cyber attacks — Countries are more and more turning
to cyber attacks as a precursor or even a proxy to
conventional war itself. Saudi Arabia has seen an
increase in the number of cyber attacks on its state-
owned and private owned petrochemical assets with
the most recent one in August 2017 feared to have the
potential to cause an explosion.®

Trade sanctions — As part of growing tensions trade
sanctions might be placed on specific countries.
Armament — If a country begins arming themselves,
this is a clear sign that a conflict is imminent and
precautionary actions need to be taken by firms doing
business in this country.

68 (Hendrix 2014)
69 (Perlroth and Krauss 2018)
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e Objective of the conflict — Understanding the objective
of the conflict can aid corporates in making the right
preparations. Most conventional wars fall into one of
these categories: capture territory, free people, gain
control of key resources or security management. Also
understanding what the proposed duration of conflict
is likely to be could alter decision making. The 2003
invasion of Iraq is a good example of a proposed limited
conflict that ended up lasting over 8 years.

Business structure resilience

International oil companies (I0Cs) can be shielded from
the effects of an interstate conflict in countries where

they conduct business simply by the diversification of their
business whereas national oil companies (NOCs) have
much greater exposure. In Saudi Arabia the major oil and
gas extraction company, Saudi Aramco, is owned by the
government as is oil extraction and production in Iran,
which means that these state-owned corporations and
subsequently the governments would feel the direct impact
of the war given any damages to physical assets. Globally,
estimates show that state-owned corporations’ control over
75 % of oil fields with the remaining being controlled by
private/public companies.”® I0Cs are becoming increasing
interconnected with NOCs, operating as contractors to
NOCGs, providing technical and financial advice or even
“end-to-end service on oil field development”.”" Even if
corporations do not have direct ties to the oil and gas fields,
they are likely to be impacted by supply shortages.

Further, IOCs will need to review their host governments

70 (Bremmer 2010)
71 (Graaff 2011; “Part 2: Relationships Changing as NOC,
I0C Roles Evolve” 2007)
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approach to the conflict zones where they operate. History
has shown that a host government will support an I0C’s
extraneous activities only if it aligns with the interest of the
host country’s energy security strategy or foreign policy.
The US government refused to support I0Cs in preventing
the nationalisation of energy assets in Mexico, Peru and
Saudi Arabia in the 1960s and 70s due to foreign policy
concerns.”

Moving out

Following heightened tensions, companies may determine
to take precautions of moving their staff, families and
equipment from the conflict zones to prevent any potential
losses. They may put a hold on any active projects while
they wait for the tensions to resolve. For already active
operations, they work to enable remote operation of the
equipment.

Issue profit warning

As oil prices can be influenced by escalating geopolitical
tensions, some companies may see fit to issue profit
warnings to inform investors that targets will be missed due
to higher exploration expenses or changes in the oil price.
This can help safeguard the company from missing profit
expectations should the tensions not ease.

Post-event management

Assess losses

Research shows that armed conflicts are less likely to cause
damage to existing oil or gas installations unless the conflict
occurs next to the installation or sabotage was executed.”
Each side of the conflict desires to keep the energy assets
intact so to use the revenue streams to support their
military efforts. With that said, damage as of 2016 from
armed conflicts both civil and interstate and well as terrorist
activities is estimated to be 2 million barrels per day in the
Middle East. 74

However, if the oil installations were targeted then the
company will want to assess the level of damage and
determine if it makes sense to continue operating in that
country. Research shows that facilities that are damaged
during war remain offline for extended periods of time and
in some cases stay offline indefinitely. 7

Further research shows that armed conflicts do impact
exploration or investment projects with companies
reviewing the expected returns, and in some cases,
abandoning projects altogether in the conflict countries. 76
Prior to the annexation of Crimea in 2014, ExxonMobil was
negotiating with Ukraine for access to oil and gas reserves

72  (Vivoda 2010)
73 (Luciani 2011)
74 (Jaffe and Elass 2016)
75 (Jaffe and Elass 2016)
76 (Luciani 2011)
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in the Black Sea.”” Now that Russia has taken control of
Crimeaq, they are having to negotiate with Russia.

Nationalisation

During conflict or shortly thereafter, countries have tended
to nationalise energy assets. Controlling these assets means
controlling the wealth of the country. However, many

of these nationalised energy assets are still operated as
joint ventures with I0Cs, as the I0Cs bring the technical
expertise of oil exploration and production. In other cases,
these nationalised energy assets subcontract out the
needed expertise. Nationalised assets range from 50 % to
100 % ownership structures. Both Saudi Arabia and Iran
have nationalised their energy assets.

Supply and export disruptions

More frequently we are seeing supply disruptions following
conflicts. Our study reviewed 39 intrastate conflicts between
1965 and 2007 and found an average reduction in supply
of 50 % in the short term. 78 Due to labour shortages,
limited utilities, or direct government or rebel intervention,
energy assets are not able to produce at the same capacity
during conflicts.

Due to the nationalisation of oil reserves in the past 50
years, I0Cs have moved more of their operations into
downstream activities, like refining where they have
increased capacity. During and immediately following a
war, exports of key resources can be limited or completely
restricted. This can have an impact on the entire
downstream supply chain.

Oil price fluctuations

Oil price volatility is a consequence of disruptions following
the war or a strategy during the war to harm opponents.
“Saudi Arabia’s ability to flood oil markets at will has also
played a role in various efforts, including lowering oil prices
to pressure Iran during its eight-year war with Iraqg, to
weaken the Soviet Union after its invasion of Afghanistan,
and to ease the pressure on global markets ahead of the
U.S. invasion of Iraq.” 7® Figure 10 highlights several major
disruptions and their impact on oil prices. Oil price volatility
is a top concern from energy sector and geopolitical
conflicts appear to be a great source of this volatility.

77
78
79

(Klare 2014)
(Jaffe and Elass 2016)
(Jaffe and Elass 2016)
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Figure 10: Oil Price Fluctuations and Key Historical Events Since 1951
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The direct effect of rising oil prices is to slow the global
economy though certain sectors such as oil and gas
exploration may benefit and, likewise, the economies of

oil exporting nations are somewhat hedged. Second order
or cascading effects of rising fossil fuel prices include
increasing trade deficits of net oil importing nations, and
surpluses of net exporters.8® This in turn pushes a weakening
of exchange rates between oil importers and oil exporters
which will then drive further shifts in national economies.
Thus, an increase in energy prices may have complex
effects on a downstream firm in the energy value chain well
beyond an immediate increase in its cost base.

Following the war, should the oil price increase due to
limited supplies, this will benefit the upstream segment
and hurt the downstream segment, namely the oil
refineries. Transportation costs will increase, thus reducing
their operating margins and profitability of downstream
companies. Integrated oil companies are likely to be hit
on both ends and thus able to weather the storm. Should
the oil price drop following the war due to oversupply from
other countries, this will hurt the upstream segment as
price realisation will be harder to hit and oilfield service

companies are likely to not receive new orders for oil rigs
and equipment. This was the case following the sharp
decline in the oil from in 2014 from about $100 per barrel
to roughly $40. #'

Energy security

Depending on the severity of the impacts of the war on the
oil economy, countries” energy security strategies may shift.
Some countries may see the need to further diversify their
oil supply to countries outside the Middle East or to even
diversify the source of energy altogether. If the war and
disruption is severe enough, countries may quickly transition
to non-fossil fuels in an attempt to limit future disruptions,
thus accelerating the transition to a low carbon economy.

80 (Twin 2019)

Cambridge Centre for Risk Studies

81 (Grigoli, Herman, and Swiston, n.d.)
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Scenario #2: Natural Catastrophe: Hurricane in the Gulf of Mexico

In this scenario we explore as a stress test, the potential
impact to the industry from natural catastrophe events
that could cause physical destruction to large numbers of
high-value assets and lengthy disruption to major flows

of oil production. By contrast, organisations which are
downstream consumers of energy are typically land-based
and less likely to have experienced climatic events as
dramatic as those seen in offshore facilities exemplified by
fossil fuel exploration and production in the Gulf of Mexico.

The risk from natural catastrophes is a constant one for
energy operators in areas that are exposed to hurricanes,
earthquakes, and severe weather. A number of the main
extraction and processing regions of oil and gas are in
hazard-prone areas. Some of the largest concentrations of
offshore and onshore facilities are in the Gulf of Mexico,
and this stress test scenario considers the potential impact
on the energy industry from a severe hurricane tracking
through the main concentrations of extraction and
processing assets in the Gulf of Mexico, off the coastline of
Louisiana.

The threat to the energy industry could result from a bad
season of hurricanes in the Gulf. There have been years on
record where multiple destructive hurricanes have made
landfall along this coastline, from Galveston to Miami,
impacting large numbers of energy assets in a period of a
few months. The multi-decadal lifespan of these high-value
extraction and production assets means that the industry
needs to consider the potential patterns of natural threats
to these facilities over a long term outlook.

One of the key projections of climate change is that the
frequency and severity of hurricanes is likely to increase
with warmer sea surface temperatures, and this pattern

is likely to occur within the lifespan of these high-value
facilities. In fact, this pattern of increased numbers of
severe weather events is projected to occur in many parts
of the world where energy companies have their upstream
investments.

Although this scenario focuses on the Gulf of Mexico
and the coastline of Louisiana as one example area of
concentration of high value energy assets, there is the
potential for unexpected increased risk of severe loss
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occurrence to any assets in the hurricane-prone areas

of the tropics and potentially in areas where historical
experience of loss has been mild. Losses could also occur
unexpectedly in northern latitudes from changing patterns
of precipitation, floods, and extremes of temperature, both
heatwaves and freeze events.

Energy companies are experienced in operating in hostile
regions, and engineering of their facilities is typically robust
to the environmental conditions and extremes to which
they are exposed. They have standard operating procedures
for minimising the impacts of an impending hurricane, for
example, including operational shut-down, staff evacuation,
and fail-safe processes. Energy companies routinely expect
to experience low levels of damage and disruption from
extreme weather conditions.

We explore an extreme case via a scenario of an extreme
hurricane causing more loss than has been seen previously
with a track and windfield directly passing through the
major concentrations of oil production in the Gulf of
Mexico. There have been many major hurricanes that have
impacted the Gulf of Mexico. Figure 11 illustrates track
patterns of hurricanes of CAT 1 and above since 1926
passing through the Gulf of Mexico. Cambridge Centre

for Risk Studies has studied potential loss from extreme
hurricanes in the Gulf of Mexico in previous research
reports. 82, 8

Hurricane Harvey in 2017 was almost as costly as Hurricane
Katrina. Extensive rainfall-related flooding added to the
damage and disruption for energy companies. Distribution
networks such as airports, roads and ports were seriously
affected, suppressing oil, fuel and gas trade. Up to 30 %

of national processing capacity from refineries were taken
offline along the coast for up to a week. Around 20 % of the
Gulf’s production were shut for a short period but offshore
platforms did not suffer from any severe damage. During
the disruption, excess US crude and product inventories
helped fill the gap. 8

82 (Cambridge Centre for Risk Studies 2018)
83 (Cambridge Centre for Risk Studies 2017)
84 (Jacobs 2017)
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Previous experiences in Katrina, Sandy and Gustav have
pushed energy companies to fine-tune their emergency
plans such as setting action thresholds in different scenarios
and covering the spectrum of preparedness from strategic
to tactical. What considerably improved from Katrina to
Harvey was the preplanning put in place by individual
energy companies as well as through industry-wide
coordination. For instance, companies had “hardened”

their critical assets and conducted multiple sets of training
and simulations. As part of crisis management plan, they
contracted with hotels and conference facilities outside
risk-prone areas along with ad-hoc IT solutions to ensure
personnel attendance and business continuity. The
National Petroleum Council (NPC) helped regularly examine
these plans and make recommendations that centred

on industry efforts coordination along with federal and
state assistance. Companies were permitted in advance

for access to the Strategic Petroleum Reserve and other
regulatory flexibilities in the event of a hurricane. &

Figure 11: Historical Hurricane Paths through the Gulf of Mexico Since 1926
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Scenario narrative

The tropical storm forms in the Caribbean in late September
that rapidly intensifies into a Category 4 hurricane. It
tracks along a unique path straight through the densest
concentration of major oil installations in the Gulf of
Mexico and makes landfall through the onshore refineries,
ports, and oil terminal infrastructure. The hurricane

sees peak sustained winds of 160 mph (257 km/h), a
maximum radius of 40 miles (64 km), and storm surge up
to 6ft (1.8m). Heavy-rain flooding onshore causes further
disruption. Onshore energy assets are plagued by power
outages, property damage and societal interruptions
exacerbating the impact to offshore recovery.

Evacuations are assumed to be successful in the standard
scenario variant, but unsuccessful in the more extreme
variants as the hurricane surprises the forecasters and
arrives with unexpected intensity before standard hurricane
preparedness measures are implemented. It takes 6
months for energy production to return to full capacity with
environmental consequences and liability lasting for several
years following the event.

Repopulation of the affected area takes up to two years as
the vast majority is evacuated or displaced from vulnerable
coastal areas prior to the hurricane’s arrival. Fear of a
repeated hurricane the following year slows the return of
citizens to the area.

Pre-event mitigations

Energy is a necessary commodity — households, businesses
and governments are ill-equipped for a sustained supply
disruption. However, the energy sector is not immune from
havoc wrought by a major hurricane in the Gulf with the
potential to paralyse its production. Governments require
that large energy companies hold minimum oil stocks
proportional to their oil imports or domestic sales in crises
of supply shortage. 8

Corporations learn from precedent cases of hurricanes, in
both a scientific and business sense, to modulate potential
damages of similar natural disasters before they happen.
An effective preventative control is established not only
on meticulous technical modelling, but also on all-inclusive
understanding of alternatives of mitigation tools to curb
the direct and indirect impacts.

Business continuity plan

Energy value chain companies struggle to deliver continued
value for shareholders in the short term, in contrast to the
long term investments into a capital-intensive industry.

The energy sector is reliant on the operations from drilling
and production facilities at exposed locations. The risks

to physical breakdowns, storm surges, flood and wind
damages resulting from major hurricanes are accepted and
managed accordingly. Large players in the sector such as

86 (International Energy Agency 2019)
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the Super Major Companies have the scale and resources to
be risk aware and prepared.

Executives are informed by engineers and project experts
within organisations of the vulnerabilities in site buildings
and facilities. They also turn to catastrophe risk analysts

of insurers and reinsurers to assess their risk exposure
probabilistically and deterministically. Energy companies
can use the metrics identified in these analytics to monitor
their site operations, select warning indicators and set
action thresholds.

Action may involve cross-company collaboration especially
when companies’ capabilities are restricted by the disaster
in different aspects.®” Putting a structured business
continuity plan in place will hence help alleviate disruption
to production and supply activities if a hurricane lands
ashore. Such a plan is usually updated whenever a major
catastrophic shock is documented. If emergency response is
not prepared beforehand, energy supply shortage will lead
to commodity price turbulence, exerting ripple effects on
other industries or sectors.

Pre-event mitigations for physical damage

Pre-event mitigation tools for physical damage range from
building backup facilities to securing risk transfer. Post-event
restoration of impaired facilities is usually actioned as soon
as possible; however, building backup facilities in advance
is usually a contentious decision in companies. Trade-offs
are weighed between the benefits of escaping a production
halt during disasters and the costs of maintaining idle
capacity in normal times. To date, historical catastrophes
have not been influential and frequent enough to justify
such substantial new investments. Several executives of
major energy companies have commented that even a
six-month shutdown at a particular site is not considered a
black swan. Instead, energy companies tend to strengthen
scrutiny of their infrastructure and improve construction
guidelines for increase their existing physical resilience in
the first place.

Corporations also transfer potential disastrous loss by
purchasing insurance or joining captives, but many do not
regularly assess the adequacy of insurance in terms of
limits, coverages etc. After Katrina hit in 2005, some of the
insured, mainly commercial claimants, found that they were
not covered for storm surge which was the main loss driver.
Litigations went on for years regarding whether damage
resulted from wind or water.88 It is hence prudent to know
what is protected ahead of time.

Opportunity is the flip side of risk. Energy executives see
opportunities in trading after natural catastrophes such
as hurricanes. While producers and insurers may bear
losses, investing in stocks related to construction can

87
88

(Marsh 2015)
(Allianz n.d.)
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generate some compensations to minimise the hit from site
destruction.®® Saving flexibility in post-shock trading ability
will constitute an important piece in pre-event mitigation
planning.

Environmental and reputational concerns

Nonetheless, physical destruction seems a less worrying
concern than environmental pollution and reputational
impairment, as stated in their annual reports. The 2010
Deepwater Horizon oil spill and 2011 Fukushima Daiichi
nuclear disaster after the Tohoku earthquake and tsunami
are two examples of serious events causing environmental
damage. Environmental, health and socioeconomic
impacts that followed the spill and radiation events put an
enormous strain on reputation of the energy companies
involved.

For environmental sensitivity, the energy sector would like to
go beyond regular compliance to avoid general deterrence by
investigation and penalty as well as to demonstrate corporate
social responsibility that adds to their resilience in the face

of unforeseeable environmental risk.® Energy companies
recognise the importance of adaptation to climate change,
and therefore incorporate emerging climate conditions and
specific environmental concerns into the design of existing and
new energy infrastructure.®' Due to the negative externality of
environmental risk society-wide, it is monitored and mitigated
preventatively under collaboration of companies and domestic
and international regulators.

Handling speed is critical in tackling the reputational
implication of environmental risk that would otherwise
deplete trust in firms. Large energy companies pre-define

a reputational crisis team including who will address any
issues, ensure timeliness by conducting “fire drills” before an
event, and accept full authority to act during crisis. 92

Pre-event mitigations for employees

Natural disasters also present significant hazards to the
onsite workers of energy companies. Failure to mitigate
this risk dimension has calamitous implications on
reputation in addition to costly casualty compensations.
Educating employees about personal preparedness before
catastrophes injects confidence within companies in
dealing with emergency evacuations. Communicating to
employees the existence of employer-sponsored support
should hurricanes happen will significantly alleviate
employee emotional strains and improve employee
sentiment regarding their companies.®
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(Rexaline 2018)

(Gunningham, Thornton, and Kagan 2005)

Climate change here refers to changing trends, more
frequent and sever extremes and greater temporal
variations in climate parameters in certain regions
(Ebinger and Vergara 2011).

(Institute of Risk Management 2019)

(Sanchez, Korbin, and Viscarra 1995
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Post-event management

Corresponding to pre-event mitigations, post-event
management focuses on physical and humanitarian
recovery. Top management of large energy companies
have suggested that separate crisis management groups
be organised to concentrate on recovery issues. On a
national scale, recovery financing comes jointly from the
government and the private sector, including government
relief funding, private insurance, charitable donations and
humanitarian aid.®* Resources are used in reconstructing
physical assets and providing tangible support to
employees.

Asset integrity

Wherever the reconstruction funding is sourced,

damage assessment is an early step required of forensic
accountants. Energy companies will translate the
performance decline into asset write-down, property
damage, income loss and extra expense by monitoring
three key performance indicators and others according to
asset integrity guidelines.®® By examining internal records
such as fixed asset registers, purchase orders of contracts
for repair or replacement, profits and loss statements for
two years prior to the event, companies take control of
the difficult situation early on, estimate acceptable level
of damage as part of their risk appetites, and resume
production metrics as quickly and safely as they can.%®

Employee safety

While informing employees of safety tips and available
employer support before natural disasters is the first step,
executing the emergency plan appropriately once they
happen is central to post-event management. Protection
of people needs to deal with not only the primary effects
but also secondary and tertiary ones.” For example,
hurricanes induce wind and rain damage primarily, followed
by possible loss of electricity and running water on the
asset. In the long run, they may result in permanent loss of
habitat if the flooding is severe enough. An efficient start
of ensuring safety is to provide employees with access

to various effective communication methods to receive
instructions and report their conditions in time. Emergency
kits such as water and food are distributed from employers’
prepared inventory stock.

Companies are obliged to offer accommodation to shelter
as many affected workers as they can. Large energy
companies also have the capability of assisting in filing
personal insurance claims for employees whilst advising
them how to talk to their children about the event — all such
proactive measures will make employees feel they are being
taken care of and hence improve their motivation to help
the companies recover. Shell and its joint venture Motiva

94  (Cambridge Centre for Risk Studies 2018)
95 (QOil & Gas UK 2018)

96 (Marsh 2015)

97 (EKU Online 2018)
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were good examples for demonstrating humanitarian
recovery after Hurricane Katrina. Apart from massive
outreach via calls, messages, advertising, door-to-door
inquiries etc. to ensure employee safety, they provided
temporary housing, financial assistance and counselling
support for relocated employees including those who
suffered home damage. 8 The companies further reached
out to neighbouring communities by offering housing,
fuel, operating space and employee voluntary work, which
strongly boosted their reputation both locally and globally.

Collaborative communications

Communications have much broader scope than just
within organisations in face of natural disasters. Rescue
and recovery cooperation will be based on communications
between companies and local or state entities that include
regulators, police, hospitals and emergency agencies. This
can efficiently limit the operational and financial losses
where energy companies are largely exposed. Ad hoc
liaison with media is important dimension for companies
to be able to inform their shareholders and the public of
the recovery progress, which helps establish corporate
reputation in a challenging situation.

Strategic risk appetite

An increasing trend in the energy sector is that pre-

event mitigations and post-event management are not
viewed as statically separate but dynamically integrated

in strategic risk appetite of large companies. Because
companies cannot make profits without assuming risks,
they treat their emergency plans and execution power as
necessary investments within their risk tolerance to achieve
a well-thought strategic goal.®® For instance, aware of
potential hazards like hurricanes hitting the coasts, energy
companies ask themselves strategic questions such as
“should we operate in the Gulf?”. To reach their expected
return, companies invest in emergency plans and post-
event toolkits to hedge the risks that they have taken on
when making the strategic decision. In such case, dealing
with natural catastrophes is not seen by energy companies
as reactive loss prevention but an inherent project risk

that they will have more incentives to proactively hedge.
To facilitate the enforcement of this thought, executives
believe that transparency — for example specification of
dollar amounts at risk — can generate the initial push at the
management level to take action.

98 (Donovan 2005)
99 (Deloitte n.d.)
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Scenario #3: Liability Risk: Litigation Against Carbon Emissions

Companies across all sectors are considering their strategies
around climate change. Climate change is likely to impact
businesses in three distinct ways:

o Physical Risks — ways that increases in extreme weather
events might cause damage and disruption to business
activities, supply chains and operations;

o Liability Risks — how an organization’s carbon
emissions are contributing to the causes of climate
change, potential implications of that, and the costs of
plans to reduce emissions; and

o Transition Risks —the potential impacts of society
switching to a new lower-carbon economy.

For energy companies, the second issue of liability risks is
likely to be of major significance. This scenario considers
the potential liability dimension of mass torts and lawsuits
being brought against companies in the energy value chain
for historical and present contributions to climate change
and seeking redress from harms being caused by climate
change effects.

As climate change impacts take hold, we are seeing an
increase in the number of climate change related lawsuits
against oil companies and governments. The entire energy
value chain is potentially subject to similar litigation,
analogous to the current situation of litigation regarding
opioid-related deaths in the United States. The scope of
lawsuits against drug companies is widening rapidly to
include healthcare providers and retail pharmacies. The
likelihood of a successful claim of current or future climate-
related damages against the oil industry remains low, but
the legal arguments in such cases are evolving, making a

Cambridge Centre for Risk Studies
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large loss to the energy industry plausible. A database of
US and non-US climate change related litigation has 1,477
court cases across 25 countries. 1% The majority of the
litigation is filed in the US, with Australia, the UK and New
Zealand also having a large number of cases, see Figure

‘] 2’101

In terms of litigation against corporates, we are seeing
State’s Attorneys General and cities file lawsuits. New

York and Massachusetts State’s Attorneys General are
investigating Exxon Mobil for alleged misrepresentation of
financial exposure to climate change. The investigations
started in 2016 and are still active today.

Using a public nuisance claim, several US cities, counties
and states are seeking damages from major oil and gas
suppliers. These cases are claiming current damages due

to the impacts of severe weather and future losses from
infrastructure improvements to fight against sea level

rise. The legal arguments suggest that major energy
companies knew about the harm posed by their products
and continued to mislead the public by not highlighting the
potential risk. Three of the cases brought in California and
New York were moved to federal court, where the judge said
that such issues should be handled by Congress and the
President.102

A final strand of litigation aims at holding governments
accountable for not meeting climate change targets. Our

100 (Sabin Center for Climate Change Law at Columbia
Law School and Arnold & Porter 2019d)

101 (United Nations Environment Programme 2017)

102 (Hasemyer 2019)
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Children’s Trust in 2015 filed lawsuits in nine US states

against the federal government. The lawsuits argue that the

government has a responsibility to protect the atmosphere
just as they are meant to protect the land, water and
fisheries based on the public trust doctrine.

Public trust doctrine cases are also being filed in Ukraine,
Philippines and Pakistan.®® Further actions against
government stem from human rights bases litigation,
which stipulates that citizens have a right to a clean

environment and that governments are not doing enough

to uphold these rights. For the first time in 2018, the
InterAmerican Court of Human Rights ruled that citizens
have a right to a healthy environment.'% A final area

of litigation against governments relates to policies

not standing up to the Paris Agreement. For example,

in the UK a group of citizens filed suit against the UK

government for carbon emission targets that do not meet

the Paris Agreement. 1% A pivotal case in this area was

Urgenda Foundation v. Kingdom of the Netherlands where

the courts determined that the Dutch government must
reduce the countries emissions by 25 %. 1% Accelerating
the transition to electrical vehicles was an outcome of
litigation against German municipalities in DUH v Land
Baden-Wirttemberg which banned diesel cars from the
city centres.’” Although these cases name governments
as defendants, it is important for corporates to monitor
the outcomes as they have the potential to impact policy,
laws and regulation.

Determining liability for climate change is challenging
since the causal chain is very long. “Fossil fuel production
is the beginning of a long chain of causation that includes
numerous corporate actors and individual consumers, as
well as government licensing and permitting schemes.”1%8
Academic studies attempt to calculate the impact that
fossil fuel companies have on emissions. They find that
just 90 major firms are responsible for two thirds of the
emissions and for 11 cm of the projected 17 cm sea level
rise by 2040.7% Given the large number of greenhouse
gas (GHG) emitters, it will be challenging to prove that

a given company is responsible for a given consequence
or damage. Yet, in traditional product liability cases, the
market share theory is commonly used to apportion
responsibility."° Lawsuits are already being filed to test
the attribution claims, like Lliuya v. RWE AG. See Breakout
Box A: Deep Dive into Climate Change Litigation, for more
details.
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There are several avenues through which corporates can be
held liable for climate change related risks. See Table 5 for a
summary of possible challenges and remedies to the legal
argument against corporates.

¢ Product liability — since 2017 we are seeing more
lawsuits against big oil companies using the legal
argument that the industry has been marketing
and selling products known to cause harm to the
environment. This ‘defective product” argument is
similar that used in asbestos and tobacco litigation. The
plaintiffs in these cases are claiming current and future
damages.

e Operations liability — there is a growing trend to
cite scientific literature attributing GHGs to specific
companies and connecting that to climate change
impacts.

¢ Financial liability — energy companies could be held
liable for not correctly disclosing (i.e. misreporting
or misrepresenting) the risk inherent in their assets.
Shareholders could bring suits against the directors and
officers (securities class actions) or against the board of
directors (derivatives class action) for not disclosing the
physical risks from extreme weather or the transitional
risks from regulation. Attorney Generals can also
investigate this issue. The US, UK, Australia and France
all currently have disclosure requirements.™

If lawsuits prove successful with major oil and gas firms,
then are companies along the entire energy value chain
also at risk and even users of the energy too? Where do we
draw the line? Only time will be able to answer this question
as litigation is evolves. Figure 12 shows a heat map of

the count of climate change litigation globally both with
governments or corporates as named defendants.

111 (de Wit and Quinton 2018)
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Breakout Box A: A Deep Dive into
Climate Change Litigation

The following is a selection of notable climate change
litigation against energy companies.

Public Nuisance Claim

In City of Oakland v. BP p.l.c. city officials tried to show that
several major oil companies had created a public nuisance
while producing oil thus causing sea level rise. Ocakland was
seeking damages for the future cost for sea level defenses.
The case was dismissed citing the precedent of American
Electric Power Co. v. Connecticut and stating that it was
Congress and the President’s job to deal with such claims.'2

Attribution Claim

In Lliuya v. RWE AG a Peruvian farmer whose livelihood and
land are at threat of extreme flood or mudslide due to an
increase in volume in the Palcacocho, a glacial lake in the
mountains above where he lives and works. The plaintiffs

is seeking compensation for the flood defenses that the
farmer and local town have had to build. They are suing
RWE, the biggest electricity utility in Germany, asking them
topay 0.47 % of the damages, as this is equivalent to the
percentage of GHGs that RWE contribute annually. The
court initially dismissed the case saying that there was no
clear “linear causal chain” between the GHG emissions

by RWE and the melting glacier. However, Lliuya won an
appeal in late 2017 returning the case evidentiary stage. '3
This is the first climate change attribution case in Europe.

Breach of Human Rights Claim

In re Greenpeace Southeast Asia and Others numerous
parties have petitioned the Commission on Human Rights
in the Philippines to investigate whether the Oil Majors
breached the human rights of the Filipino people to a clean
and healthy environment. Filed in 2015, this case is still in
the investigative stage. "

Securities Class Action

Ramirez v. Exxon Mobil Corp. is a securities class action
against Exxon Mobile for failure to disclose their climate
related risks to investors. Filed in 2016 after Exxon Mobil
disclosed that it would have to write down 20 % of its

oil and gas assets. The case argues that Exxon Mobil
misrepresented its exposures. Plaintiffs won a big step
forward in late 2018, when the motion to dismiss was
denied." The SEC and State’s Attorneys General have also
investigated Exxon on the same issue.

112 (de Wit and Quinton 2018)

113 (Sabin Center for Climate Change Law at Columbia
Law School and Arnold & Porter 2019b)

114 (Sabin Center for Climate Change Law at Columbia
Law School and Arnold & Porter 2019a)

115 (Sabin Center for Climate Change Law at Columbia
Law School and Arnold & Porter 2019c¢)
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Table 5: Legal arguments against
corporates, challenges and
potential remedies

Legal Arguments | Challenges Potential
Remedies
Major GHG o Lackof clear causal | o Changes in
emitters such as oil chain linking the interpretation of
and gas producers damages to the casualty
and utilities are GHG emissions of | o Changesin
responsible for any defendant attribution
current and future | o Climate change science
damages from issues should be o New or
climate change decided by laws updated laws or
and regulations regulations

and not the courts

o Inthe US, federal
courts should hear
the cases not state
courts

Source: Adapted from (Simlinger and Mayer 2019)
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Figure 12: Geography of Climate Change Litigation
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(Source: Sabin Center for Climate Change Law at Columbia Law School and Arnold & Porter 2019d).

Scenario narrative

After several minor wins against major oil companies as well as
the advancement of attribution science, a major class action
lawsuit is filed against the entire energy value chain stating that
the named defendants are responsible for sea level rise, extreme
weather events and marine damage based on their percentage
contribution to global GHGs. The plaintiffs are asking for
damages related to future sea level defense, protection against
extreme weather events and loss of livelihood due to increased
ocean acidification. Innovative legal arguments ensure the
success of these lawsuits for the plaintiffs with precedents for
the likely judgement amounts seen in the asbestos, tobacco
and current opioid value chain litigation. In extreme variants

of the scenario plaintiffs are also asking for changes to the
business model of the major oil companies named, accelerating
a transition to the low carbon economy. In this stress test, we
assume that no master settlement agreement is reached in the
extreme variant.

Pre-event mitigations

Improve reporting

Corporations have a duty to shareholders of the potential
exposure to dimate change risk and related litigation. The

US, UK, Australia and France all currently have disclosure
requirements concerning climate change."® Reporting climate
change more transparently and openly to investors will be key to
limiting the exposure. The SEC requires companies to report on

116 (de Wit and Quinton 2018)
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the impacts of climate change in their annual reports.’” A multi-
industry Task Force on Climate-related Financial Disclosures
formed by the Financial Stability Board (FSB) proposed a
framework for reporting climate related exposures to “investors,
lenders, insurers and other stakeholders”. 118

Cash reserves

As a precaution to the potential for litigation, setting aside
cash earmarked for future litigation can help mitigate any cash
flow issues should a large settlement be awarded. These cash
reserves can cover costs of lawyers, court fees, expert witnesses,
and potential settlement payments.

Review insurance coverage

In some cases, general commercial liability (GCL) or Directors
and Officers (D&O) insurance will not cover cases where
companies and officers “knowingly” participated in an activity,
usually focusing on negligence claims instead.™® This could
leave a corporation particularly exposed for costs relating to
defending climate change litigation as proving to an insurer that
they did not know about the impacts of fossil fuels on climate
change will be challenging. Reviewing the types of coverages
already purchased and any potential gaps could limit the risk to
the corporation, should they become a named defendant in a
climate change lawsuit.

117 (Gelles 2016; Kahn 2017)
118 (Bloomberg 2017)
119 (de Wit and Quinton 2018)
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Corporate social responsibility (CSR)

Engaging in more CSR activities can help limit the further impact
of the negative litigation on a company’s reputation. CSR
activities can also help boost employee morale which can be
impacted by reputational events.

Corporate procedures

Refining corporate process/procedures in regards to how climate
change is addressed internally can limit the liability. For example,
robust processes on environmental management internally have
been shown to improve financial performance.'®

Rebalance investment portfolio

In addition to the potential litigation from climate change

there is also risk for corporates with large investment portfolios
or pension funds which are heavily invested in fossil fuel related
assets. Should the transition to a lower carbon economy happen
faster than planned then these portfolios will be exposed to
signification risk. Changing investment portfolio strategies prior
to any trial outcome could be a helpful hedging strategy.

Change investment strategies

Evaluate broader strategic investment strategies to support
business model changes towards renewable and clean energy
production. This could include growing a division within a
company to develop longer term technologies by allocating
larger investments, entering joint ventures, acquiring new
technology companies. Changes may be wider than changing
source or production but include energy services.

Post-event management

Financial costs of defending litigation

Large settlements or judgements in climate change related
litigation has not been the trend, but evolving legal arguments
are increasing the chance of a large payout, especially
arguments that focus on management decisions, investment
strategies and attribution claims. For energy companies caught
off guard, they may need to reprioritise capital projects in order
to prevent liquidity issues. Access to credit may get more difficult
going forward because of either credit downgrades or changes
in lending or investing guidelines for banks or investors.

Reputational damage

Climate change litigation can bring negative media attention
on companies, potentially having an impact on the firm’s
reputation. Direct impacts range from revenue loss due to
customer churn or loss of future customers, increased advertising
costs in an attempt to retain these customers, loss of key
personnel, increased hiring costs and potentially stock price
impacts. Implementing additional CSR activities post event may
limit the impact of reputational damage.

Disruption to operations

If the verdict of this ligation involves changes to the way the
defendants operate such as bringing their GHGs emissions

into a certain range or sweeping business model changes, then
companies may need to limit or stop operations altogether. This
will cause an increase in operating costs to implement. Some
unexplored assets may become stranded if the verdicts require
the companies to meet adjusted targets for emissions. Energy is
a key resource for the economy, so governments may step in to
limit liability.

Lobbying activities

Following a large settlement or judgement, companies in many
sectors increase lobbying activities such that they can encourage
the governments to draft legislation to limit their liabilities.

For American firms, the lobbying intensity — expenditures as a
percentage of their assets —when compared to their stock price
has consistently outperformed the S&P 500 since 2002.'*' Past
return on investment of lobbying may not be similarly realised
given the macroeconomic forces which are already in play

and are propelling world economies to transition to renewable
energies.

120 (Gunathilaka, Gunawardana, and Pushpakumari 2015)
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Section 5: Conclusions

Summary of Qualitative Findings
for Selected Scenarios

This report uses three scenario stress tests to take arisk
perspective of organisations in the energy value chain which
are focussed on producing hydrocarbons in the upstream, or are
heavy downstream consumers of carbon-based inputs. Energy
value chain companies are dispersed throughout the energy,
materials, industrials, and utilities GICS sectors.

All three scenarios are represented as shocks, with a
representative event that causes a loss or disruption that can be
used as a stress test:

e  Scenario #1: Geopolitical Crisis: Middle East Conflict

e Scenario #2: Natural Catastrophe: Hurricane in the Gulf of
Mexico

e Scenario #3: Liability Risk: Litigation Against Carbon
Emissions

These scenarios have considerably different features, from
regional physical impacts to legal liability and reputation. Each
scenario can also represent an important trend. A number of
indices including the Cambridge Global Risk Index?? suggest
that geopolitical risks are increasing in general as the world
becomes more volatile, so events such as Scenario #1 may
occur more frequently. Climate scientists forecast that global
anthropogenic warming is likely to result in increasing frequency
of severe weather phenomeng, a trend that may already be
visible today, increasing the likelihood of events such as Scenario
#2. Scenario #3 is representative of changing social attitudes,

a trend which drives changes in regulation and case law for
litigation, so may also represent an area of emerging risk for the
energy value chain.

Next, we summarise qudlitative findings across these scenario
stress tests. Then we look to current and future developments
regarding quantifying impacts of stress tests by proposing a
notional balance sheet analysis, and a broad view of challenges

and opportunities in operational and strategic risk management.

Summarising across Scenarios #1, #2 and #3, five themes
emerge from the qualitative risk analysis of the energy value
chain. These relate to operations, information, financials,
reputation and organisational structure, as summarised in
Table 7. Planning and investing to respond to trends that might
pose strategic threats and opportunities is an area for further
exploration.

122 (Cambridge Centre for Risk Studies 2019)
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Table 7: Cross Cutting Themes from Risk Analysis of Scenarios #1, #2 and #3

Themes | Commentary on Themes from Risk Analysis

Operations

Business continuity and remote monitoring of operations play a significant role in pre-event
capability and emergency response particularly with regard to physical threats to sites and

staff. For example, environmental and worker health and safety concerns are key to emergency
response capability in the Environmental disaster scenario.

Preparatory investments include crisis management processes, training staff for emergency
situations, maintaining inventory to manage outages on a scale of weeks if not months, and the
possibility of strengthening facilities or considering back-up facilities. Beyond intra-firm activities,
collaborative mitigations between a firm and local communities are identified, for example, in
communications and access to housing and essential services, the latter particularly for employ-
ees. Similar concerns are relevant to the Geopolitical scenario in which workforce populations
are withdrawn from affected sites and communities, though the chance of not returning to a
site in a given period is significant in a conflict situation.

Information, internal
reporting and external
transparency

Information on the activities of a company or its partners feature across the gamut of catas-
trophe remediations from operations to regulatory disclosures, market announcements, public
relations, and staff information and coordination. Voluntary reporting as part of regular disclo-
sures to markets is important as a step toward understanding potential exposure to both civil
action and asset devaluation in the Environment scenario assessment. Post-event information
management in the form of timely announcements to financial markets and other stakeholders
is highlighted in the Geopolitical Conflict scenario assessment. Other themes of note include as-
sessment of firms’ vulnerabilities, operational performance metrics, and risk appetite.

Financials

Finances are relevant in all three scenarios. Insurance policies guarantee access to funds and
are particularly well suited to recompensing damage to physical assets in the Environment

and Geopolitics scenarios, and to other specific types of exposure such as litigation costs in the
Governance scenario. Cash, though expensive to hold, has obvious attraction due to its fungibil-
ity. A heavily capitalised balance sheet offers the flexibility to self-insure and to take advantage
of post-crisis opportunities, for example, buying stocks in or acquiring a company where the
event has hurt its market valuation but not its business pipeline. The composition of a financial
portfolio is flexible in the short and long terms.

Reputation

Reputational damage is key in the Governance scenario but not top-of-mind in assessing im-
pacts of Geopolitical Conflict or Environment scenarios. The latter two scenarios have a sense of
“force majeure” or “act of God” which is consistent with discounting events that are “unforesee-
able”.

Organisational Struc-
ture

A firm’s structure — as exemplified in national subsidiaries, global functions, and the possibility

of vertical integration — matters to exposure and also to reducing impact of regional events via
a diversified operational footprint. This is noted with regard to Geopolitical Conflict and applies
equally to Environment scenarios; it also applies to the Governance scenarios in the sense that
legal jurisdictions are often regional.
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Reflections and Future Vision

A quantitative analysis may consider how these scenarios

will impact the balance sheet of energy companies and
organizations in the energy value chain. Each scenario will
impact the balance sheet of individual companies differently,
depending on how much exposure they have to the risks
represented by these scenarios, for example how much of their
output and assets are in the geographical regions affected in
these scenarios. Figure 13 shows a relativity of loss to different
elements of a business’ five year cashflow, if these scenarios
were to occur to a notional company that has exposure to these
scenarios. In this figure we consider the lost output value, relative
to additional operating and non-operating costs that would

be incurred by the business, and also the decrease in working
capital, and increase in capital expenditure that would ensue.
This primarily illustrates the qualitative differences of impact of
each of these emerging risks on various parts of a balance sheet.

The effects of the conflict scenario are largely felt in the
reduction in output value, with lost output from the Middle East
region, and a significant increase in capital expenditure required
for replacement and reinvestment elsewhere. This assessment
ignores the increase in revenue that would be generated to

an energy company from the rising price of energy from its
operations elsewhere as a result of the war in the Middle East.
The natural catastrophe scenario principally results in increases
in operating cost, decreased working capital, and increased
capital expenditure. The output loss as a proportion of the total
cost of the event is not expected to compare to output losses
from Scenario #1, where regional conflict reduces output for
lengthy periods over a wide area. The third scenario, litigation
liability, results in very significant payouts in settlements and
legal fees, which are treated as additional non-operating costs
on a business balance sheet and has a moderate impact on
output and additional operating cost as a proportion of the total
loss.

Figure 13: Balance Sheet Impacts from Cambridge Scenarios

Balance Sheet Impacts from Scenarios

Geopolitical Crisis
Middle East Conflict

Natural Catastrophe
Hurricane in Gulf of Mexico

Liability Risk
Litigation Against
Carbon Emissions

0% 10%

20%

m Lost Output Value

mDecrease in Working Capital

Source: Cambridge Centre for Risk Studies
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A broader reflection encompasses several points. First, financial
tools including insurance are not seen as a replacement for
business continuity and other operational planning and
response capabilities when dealing with catastrophic events.
Beyond cash flow issues or repair and recovery costs of a
catastrophe, the strategic imperative is to retain or even grow
your customer base. Maintenance of brand value including
operational performance is important for the future health of
any business.

Second, information, whether internal to the organisation as
used in process monitoring and risk assessment, or external such
as voluntary disclosure, is key to managing operational risks
including public relations in times of acute crisis. Information
transparency is also crucial to engaging in the public domain on
emerging risks. An early milestone facing a firm on the road to
greater transparency is articulation of its risk appetite within the
context of the business activities that deliver its value proposition
to its customers. Assessing whether a firm is within a quantified
risk appetite is challenging but should be considered as a godl,
even for risk types where events of significance are highly
unpredictable.

Despite the unpredictability of the three types of scenarios
considered, the Cambridge Centre for Risk Studies views all
three types as foreseeable in the sense that their history of
frequency and severity provides some basis for estimating
future frequency and severity, while underlining that the time of
arrival and severity of any particular event is unpredictable. Put
simply, unpredictability is not an excuse for lack of preparation:
unpredictable events can be foreseen in terms of their risks, as
indicated in the notional balance sheet risk assessment in
Figure 13. This is at the heart of the wide and continuing push
for companies, as well as governmental agencies and not-for-
profit organisations, to declare their risk exposures similar to the
way they would declare asset values.

Third, emerging risk is not a focus of Table 7, which has an
operational and crisis response focus and reflects the shock
nature of the stress test scenarios. Emerging risks may be less
visible but arguably equally important to longer term viability

of an organisation. For those parts of the energy value chain
which embed fossil fuel production and consumption, the trends
of physical climate change and dimate transition both pose
strategic risks - risks to the business model of those organisations.
The general topic of creeping change and associated response is
a subject of ongoing development in the regulatory, commercial
and risk research arenas.

Finally, financial and governance structures play arole in both
risk exposure and in assessing and mitigating risks. A clearer
picture of the link between the structure of a public company, its
risk exposures and its meaningful mitigations is an ambition.

This report focuses on three disparate stress test scenarios to
qualitatively explore the exposure and response of the energy
value chain to shocks in the business and social environment.
A deeper study could expand the analysis by increasing the
number and type of risk scenarios, including of emerging
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risks. The outputs would be a set of empirical or modelled
data to quantify business impacts including the chance of

an organisation exceeding its risk appetite thresholds in any
given period. The broader vision is to produce standardised
evaluation processes that allow business consequences across
a comprehensive library of risk scenarios to be compared.
Aggregating across all scenarios is the foundation for a
transparent cost-benefit approach to managing risk appetite
and resilience for an organisation.
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Appendix A: Transition to a
Low-Carbon Economy

Overview of a Low-Carbon Economy

The concept of alow-carbon economy has arisen in response
to contemporary climate change, and the need to limit
anthropogenic greenhouse gas (GHG) emissions to mitigate
future global warming. "2 The 2015 Paris Agreement was the
first universal, legally binding global climate deal between all
countries within the United Nations Framework Convention
on Climate Change (UNFCCC) to combat the climate change
and accelerate the actions and investments needed for a
sustainable low carbon future.'? The Agreement’s central
aim is to keep a global temperature rise this century well
below 2°C above pre-industrial levels.' In October 2018, the
Intergovernmental Panel on Climate Change (IPCC) reported
on the impacts of global warming of 1.5°C and related
emissions pathways.'?® This report states that, in order

to limit warming to 1.5°C (with no or low overshoot), CO,
emissions must decrease by about half from 2010 levels by
2030. While this target is still technically feasible, it requires
rapid and far-reaching transitions in energy, land, urban, and
industrial systems. Making this monumental shift will require
substantial new investments in low-carbon technologies and
efficiency.
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Figure 14: Decarbonisation
Performance of G20 Countries
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128 G7 consists of the seven largest advanced economies
in the world, including Canada, France, Germany, Italy,
Japan, the United Kingdom, and the United States. E7
groups together major emerging economies, including
China, India, Brazil, Mexico, Russia, Indonesia and
Turkey.
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An important metric of GHG emissions is carbon intensity
(CI), typically defined as the mass of carbon dioxide
equivalents emitted per megajoule generated by fossil
fuels. In recent years, Ching, Latin America and UK have led
the decarbonisation move, outperforming their Nationally
Determined Contribution (NDC) targets defined by the Paris
Agreement. See Figure 14. From 2000 to 2017, global CI
has declined by 1.6 % per year on average - far below the
6.4 % annual reduction required to limit warming to below
2°C. This is partly due to the resurgent consumption of coal,
driven mostly by Turkey, Indonesia and India.?® Countries are
resistant towards decarbonisation, concerned that a low-
carbon transition cannot be accomplished without harming
economic growth. Contrary to such beliefs, investments in
emissions reduction, if managed properly, can generate
significant economic returns in excess of a country’s cost of
capital and create a pecuniary stimulus depending on the
proportion of imported fuel in energy consumption.'® For
instance, countries that are reliant on fossil fuel imports will
likely attach high macroeconomic values to energy savings
once fossil fuels are delisted, and they need not suffer early-
mover disadvantage if they unilaterally choose to lower
emissions.

Ingredients of a Low-Carbon Economy

Efficient transition to a low-carbon economy necessitates
collaboration between the public and private sectors, to
allow adequate regulation whilst incentivising businesses,
especially those that are energy-intensive, to take carbon
reduction measures. In the “well-to-wheels” lifecycle

of transport fuels, 15-40 % of GHG emissions come

from upstream processes (producing, transporting and
refining), where gas flaring (burning) is a major driver.
This suggests stringent flaring reduction and minimal
fugitive and venting emissions regulation on fuel
producers by the public authorities. Meanwhile, enhanced
capacity building often includes performance-oriented
fuel quality standard programmes, which capitalise on
“invisible hands” and promote fuel-agnostic policies that
do not stipulate methods to reduce emissions as long

as quality mandates are satisfied.™® This exemplifies

an institutional framework that incentivises businesses

to cut carbon consumption. Cooperation or partnership
between the public and the private side can further go
beyond regulatory or legal fields to improving financing
and operating environments of clean energy projects.
This may include tax breaks or duty waivers to unlock
more private investment in low-carbon transition.’? All
these means of managing and prioritising low-CI sources,
whether through regulation or incentives, are based on
transparent data sharing between the public and private
sectors.
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New technologies will continue to drive a low-carbon
transition, and their accessibility will increase as they

become more affordable to the general public. Proven and
expanding alternative energy sources include solar, wind,
biomass, geothermal, hydro, and nuclear, of which solar
energy has seen the greatest surge in global investment;
solar represented 38 % of total new generating capacity
added (renewable, fossil fuel and nuclear) globally in 2016.133
While proven technologies alone can close at least 75 %

of the gap between current emissions trajectories and

the Paris Agreement limits in many countries, additional
measures such as synthetic fuels and carbon capture are
required to fulfil the remaining 25 %."3% Apart from power
generation, technological innovation in various sectors of
society is also driving decarbonisation. A gradual shift into
electrified transport has profound implications on household
consumption as well as business investment. Furthermore,
blockchain opens up new pathways to address environmental
challenges. The decentralized electronic ledger system,
cryptographically secure and immutable, can unlock
businesses’ capability to analyse their supply chains and thus
optimise sustainable production and logistics. Applied to
finance, the technology’s wide outreach and high verifiability
facilitates decision making, from retail investment in green
infrastructure to charitable donations to developing markets,
allowing accessible finance to fund a low-carbon transition.
Business outsiders including consumers, investors and
regulators also benefit from better reporting and monitoring
of internal information enabled by blockchain.>

Irrespective of enhancing existing capacity or sponsoring
new technologies, households and businesses cannot

afford such a scalable transition for public good without
government assistance in funding. There is increased
government spending in support of renewable energies. For
instance, government investment accounted for almost half
the solar panels installed in China in 2017.1% Development
of Autonomous-Electric Vehicles (A-EVs) heavily relies on
incentives to build charging stations. A low-carbon economy
transition is estimated to require $90 trillion of infrastructure
investment globally between 2016 and 2030, and so
governments also need to incentivise the banking sector,
which functions as the crux of financial intermediation and
resource allocation, to join the race.” The sway to cleaner
energies in power generation, transport and construction
implies waning support for energy-intensive industries such
as oil and gas. Countries like China have been transforming
their national income structure towards services and
technology. Higher education institutions, including the
University of Cambridge, face mounting pressure from
academic staff and students to dump fossil fuel investments
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in their endowment funds.”™® Asset managers and oil and
gas leaders are unsurprisingly concerned about such a
sentiment shift which creates an increasingly uncertain future
at the expense of current profit maximisation.

Risk of a Low-Carbon Transition

While a low-carbon transition is widely seen as an
opportunity, it also generates a variety of inherent business
risks. Still in an emerging state, transition risk can hardly

be taxonomised into well-defined risk categories, but it is
clear that the transition covers risk sources from regulatory
force, technology, production and consumption. Regulatory
pressure is increasing from the G20 Task Force on Climate-
related Financial Disclosure (TCFD) that pushes companies
to publicly disclose climate-related financial risks in their
financial filings. This regulation extends to all companies with
listed securities in the G20 countries, including pension plans
and asset managers.”™® The UK government passed a plan
in 2017 to put an end to unabated coal power generation by
2025.° From a business perspective, failure to react to new
regulations poses the risk of heavy fines, reputation damage
or even existential threat to affected companies.

Businesses also worry about failure to keep up with
development in technology and its applications. At a micro
level, competition propels every market player to race in
technological advancement and invest in research and
development (R&D). A vicious cycle exists once a business
fails in any step. For example, the rising trend of electric
vehicles and battery design, combined with declining costs
of renewable energies, requires businesses to offer greener
products at competitive prices. If R&D money is spent but
product launch turns out a failure, companies will not recover
its costs, let alone be compensated by revenues, which
triggers reduced subsequent investments in R&D that is
essential for technological improvement in the first place.

In production function, businesses face risks in both capital
and labour, especially those in the energy sector. The concept
of stranded fossil fuel assets (SFFA) comes under focus not
only because high-CI assets can be forcibly abandoned as
climate policy limits production below potential capacity, but
also due to the natural progression of renewable technology
which renders them unnecessary. Equity markets are
suspected not to have taken SFFA into pricing, generating

a possible “carbon bubble” since oil and gas stocks may be
overvalued. Companies tend to be upset about potential
consequences of SFFA, including ensuing financial reporting
regulation, that might stipulate them to write down

obsolete assets off their balance sheet in a lump sum. The
global financial loss from SFFA could reach $12 trillion

if commitments to current, controversial energy policies
continue but are challenged by strict measures to achieve
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the Paris targets in the near future.' This value excludes
any disruptive impact on corporate assets from increasingly
frequent and severe natural catastrophes, which will only
exacerbate losses. In addition to loss of capital, a low-carbon
transition brings about job destruction and creation. The
transition in the UK is estimated to result in the loss of 28,000
jobs in carbon-intensive sectors, but add 46,000 green jobs to
the north of England in the next 12 years, where 48 % of the
country’s renewable electricity was produced from 2005 to
2014.72 This will present a risk to businesses if there is lack of
suitable talent to fill vacancies, or if workers are not retrained
but left without the skills and qualifications required for new
green jobs.

The prospects of the consumption market remain
unpredictable. While fossil fuel prices are expected to decline
in the long-term as demand is reduced, an interim peak in
price — due to supply surplus by oligopoly power and carbon
tax levied on fuel users — may translate into pressure on
corporate income statements.™® The substitution of high-CI
and expensive energies will take time to manifest as utilities
are fundamental to and ingrained in various aspects of life.
Uncertainty surrounding consumer acceptance and uptake
of new technologies, such as in power generation, transport,
and building, is also a risk for low-carbon businesses.
Therefore, companies must adapt to evolving consumer
behaviours in timely fashion.* Failure to do so may have
lasting implications in a rapidly changing low-carbon
transition.

Executives in large oil and gas companies have valid reasons
to believe that risks embedded in the low-carbon transition
are critical. Shareholders and other stakeholders are waking
up to the risks and opportunities presented by the transition
to a low-carbon economy, which henceforth require better
disclosure. The Climate Action 100+ is an investor-driven
initiative enacted to ensure that the world’s 100 largest
systemically important GHG emitting companies, and more
than 60 others, engage in environmentally responsible
practices that drive the transition.’> It is very likely that risk
management concerning the low-carbon economy transition
will top managers’ agendas in the coming years.
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Appendix B: Science in Scenarios -
Geopolitical Crisis: Middle East Conflict

Business Risk Overview

International conflicts are highly disruptive to trade and
economic activity. The threat of war in the Middle East
threatens strategic energy supplies and vital trade routes
between Europe, Asia, and North America, as well as the
consequences of a major regional conflict, such as
economic disruption, inflation, increased national debt, and
market turbulence.

Scenario Narrative

Tensions escalate between a US-led alliance, and Iranian -
inspired insurgent forces throughout the Middle East. Iran
is pressured on its nuclear programme, and its threats to
Israel. Conflict breaks out and quickly escalates to multiple
flashpoints throughout the Middle East, including oil
production fields, shipping routes, and key commercial and
military facilities. Oil output is reduced, resulting in global
energy price hikes. Shipping traffic through the Straits of
Hormuz and the Suez Canal is significantly reduced.

Timeline
\ Build Up Post-conflict trade disruption
1 2 3g[ T Tt T g
Year l l |

Metrics of Severity
The magnitude of conflict scale and the severity of the
increase in global oil price, WTI spot price per barrel.

Scenario Severity Levels
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L1 Saudi Arabia-Iran War $150 |6 Months HEmee
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L4 Regional Conflagration $300 |5 Years Fé%rg;tb?g
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~ Historical Conflicts
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How the Scenario Impacts Your Business

Companies see sudden cost escalation in energy prices,
transportation costs, and most costs of goods and raw
materials. Goods shipped from Asia to Europe take longer
and cost more. Products sourced from the Middle East
become unobtainable, or have more expensive substitutes.
Markets see increased volatility. Inflation increases. Middle
East becomes a no-go zone for employee travel.

Threat Analysis
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Conflicts in the Middle East have shocked the price of
energy several times over the past half-century, from the
1970s Arab embargo following the Yom Kippur war, to each
of the Gulf Wars. Energy prices are particularly susceptible
to geopolitical events and to global changes in demand
and supply. The historical rate of conflicts in Middle East
affecting oil price suggests an annual likelihood of around
1in 10. The threat is increasing with US threats against
Iran.

Further Information
Middle East Conflict Scenario Presentation

China-Japan Geopolitical Conflict Stress Test Scenario

Geopolitical: Interstate Conflict
Scenario GS-IC-CZ:001-1

Scenario Type:
Global Macroeconomic
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