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Introduction to the scenario
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Shen attack scenario narrative
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Scenario variants
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Sectorial impacts
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Global and regional economic 
losses
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Insurance loss estimations
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Conclusions



 

 



 

 

https://www.lloyds.com/news-and-risk-insight/risk-reports/library/technology/bashe-attack










 



 









 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 





 





 



− 

− 

− 
− 

− 

− 

− 

− 

− 
− 

− 

− 
− 

− 

− 

− 

− 

− 
− 

 



− 

• 

− 

• 

− 

• 

− 

• 

• 

• 

• 



 



𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝐶𝑜𝑠𝑡𝑠 =   (𝐴𝑛𝑛𝑢𝑎𝑙 𝑇𝐸𝑈 𝑡𝑢𝑟𝑛𝑜𝑣𝑒𝑟 ÷ 365 𝑑𝑎𝑦𝑠) × $500 𝑝𝑒𝑟 𝑑𝑎𝑦

𝑅𝑒𝑔𝑢𝑎𝑙𝑡𝑜𝑟𝑦 𝑎𝑛𝑑 𝐷𝑒𝑓𝑒𝑛𝑠𝑒 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒 =   (𝐴𝑛𝑛𝑢𝑎𝑙 𝑇𝐸𝑈 𝑡𝑢𝑟𝑛𝑜𝑣𝑒𝑟 × $1 𝑝𝑒𝑟 𝑇𝐸𝑈) + $10,000,000

𝐶𝑦𝑏𝑒𝑟 𝐷𝑎𝑡𝑎 𝑎𝑛𝑑 𝑆𝑜𝑓𝑡𝑤𝑎𝑟𝑒 𝐿𝑜𝑠𝑠 =   (𝐴𝑛𝑛𝑢𝑎𝑙 𝑇𝐸𝑈 𝑡𝑢𝑟𝑛𝑜𝑣𝑒𝑟 ÷ 365 𝑑𝑎𝑦𝑠) ×  𝑜𝑓 𝐷𝑎𝑦𝑠 𝑃𝑜𝑟𝑡 𝑖𝑠 𝐶𝑙𝑜𝑠𝑒𝑑 × $50 𝑝𝑒𝑟 𝑇𝐸𝑈
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𝑃𝑒𝑟𝑖𝑠ℎ𝑎𝑏𝑙𝑒 𝐶𝑎𝑟𝑔𝑜
= ((𝐴𝑛𝑛𝑢𝑎𝑙 𝑖𝑛𝑠𝑢𝑟𝑒𝑑 𝑇𝐸𝑈 𝑡𝑢𝑟𝑛𝑜𝑣𝑒𝑟 ÷ 365 𝑑𝑎𝑦𝑠)

× 𝑃𝑟𝑜𝑝𝑜𝑟𝑡𝑖𝑜𝑛 𝑜𝑓 𝑃𝑜𝑟𝑡𝑓𝑜𝑙𝑖𝑜 𝑤ℎ𝑖𝑐ℎ 𝑖𝑠 𝑃𝑒𝑟𝑖𝑠ℎ𝑎𝑏𝑙𝑒 (%)) × 75% × # 𝑜𝑓 𝐷𝑎𝑦𝑠 𝑃𝑜𝑟𝑡 𝑖𝑠 𝐶𝑙𝑜𝑠𝑒𝑑

× 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑐𝑜𝑠𝑡 𝑝𝑒𝑟 𝑇𝐸𝑈 ($)
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