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Presentation of Key Findings

 Research Methodology
« Assessment of the medium-term impact of Covid-19
« Consumer risks concerning fintech activities

« The landscape of digital regulatory and supervisory
infrastructure

- Global suptech mapping

« Policy implications and areas for future research



Number of respondent financial authorities
L} H: _E



Geographical distribution of respondents by region and World Bank income groups

Number of Percentage of jurisdictions | Percentage of
respondents | per region in the sample (%) | region covered (%)

East Asia and the Pacific 21 16 46

Europe and Central Asia 28 22 42

Latin America and the Caribbean 24 19 44

Middle East and North Africa 14 11 46

North America 3 2 100

South Asia 6 5 63

Sub-Saharan Africa 32 25 44

Total 128 100

!Highincome M Upper middle income
I Lower middle income M Low income



Prioritization of fintech due to Covid-19 (N=127)
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There has been an increase in the prioritization of fintech among respondents




Assessment of the medium-term impact of Covid-19

Perceived impact of fintech on regulatory objectives due to Covid-19

Adoption of digital financial
services (N=122)

2 4% 6%

Financial inclusion (N=123)
Market development (N=123)
Promoting competition (N=118) & 10%
Consumer protection (N=123)

Market integrity (N=120)

Financial stability (N=122)
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Fintech is seen as particularly supportive of adoption of DFS and financial inclusion



Assessment of the medium-term impact of Covid-19

Perceived risks in the fintech market due to Covid-19 (N=126)
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Respondents see cybersecurity and fraud and scams as key risks in light of Covid-19



Perceived increase of consumer risks related to fintech/DFS during Covid-19 (N=90)

| | |
486%

Fraud |

Unfair practice

Technology unreliability

Lack of transparency

Lack of protection

Money laundering/terrorist financing |
Financial exclusion |

Data loss

Provider failure or insolvency

Algorithmic bias

0 10 20 30 40 50 60 /0 80 90

Percentage of respondents

Consumer risks relating to fraud and related misconduct are perceived as the
top risk that has increased



Consumer risk and protection

Perceived increase of consumer risks related to fintech/DFS during Covid-19

Digital assets/cryptocurrencies (N=99) 31% 26% 16% 6% 5% 16%
Digital lending (N=100) 8% 19% 24% 22% 9% 18%
Equity crowdfunding and 9 9 9
digital capital raising (N=84) 17 2 S

Digital custody service providers (N=83) 23% 7%
Digital savings and deposits (N=98) 23% 16%

Digital banks (N=8¢) 9% 14%

‘

Digital payments (N=111) 18% 37% 30% 4% 8%

3%

Wealthtech (N=78)

Insurtech (N=76) BN
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Respondents see the growth in fintech and other forms of DFS as introducing new
and emerging consumer risks, and most pertinently in the digital assets sector




Challenges in identifying, measuring, and prioritizing consumer risks
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Insufficient data

Outside regulatory perimeter/remit
Capacity and resource constraints

Limited knowledge/expertise on fintech risks
Inadequate market monitoring tools

Difficulty balancing innovation/consumer protection

Challenges relating to enforcement
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The most frequently cited challenges overall in _identifying, measuring, and
prioritizing consumer risks are poor quality and/or insufficient data, and unclear
regulatory perimeter/remit




The landscape of digital regulatory and supervisory infrastructure (DRSI)

The survey section is a first effort to consistently evaluate the current landscape of
DRSI globally.

The effective regulation, supervision, and oversight of financial markets requires
digital infrastructure that provides regulators and supervisors with the data and
tools they need to carry out their functions.

DRSI refers to systems that electronically collect, process, and transmit information
to help financial authorities effectively regulate and supervise the financial sector
including, but not limited to digital financial services. DRSI provides financial
authorities with data and tools to enable them to carry out their functions.
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The landscape of digital regulatory and supervisory infrastructure (DRSI)

Status of DRSI applications within financial authorities

Authorization/licensing (N=126)
Supervision (N=126)

Enforcement (N=124)

Policymaking (N=124)

Financial stability (N=124)
Competition (N=122)

Financial sector development (N=121)
Consumer protection (N=121)
Issuance and settlement (N=124)
Regulatory innovation (N=122)
Domestic/interagency regulatory coordination (N=124)

International regulatory coordination (N=124)
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Consumer protection and supervisory functions are the most common DRSI

applications
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The landscape of digital regulatory and supervisory infrastructure (DRSI)

Status of DRSI within financial authorities per vertical

Payments (N=114) 59% 8% 10% 11% 12%
Banking (N=116) 54% 8% 10% 16% 12%
Cybersecurity (N=115) 39% 18% A 25% 3
Payment systems (N=’|’|4) 36% 12% 18% 15% 19%

Insurance (N=98) 25% 12% 10% 29%
Investment (N=98) 24% 15% 11% 20%
Digital identity and e-KYC (N=114) 17% 20% 24%
Digital assets (N=113) 13% 14%

Open banking (N=114) 12% 15%

Other (N=14) BACNENAD 14%

CBDCs (N=110) MERKEA 24% 33% 31%
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More respondents in advanced economies have currently active/operational DRSI
applications to enhance regulatory and supervisory capabilities in every category
compared to those in EMDEs



The landscape of digital regulatory and supervisory infrastructure (DRSI)

Challenges in developing DRSI (N=128)

Limited knowledge/expertise on DRSI
Availability of funding and resources
Legacy IT systems

Lack of capabilities

Poor quality data/insufficient data
Availability of necessary technology
Domestic collaboration

Lack of remit over DRSI

Resistance to breaking datasiloes
Legacy procurement processes

Lack of internal stakeholder buy-in
Institutional culture not conducive to innovation

International collaboration

Other
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Limited knowledge/expertise, and funding and resources, are the biggest
challenges in developing DRSI initiatives
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Status of suptech initiatives within financial authorities

B One or more suptech application(s) currently operational

M No suptech application(s)

Many financial authorities are also in the process of developing suptech
applications, strategies and/or roadmaps



Suptech mapping

Outcomes supported by suptech initiatives (N=83)

Enabling/improving risk-based supervision

Improved scope, accuracy, consistency, and timeliness of collected information
More efficient use of resources

Greater internal supervisor coordination and information flow

More efficient information flow between providers and supervisors
Enabling/improving evidence-based policymaking

Improved supervision of incumbents

Improved supervision of fintechs

Improved consumer outcomes

Improved conduct by providers

Larger share of financial sector under supervision

More efficient information flow between consumers and supervisors

Other cutcomes
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Financial authorities are leveraging suptech initiatives to support a range of outcomes



Suptech mapping

Challenges in developing suptech initiatives (N=88)
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Limited data analytics capability
Budgetary constraints

Data reporting and data quality issues
Legacy IT systems

Insufficient number of staff with IT skills
Inadequate IT infrastructure
Coordination with other organizations
Cultural resistance to change
Resistance to breaking data silos
Institutional culture not conducive to innovation
Lack of roadmap/strategy

Inadequate procurement procedures
Lack of management buy-in

Pushback from private sector

Other challenges

Note: Only respondents who answered positively (active suptech, planned suptech, and strategy/roadmap) in Figure 6.1 were included.

Limited data analytics capability and budgetary constraints are common challenges
in developing suptech initiatives



Policy implications

« Strengthen and enhance fintech-related consumer protection measures
« Develop a policy approach to digital assets
« Support enhanced cybersecurity frameworks, particularly in EMDEs

« Strategically strengthen digital and regulatory supervisory infrastructure

capabilities, and realise the potential of suptech

« Support capacity building and technical assistance in key areas



Assistance required by financial authorities
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EMDEs in particular are seeking assistance through research, technical assistance
and capacity building

19



