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FOREWORD

In March 2022, HM Treasury, the Competition and Markets Authority (CMA), the Financial Conduct
Authority (FCA) and the Payment Systems Regulator (PSR) announced the creation of a new Joint
Regulatory Oversight Committee (the Committee) as part of the Government and regulators’
commitment to build on the success of open banking. The Committee is determined to ensure that
the benefits of open banking are fully realised, and momentum is sustained. The industry and
other key stakeholders, including consumer and business representatives, play an instrumental
role in delivering these outcomes and the Committee has been keen to work closely with the
ecosystem to shape the future development of open banking.

To support this, the Committee convened the Strategic Working Group (SWG), a non-decision-
making consultative forum independently chaired by Bryan Zhang, to enable industry and
stakeholders to share their views and input into the vision for the future of open banking.

This final report provides extensive analysis and will form an important part of the input for the
Committee to consider as it develops its recommendations. The Committee aims to publicly set out
its recommendations relating to the vision for open banking, alongside the design of the Future
Entity, in Q1 2023. We expect it to include a roadmap to deliver that vision. Ahead of that
publication, we are keen to continue engaging with industry and broader stakeholders. Open
banking can only deliver its full potential if authorities and broader stakeholders work together.

Finally, we would like to thank Bryan Zhang and the SWG secretariat for overseeing a process that
has enabled wide-reaching stakeholder engagement and delivered a broad base of evidence and
insight at pace. We would also like to thank all the participants.

Sheldon Mills Chris Hemsley
Co-chair, Co-chair,
Joint Regulatory Oversight Committee Joint Regulatory Oversight Committee
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PREFACE

UK open banking is at a crossroads. Under the CMA Order the open banking ecosystem developed
rapidly and has brought benefits to millions of consumers and businesses. Looking beyond the
horizon, questions remain about its future direction, scalability and sustainability. The SWG
process was initiated by the Committee to examine these questions by consulting with a wide
range of ecosystem stakeholders, collecting empirical evidence at scale and collating views at pace,
to inform the development of a future roadmap for open banking in the UK.

Between September and November 2022, the SWG Secretariat designed and executed a series of
strategy sprints under the guidance of the Committee to understand better how to unlock the
potential of open banking payments, develop further data sharing propositions and ensure a
sustainable open banking ecosystem. The SWG process achieved a high level of engagement
thanks to the support and contribution of industry associations, fintechs and account providers,
end user representatives, independent subject matter experts, and other key ecosystem
stakeholders, resulting in 189 written submissions from 104 organisations.

It was my great pleasure and privilege to independently chair the SWG process and work with
stakeholders and experts across the UK open banking ecosystem. | was constantly in awe of
people’s passion for open banking and their drive to propel financial innovation to better serve
consumers and SMEs, whilst robustly protecting their safety and interests. It was also apparent
that many key issues are complex and fluid; firms and institutions can harbour highly nuanced
perspectives and it would be wrong to assume homogeneity in any stakeholder group or even
within an organisation; and while the evidence did highlight the existence of divergent views,
common ground and areas of alignment were also to be found. In essence, the challenges and
opportunities facing the UK open banking ecosystem are not unique, but intrinsically part of the
financial innovation process, which requires sound evidence, common understanding, multi-
stakeholder collaboration, strategic thinking and collective will for it to sustain, scale and benefit
end-users and the wider economy. | hope this report will go some way to help establish that
evidence-base, develop a common understanding, facilitate collaboration, crystallise strategy and
inform the decision-making by the Committee.

The structure of the report mirrors the framework we adopted for the two rounds of open banking
strategy sprints. The first half of the report focuses on gap analysis, which aims to understand key
gaps between the current state of open banking and a more optimal future state. It also analyses
how various stakeholders perceived these gaps and examines possible drivers underpinning their
perceptions. The second half of the report focuses on exploring a diverse range of potential
solutions, both in the short-term and in the long-term, that could bridge those gaps, ‘level up’ the
ecosystem and make it ‘fit-for-purpose’, including a discussion on the future industry structure
based on the evidence collected and views collated.

The SWG process wasn’t without its flaws and this report is by no means conclusive. | would like to
take this opportunity to express my gratitude to all participants of the strategy sprints for their
invaluable contribution to the process, despite the very challenging timeline. | am also immensely
indebted to the SWG Secretariat for its hard work, dedication and exemplary professionalism.
Finally, | would like to thank the Committee for its support and guidance. As the UK embarks on a
new chapter of open banking development and looks into the future of open finance and smart
data, | trust that the entire ecosystem will rise to the challenge and seize the opportunity.

Bryan Zhang
Independent Chair of the Open Banking Strategic Working Group
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EXECUTIVE SUMMARY

More than 6.5 million consumers and SMEs in the UK already use open banking-enabled products
and services, contributing to UK leadership in the fintech sector, with UK citizens and businesses
benefiting from increased competition, choice and innovation.

Last year HMRC stated that their adoption of open banking had saved the public purse over £500k
in bank fees! with more than £10.5bn tax collected to date through open banking payments,
demonstrating the efficiencies this new capability can deliver. In January 2023 the CMA
announced that the six largest banking providers had implemented all the requirements of the
Open Banking Roadmap?. In order to build on this success, the Government and regulators set up
the Joint Regulatory Oversight Committee (“the Committee") to take forward the development of
open banking beyond the CMA Order.

The co-chairs of the Committee, the FCA and the PSR, convened a Strategic Working Group (SWG)
to collect empirical evidence and collate views from industry and other stakeholders to input to
the future development of open banking in the United Kingdom.

The SWG created an open banking strategic sprint process to address questions set by the
Committee under three priority areas:

Payments Strategy Sprint: Unlocking the potential of open banking payments
Data Strategy Sprint: Promoting further data sharing in an open banking framework
Ecosystem Strategy Sprint: Ensuring a sustainable open banking ecosystem.

The process elicited a broad base of evidence and opinions about the future of open banking and
ways to best deliver that future. In total, over the course of two rounds of strategy sprints
conducted from September to November 2022, the SWG Secretariat received 189 written
submissions from open banking industry stakeholders, end-user representatives and independent
subject matter experts.

The first round of strategy sprints identified five main gaps between the current state and what
many respondents suggested was a more optimal future state for the UK open banking ecosystem.
The second round of sprints focused on identifying a range of possible solutions, both short-term
and long-term, that could bridge these gaps to unlock the potential of open banking payments,
further data sharing propositions and build a more sustainable open banking ecosystem.

It was evident throughout the SWG process that key stakeholders of the open banking ecosystem
share a desire for open banking to work well for consumers and businesses, enabling them to take
advantage of new ways to manage their finances and have more options for payments in a safe
environment.

However, despite this common desire it is evident that stakeholders have considerably different
views when it comes to the detail of how to achieve this. It is also clear that many stakeholders
have differing visions for the future of open banking and varied views on the forward-looking
agenda, including on the structure and funding of a Future Entity (or entities). This report aims to
reflect divergent views on key issues and identify areas of potential or emerging alignment. It

L https://www.globalgovernmentfintech.com/hmrc-open-banking-rollout-takes-in-24-more-tax-types/
2 https://www.gov.uk/government/news/millions-of-customers-benefit-as-open-banking-reaches-milestone
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provides empirical evidence to assist the Committee in considering and making decisions that will
shape the future of open banking in the UK.

1.1. Gaps and Perception of Gaps

The first round of strategy sprints focused on gap analysis and examined empirical evidence
collated from open banking payments, data and ecosystem sprints. The evidence received
suggested that there may be a number of gaps between the current and a more optimal future
state of open banking ecosystem. It is worth noting that since there is limited consensus on what
the future state entails, these gaps and the perception of them are often contested, with
stakeholders harbouring different views on their relevance or extent.

1.1.1. Ecosystem Reliability

The evidence pointed to a possible API availability and performance gap. Whilst some respondents
felt that firms’ APls had been performing well, improved over time and were meeting their
obligations, others were frustrated by the inconsistency of APl provisioning and argued that further
improvement was required to provide a more stable and reliable platform for open banking.
Further evidence illustrated a significant variance in conversion rates across firms, and across
channels (mobile app vs. desktop). Expert advisers also highlighted the growing criticality of open
banking reliability, particularly in the small business market where down-time or non-availability
have a particularly damaging impact.

Whilst all distributed networks will inevitably exhibit variance, the magnitude of variance in
performance and consistency was such that it was reported by some to undermine the reliability of
the whole system. Such participants felt that this was another clear indicator that improvement
was needed across the ecosystem and that there was an opportunity to “level up” to the
performance of the best.

In addition, the availability and quality of the performance data was limited and did not cover the
whole of the market. Whilst the CMA9 firms submit performance data, this is only a subset of the
market. Some TPPs provided data on availability and conversion rates but this had also not been
subjected to independent scrutiny.

1.1.2. Fraud

There was alignment across all stakeholders on the importance of ensuring that consumers and
SMEs are appropriately protected from fraud, in particular APP scams, when using open banking
payments. However, there were differing views on the appropriate response to this challenge.
ASPSPs and TPPs often had divergent views as to the quantum of new fraud risk introduced (or
reduced) by open banking payments. The evidence surfaced during the strategy sprint to support
the different positions, although useful, can be anecdotal, not sufficiently representative of the
whole market, or at too high a level to determine with confidence the extent, severity and root
causes of fraud.
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Many TPPs believe that banks’ current counter-APP fraud measures can have a significantly
detrimental effect on customer experience which undermines the reliability and viability of many
open banking use cases. They argued there were many cases of ‘false positives’ and provided
evidence that some ASPSPs’ counter-fraud measures could add excessive ‘friction’ in customer
journeys, and could restrict the development of the open banking payments market. High-value
payments are particularly impacted by fraud prevention measures, resulting in lower conversion
rates and customers of some ASPSPs being excluded from certain use cases.

However, some ASPSPs highlight that attempted and successful fraud in open banking channels is
higher than other channels, in some cases twice as high, based on their internal data. Therefore,
they believe that counter-fraud measures currently in place are necessary and proportionate.

There was widespread agreement that a robust evidence base was required to better assess fraud
and fraud prevention methods in open banking payments. A number of respondents also
highlighted the importance of considering the impact of the PSR’s potential changes to the way in
which APP fraud liability was allocated, which could have far-reaching implications for the way in
which open banking payment fraud is managed.

1.1.3. Enhancements to the existing standards

TPPs, some ASPSPs and expert advisers highlighted several gaps in the UK Open Banking Standard
which prevent open banking from better meeting end user needs. In contrast, most ASPSPs
typically felt that there was a limited case for any mandated enhancements of the standard. Some
of the improvements highlighted include:

e Requiring the use of more granular and consistent error codes and messages, to help
TPPs understand if something isn’t working and to communicate more clearly with end
users.

e Enhanced payment functionality (e.g., payment status or payment certainty), to enable
TPPs to have greater clarity as to whether a payment initiation has resulted in a successful
payment and so better meet the needs for retail payments.

e Enabling identification of participants in the payments and data flow to be shared in the
consent journey, rather than by software statements, and thereby bring greater clarity
and visibility to end users on the end recipient of data or beneficiary of payment.

1.1.4. Customer protection and trust

All participants recognised the need to ensure that customers were protected and able to obtain
redress if something went wrong. However, how this should occur and who should carry liability
for it were topics of significant divergence.

The need and design of a customer protection regime for account-to-account payments
demonstrated a very broad range of often contradictory positions across the ecosystem,
particularly in terms of the scope and coverage of protections that should be provided:

. Many ASPSPs and expert advisers argued for broad protections. These responses highlighted
the differential between the customer protections offered by card payments via Section 75
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and chargebacks and those available in open banking payments. Closing this differential was
required to support the expansion of open banking into other markets in their view.

. Some concerns were raised that the cost of provision of similar protections would increase
the cost of open banking payments comparatively, reducing the motivation to shift
payments.

. One expert adviser highlighted that the chargeback rights of cards was complex and what

was needed was a reliable and trusted method of payment.

. Several TPPs questioned the extent of a gap in this space, highlighting the clarity of the
Payment Services Regulations in terms of payment disputes (e.g., unauthorised transactions,
payment errors). Purchase protection (e.g., goods or services not received, bankruptcy) in
their view was a matter between the consumer and the merchant, with many situations
covered by existing protections if a consumer and merchant are unable to resolve an issue.

Some submissions suggested that education and communication may be one way to resolve the
impasse, but others challenged the view that consumers, particularly those in vulnerable
circumstances, would be able to discriminate between payment types and understand the
implications of the different protections offered.

As is to be expected, the issue of liability for the different types of consumer protection, (e.g.,
purchase protection, fraudulent merchants, payment errors etc.) also brought out divergent views
from stakeholders.

Trust was also a topic which prompted divergent views, with some large ASPSPs suggesting that
the current growth of the ecosystem indicating that trust was not a barrier. Others called for a
range of interventions to enhance trust, including communication, improvements in clarity of
language, education or trust marks.

1.1.5. Extension of open banking

Providing access to Variable Recurring Payments (VRPs) for non-sweeping use cases was
referenced in many of the submissions and there was divergence in how this service should be
brought about and the cost for access. Some TPPs recommended that access to VRPs for non-
sweeping use cases should be mandated on all the banks for all use cases. In contrast, ASPSPs
recommended that the offering of VRPs should be voluntary and be market-driven. Expert advisers
and some ASPSPs recommended ensuring that a liability framework and customer protection
regime (including redress mechanisms) is in place before extending VRPs beyond sweeping. A
range of possible options for the pricing of VRPs, which cut across respondent communities,
emerged as:

e Access to VRPs should be free in line with other payment initiation services; or
e Commercial agreements should be market-driven; or

e Price, or a price cap, should be set by an appropriate regulator; or

e Commercial fee arrangements should be set centrally by an independent body.

The expansion of data sharing beyond PSD2 was an area with widespread support. Most TPPs and
all expert advisers were of the view that an evolution to open finance was essential as soon as
possible. However, there was t also divergence of opinion across the ecosystem regarding which
data sets should be shared, what the priorities were and the drivers for expansion. Some
participants cited customers not understanding why certain savings products can be seen in open
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banking powered services but not others. Some respondents felt that sharing data on lending
products and other financial products would be of value to customers, particularly those in
vulnerable circumstances and to small businesses. It was noted that access to a wider pool of data
could provide new tools and resources to help consumers navigate the cost-of-living crisis.

The sharing of identity attributes was regarded by some as an important development of the
market, particularly to widen access and address exclusion, whereas others felt that what was
most important was that any initiatives aligned to the UK digital identity and attributes framework,
and existing identity initiatives (such as The Savings and Investment Alliance (TISA)) and to not
duplicate efforts.

The need for the wholesale expansion of open banking payments to support e-commerce is
another area where there is a perception gap in the long-term vision for open banking. Some
respondents felt that this development was important to provide a viable alternative for card
payments, whereas others felt that the issues of customer protection and a viable commercial
model need to be addressed before expansion of open banking payments is progressed.
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1.2. Plausible Drivers for Divergent Views on Gaps and Perception of Gaps

There is a myriad of plausible explanations why these gaps or perceived gaps exist among open
banking ecosystem stakeholders. From the written submissions and sprint discussion sessions, it is
evident that two of those plausible drivers for divergent views are: a) the lack of key empirical data
and b) difference in visions for open banking.

Lack of key empirical data and resulting inconsistency in interpretation

In order to have an evidence-based approach to resolve some outstanding issues within the open
banking ecosystem and discuss future development, various stakeholder groups need to have
access to up-to-date, consistent data sets to shed light on key issues such as API reliability and
fraud.

In terms of API reliability, there are simply no ecosystem-wide data sets of the performance of the
entire open banking ecosystem, nor is the available Ml broadly available. The large ASPSPs report

on API performance, but the response from the TPP community was that this does not reflect the

effective performance of the system and so additional metrics may be required. For example, the

evidence submitted by TPPs often cited customer journey completion rates as a more appropriate
metric than API performance. Other firms in the ecosystem are not subject to the same mandated
requirement of reliability or reporting under the current regime.

Given the strongly opposing views regarding tackling APP fraud, a more detailed and broad
evidence base would help ensure that there is a common understanding of where the actual and
potential vulnerabilities in open banking payments lie. This would enable ecosystem stakeholders
to determine the prevalence, extent and severity of fraudulent activities within the open banking
ecosystem and how it compares to other channels. This is very important for stakeholders to have
the same point of departure and work collectively on risk-based measures and fraud-related
issues.

There was also a lack of evidence of the cost to implement many of the developments. Large
ASPSPs often cited the lack of a business case for further developments whilst TPPs tend to
advocate for them. More data and evidence both on the cost side and the opportunity side
(perhaps through consumer and SME end-user research or/and looking at examples from other
jurisdictions) would enable evidence-based cost-benefit analysis.

Different perspectives on the future

From the responses received, stakeholders agreed with the broad direction of the vision, but had
different levels of ambition and varying views on how to achieve it. For most ASPSPs that
participated in the strategy sprints, further evolution of the open banking ecosystem needs to be
underpinned by reasonable commercial returns and the market should determine the
development path. Some trade associations and TPPs echoed this market-centric vision of the
future. However, many TPPs expressed concerns about relying solely on market forces to steer the
development of the open banking ecosystem. Expert advisers also echoed the need for regulatory
direction, highlighting previous examples of initiatives which had made little progress without clear
regulatory mandate.

Lack of aligned incentives

A misalignment of incentives underpins many of the gaps discussed above. For instance, in terms
of ecosystem performance, ASPSPs often cited the regulatory obligation to provide parity of
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performance with their digital channels and claimed that this was met. There is often limited
incentive for ASPSPs to invest further funds to deliver more than the regulatory minimum. Some
TPPs would question the extent to which parity has been achieved and many more wanted further
improvements in performance to support wider adoption of open banking.

The situation is similar regarding fraud, whilst respondents from across the ecosystem expressed a
strong desire to reduce the levels of fraud as well as the number of false positives (where a
legitimate transaction is blocked), the incentives may differ across various stakeholder groups. For
a bank, a false positive causes inconvenience for their customer, but the customer typically has an
alternative way to pay, and the consequences of not stopping a fraudulent transaction would have
a greater adverse impact on the customer and the bank (as they may have to refund the
customer). For a TPP offering payment services, a blocked transaction results in not being able to
provide a service to their customer and so undermines their whole business. Consequently, this
may impact the ability for banks to invest in capabilities to deliver the level of granular risk analysis
that TPPs desire (e.g., some uses cases, such as paying taxes, are less susceptible to APP fraud, but
are believed to be treated in the same way as other open banking transactions and so have the
same transaction limits).

Furthermore, at present there are limited commercial incentives to support the wholesale
extension of open banking. From the evidence, it is a challenge to see the emergence of a scalable
commercial model to support the voluntary expansion of VRPs for non-sweeping use cases and
overcome the potential barriers of customer protection and liability. At present there is also no or
limited incentive for data holders, such as savings or loan providers, to open access to further data
sets to support open banking access to savings or loans. Provision of access would require
investment and clarity on regulatory permissions or contractual frameworks, and without a
suitable pricing structure there is limited commercial benefit to the data provider.

There are also mis-aligned incentives around the expansion of open banking payments to support
ecommerce. Provision of open banking payments as a viable ecommerce payment option
represents a market expansion opportunity for TPPs, but for ASPSPs it would potentially
cannibalise existing interchange revenue streams and add costs if there is a need to handle more
payment disputes. Given the downside risk for ASPSPs, there is a limited investment case to
improve open banking system performance and functionality beyond the regulatory requirements.

Despite these at times misaligned incentives, there was significant common ground on the
aspiration to develop open banking for the benefit of the UK’s people and small businesses.
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1.3. Potential Short-term and Long-term Solutions to Bridge Gaps

The second round of strategy sprints focused on discussing a wide range of solutions, both in the
short-term and long-term, that could potentially bridge ecosystem gaps, unlock the potential of
open banking payments, further data-sharing propositions and put the development of open
banking on a more sustainable footing. As in the first round of strategy sprints, there is still limited
consensus on what solutions should be prioritised, how actions could be sequenced or the
mechanism(s) (e.g., regulatory or market-driven) through which a workable agenda can be
delivered. ASPSPs stressed the importance of carefully considering the costs and benefits, and
assessing need/demand, of any expansion of Open Banking, prior to embarking on developing
solutions. There are also widely divergent views on the structure and funding of Future Entity or
entities, underpinned by stakeholders’ different visions and varying degree of ambition.
Nevertheless, at least in the short to medium term, there seems to be some areas of alignment
and potential workable solutions to move forward.
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1.4. Unlock the Potential of Open Banking Payments

1.4.1. Thematic Priorities

Whilst there was a wide range of views on how to unlock the potential of open banking payments,
the evidence identified three broad thematic priorities:

Balancing fraud and friction

This area addresses the question of how to effectively protect customers from fraud (in particular,
APP fraud), without damaging customer experience through either declining legitimate payments
or adding unnecessary friction. Excessive frictions during the customer journey may adversely
affect payments completion rates, and the attractiveness of open banking payments, in particular
high value payments, to both payers and payees.

Improving ecosystem performance

There is wide agreement that a stable and reliable platform is a required foundation block for open
banking payments success. There is evidence that many propositions are not brought to market
because ASPSPs, especially smaller providers, across the ecosystem do not provide consistently
performing and available APIs, and because payment completion rates are inconsistent and/or low.

Expansion of Variable Recurring Payments (VRPs) beyond sweeping

There is significant appetite amongst stakeholder groups and particularly from representatives of
the retail community, to deliver these additional payments functionality to more use-cases, despite
the limited progress so far. However, it was recognised that VRPs have only recently been
implemented, and only by the CMA9 for sweeping.

1.4.2. Possible Actions and Prioritisation

Whilst there is limited alignment regarding the actions needed to implement changes, there is a
broad agreement that activities probably will need to be strategically sequenced and appropriately
carried out to avoid any potential consumer detriment or unnecessary cost. There is also
recognition that, whilst some actions may have external dependencies on, for example, revisions
to the regulatory framework, it may be possible and desirable for some work to take place
beforehand.

We have, as a result, set out such possible actions under three timescales — short-term (i.e., could
start immediately and might have a short-term impact, time period 12 — 18 months), medium-term
(i.e., could be dependent on the short-term activity, or more complex in nature to deliver, time
period 18 — 36 months) and long-term (i.e., has external dependencies or implementation will be
beyond 36 months). Some submissions highlighted the urgency of many of these actions and
suggested that by working in parallel, even some of the longer term actions could start to be
addressed immediately.

It should also be borne in mind that there is perhaps more clarity and alignment around what is
required in the shorter term than in the longer term. Many of the activities suggested cut across
more than one thematic priority.
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Short-term priorities

Detailed evidence collection

Stakeholder responses highlighted the need for better, and more granular, fraud data to be
collected from across the ecosystem (i.e., from all ASPSPs as well as from TPPs), in order to help
inform decision-making and the development of open banking payments. This is particularly
needed to inform the debate about fraud and friction, where data is fragmented, inconsistent, and
insufficiently detailed about use-cases and transaction values. In addition, whilst there is
agreement that payment journey completion rates have improved over time, there is a significant
disparity between some TPPs’ evidence and that of ASPSPs.

Transaction Risk Indicators (TRIs)

There was a significant level of alignment that TRIs could be helpful in improving fraud risk
assessment and therefore reduce the incidence of false positives, and that they needed to be
implemented consistently across the whole ecosystem (i.e., all ASPSPs and TPPs). A phased
approach to implementation was suggested by some respondents, starting with a technical
implementation only. This approach could mitigate some of the concerns raised in evidence,
recognising that ‘fraud declines’ and ‘limit declines’ are separate but linked items and may require
different solutions.

Standards enhancements

There were strong calls from TPPs, independent stakeholders and CMA9 ASPSPs for the Open
Banking Standard to be monitored and enforced across all ASPSPs in the ecosystem. There was also
broad agreement especially amongst TPP communities that other short-term priorities include:

. Improved status messaging, i.e., informing the TPPs of the status of the payment, by
providing the up-to-date payment status ASPSPs receive from the Faster Payments Scheme
(FPS).

. Improved error message consistency and granularity, i.e., ensuring all ecosystem

consistently apply current error codes, and adding additional codes to enhance the
information flow from ASPSP to TPP, to help TPPs communicate with their customers.

. Improvements to reliability across the whole ecosystem, i.e., “levelling-up”, which was
suggested by both ASPSPs and TPPs, including a focus on downtime and dealing with the
underlying causes of low payment completion rates.

Evaluate the use of VRPs in low-risk sectors

Many respondents and, in particular, representatives of retailers, expressed a strong appetite for
the expansion of VRPs beyond sweeping, although several obstacles to this expansion such as the
lack of a customer protection and disputes regime or the lack of a broad commercial arrangement
were identified. However, the evidence also highlighted some potentially low-risk sectors for the
expansion of VRPs, such as Government or utility payments. Evaluating ways to expand VRPs into
lower risk sectors could provide an opportunity to maintain the momentum for this new open
banking capability.
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Medium-term priorities
Codes of Conduct and Multilateral Agreements (MLAs)

The evidence provided suggested a range of mechanisms through which firms could work together
to enable a wider range of payments solutions that are not currently available in the market.
These mechanisms could be used to help solve multiple thematic priorities and could range from
simpler solutions such as agreement templates, to more complex solutions which have features or
components more akin to a payment scheme, such as trust mark, inter-firm compensation
arrangements, customer redress process, and liability models. A number of submissions were
sceptical that these issues could be effectively resolved without regulatory intervention.

There was little objection in principle to any of these proposed mechanisms, although many
stakeholders provided evidence to suggest that the market did not require any of them at this
time, and expressed confidence that ultimately, the market would find appropriate solutions if
there were a need. Other respondents favoured more concerted efforts to bring firms together,
with some (in particular TPPs and expert advisers) looking for regulatory intervention of varying
degrees, ranging from providing regulatory cover for voluntary or commercial agreements to
determining compensation arrangements.

The Secretariat, having considered the evidence provided, suggest that a phased approach may be
appropriate, with each phase building on the previous phases’ foundations and learnings, although
many respondents highlighted that these phases would require some form of regulatory
intervention in support. The phases of such an approach could be:

Phase 1: Code(s) of conduct or rule books

. Development of code(s) of conduct or rule books which all participating firms voluntarily
agree upon. These would not be contractual but may enable trust to develop between firms
(and potentially groups of firms) such that there is increased certainty as to the behaviour of
a firm in a particular situation. For example, a group of TPPs could agree a methodology for
implementing TRIs with a group of ASPSPs also agreeing to analyse their impact on APP
fraud risk, with a commitment to jointly reviewing effectiveness and next steps. The Future
Entity could play a key role in facilitating this.

° It is recognised that early phase activity could be supported by enabling a test environment
(such as a regulatory sandbox), so that groups of firms could work together to better
understand the potential customer impact and design appropriate levels of customer
protection based on empirical data, and if necessary, make changes to the design of the
code or rulebook, before making a commitment to implementation.

. Another example provided in evidence that could also be considered for a voluntary code or
rule book is the extension of VRPs into a limited number of low-risk or lower-risk use-cases,
with respondents suggesting these could include utility bills, charity payments, payments to
Government, and moving money into regulated investments.
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Phase 2: MLAs

° The development of MLAs was referenced several times as a potential solution for the
extension of VRPs into multiple additional use-cases. Approximately two-thirds of
respondents who mentioned VRPs believed that regulatory intervention would be necessary
to expand VRPs beyond sweeping, and 43% favoured capped or zero pricing rather than
leaving pricing to the market.

. Some responses also suggested that they could help address the other two thematic
priorities, potentially as a progressive development building on earlier non-contractual
codes or rule books. An MLA could cover issues such as liability, APl performance and
availability, customer protection and redress, inter-firm remuneration, and provision of
additional technical functionality (such as “Premium APIs”). Many participants referenced
the example of the EPC’s SPAA scheme as an example of one way to encourage ASPSPs (or
“data holders”, as now referred to by the EPC) to provide additional payments
functionalities (such as required to enable reverse payments or future-dated payments with
no fixed amount).

Long-term priorities
Scalable VRPs scheme(s)

Many expressed the view that the development of VRPs schemes could address a number of the
identified challenges in the market. There was a wide range of views on the appetite for, nature of
and desirability of regulatory intervention to facilitate the development of VRPs. Several
respondents also suggested that VRPs could potentially resolve key open banking payments
ecosystem performance issues, given the lower level of friction in VRP authentication compared to
single immediate payments (SIPs).

E-commerce scheme (or Account 2 Account Retail Transactions scheme — A2ART)

Whilst there was very limited reference in the evidence to a potential A2ART scheme, many
respondents wrote and spoke about the need for open banking payments to provide an alternative
method for paying for goods and services, in particular online. Others, including some TPPs, saw
open banking payments’ extension and expansion into e-commerce and POS retail transactions
being a relatively low priority area for now.

Alignment with the NPA

Whilst there is no clear demarcation between medium-term and long-term activities, many
respondents felt that it was important for the development of open banking payments, particularly
those requiring significant investment, to align closely with Pay.UK’s New Payments Architecture
(NPA). Examples cited included investing to deliver additional functionality such as payments
certainty, and whether that would still be relevant in the NPA, due to its instant payment
capability. Some ASPSPs suggested that Pay.UK and the Future Entity should work together to
develop the long-term UK payments strategy, to reduce overlap and maximise the potential of
both workstreams. Other respondents, largely TPPs, saw a more limited role for Pay.UK, and
expressed concern that alignment to NPA could delay resolving some of the immediate areas of
focus necessary to support the growth of open banking payments.
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1.5. Promoting Further Data Sharing

1.5.1. Thematic Priorities

Whilst there were varying views on how this should be achieved, most respondents agreed that
data sharing forms a necessary part of the future of open banking as a way to deliver consumer
protection, innovation and competition. The evidence identified two broad thematic priorities:

Additional data sets

There was widespread support for an expansion of open banking towards open finance, including
not only adjacent products such as savings and loans but also investments and pensions. Such
support came particularly from TPPs and expert advisers, and also from some ASPSPs. There was
also support for opening up access to non-open finance data sets such as identity attributes. This
expansion was seen as a key contributor to enabling innovation and addressing exclusion, whilst
also delivering good outcomes for consumers, including the vulnerable, and small businesses.

Reciprocity, whereby firms can only receive data if they also share it, was mentioned as a possible
mechanism to encourage sharing, both within and across product markets, and has been a driver
of expanded data sharing in some jurisdictions, such as Australia.

Data sharing infrastructure

This area refers to evidence provided by many TPP and independent respondents, that there is a
need to get the basics of open banking data sharing right by delivering higher standards of
reliability and customer experience, providing users with appropriate tools to understand and
control their data sharing, and ensuring that open banking delivers for all sectors of society
including vulnerable customers. Expert advisers highlighted the growing criticality of open banking
reliability, especially in the small business market where down-time and non-availability have a
particularly damaging impact.

1.5.2. Possible Actions and Prioritisation

There is substantial alignment around the potential for using enhanced data sharing to help reduce
fraud and the benefits of “levelling up” the performance of all ASPSPs to the standards of the
CMAY, and some alignment on the need to examine ways to improve consumer transparency and
control.

There is however significant divergence regarding the sharing of potential additional data sets (see
below). In TPP responses the focus was predominantly on expansion initially into adjacent financial
products, including savings and investments, which would provide TPPs with a holistic view of a
consumer’s financial situation. Banks, on the other hand, identified access to sources of
government held identity attributes as more import. This information could be used to improve
onboarding, verify identity and reduce fraud.
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Figure 1: Potential New Sources of Data

Potential new sources of data

TPP

Views also diverged regarding the current level of ecosystem reliability and, as a result, a lack of
consensus on actions that could be taken to improve matters. To accurately reflect the range of
views from stakeholders, we have set out possible actions and areas of prioritisation under three
timescales — short-term, medium-term and long-term.

Short-term priorities

Detailed evidence collection

The responses received identified that better, and more granular, evidence needed to be collected
from across the ecosystem, i.e., ASPSPs and TPPs, to aid policy makers and regulators in their
decision-making. Respondents suggested that data is required on standards adherence, API
performance and availability, and customer journey completion rates.

Vulnerable customer propositions

There was limited evidence of effective open banking propositions aimed at vulnerable customers,
primarily due to a lack of commercial return and viable commercial model. However, there was
agreement in the benefits of doing so with a wide range of ideas for further work to be
undertaken, under three main themes, with many suggesting setting up an industry working group
that would:

o  Work with charities and consumer groups to undertake research with people with lived
experience of vulnerability. This research could also be incorporated into the FCA
Financial Lives Survey.

e Explore and understand the reasons for withdrawal of services aimed at vulnerable
groups.

e Investigate the potential of sandbox environments (regulatory or digital sandboxes) to
help firms develop new services with vulnerable customers in mind.

Improving reliability and consistency
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Many TPPs and a few other respondents felt strongly that there was still substantial work to do to
improve the foundation layer of open banking, before extending to other data sets. Potential
actions proposed included:

. Broadening the scope and level of conformance monitoring across all ASPSPs, and focus on
improving conversion rates, customer journey consistency and technical reliability.

. Delivering more helpful and precise information through more consistently implemented
and more granular error codes (while recognising many banks’ concerns about fraud, GDPR
and AML risk).

. Speed up and improve the process for evolving the Standard to the needs of the market.

Data sharing to prevent fraud and prevent exclusion

In addition to the proposed actions referenced earlier concerning APP fraud, there was also
significant cross-stakeholder alignment on the potential benefits of using open banking data to
prevent both payment and other types of fraud. This included providing additional account and/or
identity attributes in the API, which could also have the positive consequence of improving access
to financial services for underserved sectors.

Medium-term priorities
Exploring forms of MLAs

The evidence provided suggested a few possible mechanisms through which firms could work
together to enable a wider range of data sets to be shared than is currently required.

Such mechanisms ranged from voluntary Codes of Conduct or rule books through to more
sophisticated contractual MLAs, although many submissions were sceptical that progress would be
made without some form of regulatory mandate.

The Secretariat considered that a phased approach, with each phase building on the previous
phases’ foundations and learnings, may be an appropriate and constructive way to represent the
options suggested by respondents. However, it was clear that many respondents also considered
that these phases would need to be accompanied by regulatory intervention. A number of
respondents highlighted that markets which had made the most progress in opening up data
sharing had been those with clear regulatory mandates.

The phases of such an approach could be:

Phase 1: Code(s) of conduct or rule books

. Development of code(s) of conduct or rule books which all participating firms voluntarily
agree upon. It was suggested that this might be an appropriate solution for products
adjacent to bank payment accounts, e.g., savings, where a relatively limited set of technical
changes would be required.

. Early phase activity could be supported by enabling a test environment (such as a regulatory
sandbox or a digital sandbox), so that groups of firms could work together to better
understand the potential customer impact based on data and, if necessary, make changes to
the design of the code or rulebook.
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Phase 2: MLAs

. Whilst more complex, many respondents suggested that a contractual approach would be
required for sharing of more complex data sets such as investments. Such MLAs could cover
issues such as liability, standards conformance, API performance and availability, customer
protection and inter-firm remuneration (if applicable).

. These MLAs would also ensure that end user interests are appropriately prioritised and be
open to external scrutiny and challenge. Some respondents noted that wider data sharing
could be encouraged if such MLAs included some reciprocity principles, in order to
incentivise the provision of additional data from a wide range of providers across sectors.

Transparency and control

Some ASPSPs and most expert advisers suggested that open banking would only be able to scale if
it successfully addressed the issue of onward sharing (i.e., providing the user with clear
information on what data had been shared by the regulated TPP to whom, and enabling the user
to easily invoke their rights to cancel permissions). The two main solutions proposed in this regard
were:

. To enhance the visibility of onward shared parties in consent journeys and on banks’ access
dashboards.

. Improve (and potentially, subject to regulatory agreement, mandate) TPPs’ consent
dashboards.

A minority of views went further, calling either for the regulatory perimeter to be expanded to
include parties receiving open banking data, or for regulated AISPs to be considered data
custodians, with a responsibility for monitoring and reporting on the activities of the firms it
onward shares data with.

Long-term priorities
Integration with Open Finance and Smart Data framework

Many respondents noted that it would be helpful for future data sharing developments in open
banking to have a clear pathway to open finance and progressively align to the strategic work
being undertaken by the Government on developing Smart Data. The importance of maintaining
momentum for the delivery of long-term objectives was referenced by many respondents.

Alignment with Digital Identity infrastructure

Whilst there were divergent views on the extent to which digital identity (and, in particular,
identity attributes) should be one of the considerations in developing open banking, there was
broad acceptance that activity needs to align with the framework being put in place by the

Department for Digital, Culture, Media & Sport (DCMS) and other stakeholders. Many respondents
recognised that the wider the reach of open banking, open finance and smart data, the more
important it will be to resolve digital identity related issues.
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1.6. Ensuring a sustainable open banking ecosystem

1.6.1. Clarity of Vision and Ambition to Act

Many respondents felt that it was difficult to determine what the roadmap might be without
clarity on the vision for open banking, with a number seeking more guidance from regulators about
their vision and the outcomes that they wanted to achieve. It was clear from responses that there
were differences amongst participants’ ambition for the development of the open banking
ecosystem. Typically speaking, TPPs were more expansive in their ambition, that dovetailed with
the Government’s broader agenda regarding Smart Data, compared with that of ASPSPs. However,
this was not universally true with individual views falling across a broad spectrum. Maintaining the
UK'’s international standing as a leader in open banking and a global hub for fintech was also
mentioned many times.

1.6.2. Ecosystem-wide Priorities

This area refers to ecosystem level priorities, typically across both payments and data, proposed in
evidence to drive conformance, security, trust, adaptability and good outcomes for end users.

Whilst there was alignment regarding the need for a more proactive approach in developing the
ecosystem, not all participants were aligned on which specific activities should be prioritised or the
most appropriate way to achieve desired outcomes. These priorities are therefore set out based on
areas which had broad based but not unanimous support. These areas are also closely inter-
connected with the priorities set out on the Payments and Data sprints.

Conformance & Performance

This was an important topic in both the Payments and Data sprints, as it was for the ecosystem
stakeholders. Several participants set out clearly how greater adherence to the Standard and
improved performance would drive increased levels of end-user trust and adoption, as well as
enabling TPP propositions to come to market more easily and enabling such propositions to better
serve customers. Many submissions reflected on the inconsistencies in the market between CMA9
and non-CMAZ9 banks, but in aggregate the evidence called for the performance of the whole
market to be enhanced.

There was not, however, clarity on how such conformance should be driven, with some
submissions suggesting a Future Entity could take on monitoring and conformance powers, others
suggesting regulators could perform this function and others suggesting that market forces alone
could drive the required improvements. Resolving this emerges as a key question for the
Committee to consider as it relates to the functions and structure of the Future Entity or entities.

Trust and awareness

Consistency and transparency emerged as key levers to improve trust, but a few submissions went
further. On awareness, there was limited appetite for a fully-fledged end-user marketing
campaign. However, there were a few submissions that suggested that more focused campaigns
and communications to promote the awareness and adoption of open banking are warranted,
leveraging the support of Government.
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An effective disputes system was also critical to driving trust in the responses received, even if
there was not clarity on whether disputes should be managed through a centralised system or
through a decentralised, point-to-point structure guided by a high-level rule book to guide
participants on ‘grey area’ liability questions. The final aspect of trust which was identified in
evidence was the importance of security and resilience of the ecosystem.

End user outcomes

Although many industry participants did not focus on this area, it was emphasised very clearly in
submissions by expert advisers, who considered it essential that there was ongoing tracking and
monitoring of whether open banking was delivering good outcomes for end users and any risks or
detriment was being identified and effectively responded to. A number of responses for example
highlighted the importance of considering not just the positive benefits for users of open banking
but also considering any negative impacts such as exclusion from those who don’t adopt or those
who are not digitally included.

Evolving the Standard

Once again, this priority emerged in both the Data and Payments sprints, but there was a broad
agreement that the Standard should develop in line with the market and the evolving needs of
participants and end users. This should be a key function of the future custodian of the Standard,
to prevent splintering of open banking and proliferation of functionality outside the Standard,
whilst ensuring that it evolves to reflect changes in the market.

Long-term alignment to broader initiatives

Evidence was consistent that the evolution of open banking needs to dovetail with broader
initiatives. In Payments, a common theme was the need to integrate the longer-term vision with
the NPA and broader strategy for the evolution of UK Payments. In data, there was powerful
evidence about the need to integrate open banking data sharing with the evolution of open
finance and Smart Data. Several submissions referred to the importance of the UK maintaining its
position as a global leader in fintech and suggested that without visionary thinking and a clear
evolution from the current state to a future industry structure this position could be lost.
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1.7. Future industry structure

1.7.1. Successor Entity to the OBIE (or “Future Entity”)

A broad range of views were submitted regarding the future structure of the ecosystem to support
the successful development of open banking. There was a general view that some form of
successor entity (or entities) to the current the OBIE would be required, although there was limited
agreement on the nature, scope or authority of that entity (or entities). There was, however, a
strong preference from many stakeholders that the Future Entity (or entities) should assume the
role of a central standard setting body to develop and maintain future Open Banking Standards,
with respondents seeing a potential role of the Future Entity as a standards centre of excellence
with a broader remit than open banking, thereby supporting the development of long-term open
finance and Smart Data capabilities and digital financial infrastructure for the UK economy. A
number of ASPSPs highlighted the importance of setting up a Future Entity and felt it should be the
first step in the further development of open banking.

It was also highlighted by a range of submissions, that the Future Entity should have a clear remit
to focus on the needs of consumers and small businesses, and to ensure that their views are
effectively represented in its governance.

1.7.2. Core Activities

A strong emerging theme from the evidence was that certain services should be seen as core to
the future development of open banking, which for practical reasons need to be provided
centrally. Examples provided by respondents regarding these essential activities were:

Maintaining the Open Banking Standard to ensure it stays relevant.

Collecting and collating MlI, and obtaining additional evidence to help decision-making.
Monitoring standards conformance. However, there was some divergence as to whether the
Future Entity would provide evidence and outputs to regulators or if it would be given
powers to enforce adherence and conformance on participants.

1.7.3. Non-Core Activities

Beyond these core activities there are some support services, currently delivered centrally by the
OBIE which, although they may be essential, could be delivered in alternative ways. Examples
suggested by some respondents included:

Trust services, e.g., entity identity certificates and permissions checking.
Implementation support.
Ecosystem promotion.

There were considerably divergent views as to how trust services could be delivered in future.
Some respondents felt that how this framework is delivered — currently, via the OBIE’s Open
Banking Directory — should be reviewed, and that alternative delivery models may improve
resilience, scalability, and be more affordable, for example trust services could be delivered to an
agreed Standard by a number of providers as demonstrated in other jurisdictions. TPPs were not
averse to change but cautioned that any changes may risk disruption to the market and any
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potential disruption had to be carefully managed. A key principle that many respondents
supported was that the Future Entity should only support activities that cannot be provided by the
market.

1.7.4. Possible Model

Interpreting evidence presented, a possible model for the Future Entity is that its role is limited to
the provision of a limited number of core services i.e., standards development, Ml collation and
conformance monitoring, with other services being delivered in a variety of ways, i.e., by the
Future Entity, by another entity (or entities), or via the market. This approach would potentially
deliver a single focused, centrally governed and funded standards body which could be scalable
into a centre of excellence for standards development, spanning cross-sector open data initiatives.
Harmonisation across implementations and reducing costs of scalability (e.g., when moving from
open banking to possible open finance use cases) was considered by many respondents as sensible
and desirable. Some ASPSPs recommended the rapid transition of essential ‘core activities’, and
the prioritisation of an assessment of how best to disperse or discontinue non-core activities, such
that they do not become embedded in and encumber the Future Entity.

1.7.5. Alternative Models

A few respondents envisaged that a Future Entity might continue to deliver centralised services,
such as Directory services, as currently provided by the OBIE. However, this was a minority view
and several stakeholders cautioned against this approach, particularly if the entity were to take on
a broad role with a wide range of responsibilities, which might have complex implications for
funding, liability and governance arrangements.

A very small number of respondents did not believe a Future Entity was needed. However, this was
opposed by many respondents on the basis that it would result in a highly fragmented ecosystem
leading to lower consumer and SME adoption, and the potential marginalisation of open banking
use cases and developments.
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1.7.6. Funding

Respondents generally noted that it was challenging to precisely determine the optimal funding
model without knowing what services the Future Entity will provide to deliver for what kind of
open banking future. However, there was strong agreement that the development of a sustainable
funding model, requiring contributions from a wide pool of industry participants, is required.
Although there was further alignment to the principle that any funding model needed to be fair
and equitable, there was limited detail regarding how that could be achieved.

Funding options such as membership fees, regulatory levies and pay per usage fee were featured,
but there was no consensus on an optimal approach or even the extent to which different funding
methods might be appropriate for each of the Future Entity’s activities. Some stakeholders
suggested a mixed source and mechanisms of funding would be necessary and represent a
constructive way forward. A few respondents considered that these activities should be publicly
funded given the importance and potential of open banking for the wider UK financial system and
the economy.

A few expert advisers noted that any future funding approach needed to ensure that there was no
correlation between the level of funding and funders’ influence on the future direction and
strategy of the Future Entity. Some also highlighted the importance of ensuring that the interests
of consumers and SMEs were prioritised under any future governance structure.
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INTRODUCTION

1.8. Background

The Joint Regulatory Oversight Committee (“the Committee”), the cross-authority taskforce
responsible for the oversight of open banking in the UK, set up a strategic working group (SWG) in
August 2022. The purpose of the SWG process was to bring together industry and other
stakeholders to provide the Committee with expert input into the vision and strategic roadmap for
further developments in open banking.

The Committee’s co-chairs, the FCA and the PSR, appointed Bryan Zhang? as the Independent Chair
of the SWG and asked the OBIE to act as secretariat and provide administrative support. The
Independent Chair worked in consultation with the Committee to appoint members to the SWG
and expert panels (on data and payments), representing open banking ecosystem stakeholders,
end users, and expert advisers (see Appendix 2 for a full list of members). A series of open banking
strategy sprints were held with the members of the SWG and expert panels from early September
to late November 2022.

1.9. Objectives of the SWG

The Committee initiated the SWG process to:

1. Collate views and input from industry and broader stakeholders into the vision and strategic
roadmap for further development of open banking. This includes consideration of the
priority areas outlined in the Joint Regulatory Statement:

o Unlocking the potential of open banking payments such as through account-to-
account retail transactions.

o Enabling end-users to share data and manage access with trusted third parties.
o Developing further data sharing propositions, including for consumer protection.
2. Provide the Committee with stakeholders’ views on the priorities, long-term governance,

and funding options for the Future Entity, to ensure it is set up, resourced, and funded on a
sustainable and equitable basis for the future. (The “Future Entity” is the term used to refer
to an appropriate successor to the Open Banking Implementation Entity).

3. Provide views to the Committee on what activities should be taken by the Future Entity and
whether activities should be taken forward by organisations other than the Future Entity to
achieve the desired objectives.

4. Address any other requests the Committee might have.

3 FCA announcement 9 August 2022 and PSR announcement 9th August 2022
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1.10. Methodology — collecting evidence

The Independent Chair of the SWG, in consultation with the Committee, decided to gather data
through two series of virtual thematic “strategy sprints”, each focusing on one of three key areas:

1. The Payments Strategy Sprint: unlocking the potential of open banking payments.
2. The Data Strategy Sprint: promoting further data sharing in an open banking framework.
3. The Ecosystem Strategy Sprint: ensuring a sustainable open banking ecosystem.

Expert Panels were set up to carry out the Payments Strategy and Data Strategy Sprints, whilst the
SWG members conducted the Ecosystem Strategy Sprint themselves. The Committee provided a
set of questions for each sprint, with Panel Members (for Payments and Data Strategy Sprints) and
SWG members (for Ecosystem Strategy Sprint) encouraged to submit evidence-based written
responses. General submissions from the full range of open banking participants were also invited.
Panels met at the commencement of each Sprint which culminated in a two-hour panel session on
Microsoft Teams, with minutes of each session published on the SWG website*.

The SWG website includes the full list of questions® set by the Committee and the list of SWG and
expert panel members (please see the full list of members in Appendix 2).

The first series of strategy sprints were conducted in September and October to answer the first
set of questions set by the Committee. The focus of the first sprint was to identify potential gaps
between the current state of open banking ecosystem and a more optimal state in the future.

A second series of sprints, based on a new set of questions from the Committee, was conducted in
November and December and has been considered together with the findings of the Interim
Report, published on 14 October 2022. The focus of the second sprint was to identify what further
evidence is required to assess the state of play today; what activities should be prioritised and
what actor(s), including regulators and the Future Entity (or entities) should play what kind of role
in operationalising the priority issues.

A Draft Final Report, based on the evidence gathered from both series of sprints was issued to the
Committee, the SWG and members of the Expert Panels on 21 December 2022. Feedback was
received from the Committee and 14 respondents.

Informed by the feedback received the Secretariat issued this Final Report for the Joint Regulatory
Oversight Committee in February 2023.

4 https://www.openbanking.org.uk/swg/
5 https://www.openbanking.org.uk/wp-content/uploads/JROC-Questions-.docx
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Figure 2: Timeline and milestones of the SWG open banking strategy sprints
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1.11. Engagement

In total, the SWG Secretariat received 189 pieces of written evidence from 104 different
organisations, and 88 people representing 71 institutions attended the SWG and panel sessions. In
addition, 100 people representing 89 institutions attended two public SWG information sessions.
Table 1 below provides detail of written submissions received and the composition of respondents.

Table 1: Number of submissions received for each sprint

Sprint Round 1 Sprint Round 2

Note: The Strategic Working Group undertook Ecosystem Strategy Sprints.

Written submissions were received from a wide range of respondents representing all sections of
the UK open banking ecosystem as demonstrated in Figure 3 below:

Figure 3 — Range of respondents

Independent expert
ASPSP

Specialist Expert

Trade Associations

Digital & Payment
Platform

Card network

Note: To ensure participant confidentiality is maintained in the report, card networks and digital and
payment platforms are collectively referred to as platforms and specialist experts and end user experts are
collectively referred to as expert advisers.
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1.12. Analytical Frameworks

For the first round of sprints, a common analytical framework was employed consistently to
examine and analyse the evidence collected through written submissions and to facilitate strategy
sprint discussion sessions. This framework was underpinned by gap analysis to identify key issues,
or “gaps”, between the current state of open banking and a more optimal state in the future.
These include:

e Gaps which affect the decisions of providers and potential providers of services to
create and enhance customer propositions.

e Gaps which influence consumers and businesses to adopt or continue to use open
banking-based propositions.

e Gaps in the support aspect of the customer journey, including what happens when
something goes wrong.

Through 109 written submissions received in the first sprint, respondents identified a wide range
of gaps which are summarised in this report. We also examined how different stakeholder groups
might perceive these gaps differently, resulting in ‘gaps of perception’ on certain key issues. Where
relevant, we have also employed a ‘consumer-centric’ lens to consideration of the issues,
particularly consumer choices, experience, and protection.

The focus of the second round of sprints was on the vision for open banking, its evolution towards
open finance and A2ART and how to ‘operationalise’ a variety of activities. The analytical
framework employed in this sprint was based on a combination of thematic prioritisation,
consideration of sequencing, responsibilities for implementation and potential timescales of
activities, identified from the written evidence that was collected. Short-term was defined as 12 to
18 months, with long-term recognised as being more than 18 months, in line with the guidance
issued by the Committee.

It should be noted that whilst a significant volume of evidence was received in relation to the first
round of sprints, to highlight and quantify specific gaps, the availability of empirical data
concerning future approaches to addressing gaps was much more sparse and inevitably most
responses to this part of the process were opinion-based.

In addition to the work of the Secretariat in summarising and synthesising the evidence and views
presented, the Committee had direct access to a wide and representative range of first round
submissions, and all non-confidential second round submissions (confidentiality provisions were
amended between sprints).
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1.13. Constraints

A minority of respondents raised concerns relating to the process and noted that the ambitious
timetable for the sprints and lack of time to gather data had hampered their ability to contribute
evidence. They noted that this may have resulted in inputs based more on opinion rather than
empirical data, which may not necessarily provide a sound basis to determine what new
functionality or improvements are necessary or desirable for the ecosystem.

It was further noted that, despite the involvement of independent consumer and small business
experts in the process, a limitation of the methodology was that the views of the end users of open
banking-enabled products were not directly sought. A small number of respondents questioned
the scope and structure of the questions set by the Committee, and expressed concerns that some
important issues in their view, were not satisfactorily covered.

Neither the SWG nor the Secretariat were in a position to make specific recommendations
pertaining to the future roadmap of open banking to the Committee per the mandate of the SWG,
as defined in its Terms of Reference.
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KEY FINDINGS FROM THE STRATEGY SPRINTS

1.14. Summary of findings from Payments Strategy Sprints

The Payments Strategy Sprints were focused on collecting evidence to enable the realisation the
Committee’s objective of “unlocking the potential of open banking payments”. Payments Sprint 1
focused on identifying several key gaps between the current state of open banking and realising the
stated ambitions for the future. Sprint 2 focused on exploring priority initiatives to realise this
objective. Whilst there were many areas of debate in the process, some broad conclusions and
choices can be drawn out for consideration by the Committee. These are structured around the four
key gaps identified in Sprint 1 and the three key priority areas identified in Sprint 2.

1.14.1. Key Gaps Identified
1.14.1.1. Gap 1: Underpinning Data

There was a general aspiration to progress open banking payments and work towards the realisation
of the vision set by the Committee. However, participants suggested that objective and reliable data
on the performance of the open banking payments ecosystem on important topics such as fraud
levels, conversion rates and API availability would help to make better decisions on the way forward.
Whilst individual participants submitted powerful data, without any ability to verify or cross-
reference it was hard to draw firm conclusions across the open banking ecosystem, particularly as
much of the data was contradictory. For example, a few ASPSPs submitted data showing that fraud
levels were higher on open banking payments than other channels, a view challenged by TPPs. TPPs
on the other hand submitted data which showed low conversion rates, particularly for higher value
transactions.

1.14.1.2. Gap 2: Customer Choices

Most respondents supported development of open banking payments in line with the broad vision
set by the Committee, but recognised that there were three important gaps that prevent merchants
and other beneficiaries from adopting open banking payments at scale.

The first area of note was functional gaps. Whilst many proposed technical enhancements were
provided in evidence, the most consistent case was made around functionality to enhance the level
of certainty as to whether the payment was executed, the status of the payment or why it had failed.
The other critical area of requested functionality was extending VRPs to non-sweeping use-cases,
which was championed by TPPs, but not by many ASPSPs.

The second area related to performance. There was substantial evidence from across the ecosystem,
in particular from TPPs, that the levels of payment conversion, reliability and resilience will need to
be higher to enable more payments use-cases to be viable.

Third, there was evidence that an asymmetry of costs and incentives within the ecosystem was a
fundamental impediment to an expansion of open banking payments into areas such as e-
commerce, broader Account-to-Account Retail Transactions (“A2ART”) and non-sweeping VRPs.
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1.14.1.3. Gap 3: Customer Experiences

As well as the barriers to adoption by merchants, Sprint 1 also identified barriers to broader
adoption of open banking payments by consumers and small businesses for high value transactions.

The main gap identified in this space was that the level of reliability and successful completion was
too low, particularly for high value transactions, which in many cases were restricted. Many ASPSPs
in their submissions provided evidence that legitimate fraud prevention measures and payment
limits necessitated stopping or investigating many transactions, but TPPs provided some compelling
evidence about the impact that this was having on the customer proposition.

The effect of this, irrespective of the cause, is that many high-value open banking payments get
declined and additional frictions can enter the journey, such as extra screens or calls. One TPP
mentioned that new payee limits — and for many e-commerce use-cases most payers have no
existing relationship with payees — were capped as low as £2,000 in the case of one large UK bank.
Given that the underlying economics of open banking payments is more favourable to TPPs with
high-value payments use-cases, this is a substantial issue.

1.14.1.4. Gap 4: Customer Support

Sprint 1 identified two critical gaps in terms of supporting customers using open banking payments,
both related to issues when things go wrong and ensuring that the ecosystem has the right rules and
processes in place.

The first gap which most ASPSPs and expert advisers identified related to effective customer
protection — in particular, regarding some retail transaction types — that could expose payers to
detriment and undermine trust in open banking payments. Evidence was contradictory here, with
many respondents including expert advisers and banks arguing additional protection is essential for
open banking payments to succeed. TPPs and many retailers, however, argued that this would add
cost, complexity and hold back the development of open banking payments. A useful distinction was
drawn during discussion sessions between payment disputes and purchase disputes. Payment
disputes (for example, payment errors, payment not authorised) are not frequent and existing
mechanisms and regulation were described as sufficient today. Purchase disputes (for example,
where goods are not received, or a supplier goes out of business) are where the key gap was
identified by some participants.

The second gap related to dispute-handling in terms of rules and systems. One of the challenges was
predicting the volume and type of disputes that the open banking ecosystem will generate as it
grows and develops. Evidence highlighted that the volume and type of disputes will also be impacted
by decisions relating to purchase protection, and therefore these gaps are very closely connected.
For example, a broader customer protection regime will inevitably generate a higher volume of
disputes, as seen in the chargeback process in the cards ecosystem. A narrower customer protection
regime will generate less disputes.

1.14.2. Potentially Prioritised Initiatives
1.14.2.1.  Prioritised Initiatives Theme 1: Fraud and Friction

Approximately 70% of submissions supported a Future Entity collecting, verifying and publishing data
on fraud, conversion and overall performance to enable clear decision-making on this complex and
nuanced topic, and to provide a consistent fact-base for the ecosystem. Conversely, a minority of
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respondents suggested a regulator should play this role, or an industry body like UK Finance. There
were some calls for the data to be published at firm level, but most supported data being published
at an aggregated and anonymised level. 70% also stated that data should be published for both
ASPSPs and TPPs. Some responses highlighted an important consideration: effective, whole of
market data collection is likely to need some form of regulatory mandate.

Despite the conflicting evidence on this topic, there was broad acceptance that this was a priority
area to resolve. When analysing priorities supplied as part of Sprint 2, this area emerged as a key
priority for ASPSPs and TPPs alike. Only two large ASPSPs suggested that this was not an important
area of activity.

In the short term, there was broad support for deploying TRIs as an effective solution to address the
issue of fraud, provided that these are accurately completed for all transactions for all PISPs and
used as part of risk scoring by ASPSPs. Most submissions supported the expanded use of TRIs, with a
minority suggesting that to be effective their use would have to be mandated. No submission
opposed the adoption of TRIs.

Some respondents argued that the effective implementation of TRIs could resolve some of the issues
on payment limits, which were of considerable concern to many TPPs. Richer transaction-level risk
information would provide an improved alternative to blunt anti-fraud measures such as transaction
limits. TPPs were highly supportive of solutions that address the issues that the application of
payment limits currently cause.

Longer term, a few submissions considered more far-reaching solutions to the challenge of reducing
friction without enabling greater levels of fraud. Whitelisting certain destination accounts was
suggested by two submissions, but most considered that the ultimate solution probably lay in the
sharing of liability in some way between ASPSP and TPP. This, it was argued, will likely require some
form of contract, ideally an MLA, given that bilateral contracts have typically been identified in
evidence as:

o Inefficient — participants need to negotiate arrangements on an individual basis which is
time-consuming;

e Potentially discriminatory — smaller players have considerably less negotiating power
and can be excluded from market participation or afforded considerably less favourable
terms; and

¢ Insufficiently transparent — not enabling participants to see how rules are implemented
across the market and ensure equitable treatment in decision-making and peer review.

1.14.2.2.  Prioritised Initiatives Theme 2: Improving Ecosystem Performance

On payment functionality, Sprint 2 confirmed that the areas of greatest short-term potential related
to payment status and error codes. There was broad support for undertaking more work in this
space. Beyond this, many submissions considered that most other functional enhancements, whilst
of clear value and potential to drive adoption, should only be considered in the context of the NPA
but this need not delay the short-term initiatives. This underlined the importance in evidence of
working closely with Pay.UK on longer term payments strategy, particularly when considering
additional payments functionality required to address new market segments.
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A few respondents highlighted the importance of assessing true demand for new developments /
capabilities including testing with real customers, for example by using the regulatory sandbox,
and/or leveraging a digital sandbox which utilises synthetic data.

On the issue of protection, most banks and expert advisers favoured a strong protection regime and
most TPPs and retailers preferred to rely on the existing PSRs, sector-specific schemes such as ABTA
and the Consumer Rights Act to protect customers. Responses were either in favour of comparably
consistent protection, broadly equivalent to cards; or were opposed to replicating card-style
protections, seeing it as unnecessary or too complex. There was some nuance in responses,
however. Some submissions saw protection as important but considered that the market could solve
the issue. Others distinguished between types of protection and suggested that bankruptcy
protection should be offered but other types not.

The question of disputes saw more common ground, with most responses seeing this as an
important topic to resolve and ensure that the future ecosystem had an appropriate model to deal
with disputes. This was identified in responses from retailers as essential. The exact nature of this
solution and whether it should be centralised or decentralised was not clear in submitted evidence.
It did emerge as an area where additional work to scope and define options would be of value, with
the potential for the creation of a code of conduct / rulebook to assist firms dealing with disputes.
This code of conduct could additionally address consumer protection issues if common ground can
be found.

1.14.2.3.  Prioritised Initiatives Theme 3: Expansion of VRPs beyond sweeping

Most respondents saw some potential for a short-term expansion of VRPs into low-risk or lower risk
sectors such as government, charity, utilities and regulated investments. However, most were clear
that any longer-term expansion would require some form of intervention in terms of a regulatory
mandate, an MLA or regulatory actions on pricing (e.g., a price cap) and liability model. Some
considered that the market would solve such issues in time, but these views were in a minority.
Expert advisers also highlighted the importance of consumer protection. It was generally suggested
that one of the responsibilities of a Future Entity could be the creation of an MLA to support the
orderly expansion of VRPs beyond sweeping.

Whilst some evidence on inter-firm remuneration was provided, typically from TPPs concerned that
it would lead to insufficient returns unless capped or fixed at zero, several submissions considered it
inappropriate to discuss pricing matters, and that should be left in the commercial domain. However,
there was wide agreement that the current commercial realities are unlikely to lead to the expansion
of VRPs, especially in the short term.

1.15. Summary of findings from Data Strategy Sprints

The data strategy sprint focused on the vision for open banking and open finance, to realise the
Committee’s objective of, “empowering consumers and SMEs further through more informed choice
and a broader range of financial services tools and products by promoting further data

sharing propositions.” The first sprint focused on identifying a number of key gaps that evidence
suggested would act as barriers to realising this vision.

The second sprint focused on exploring the extent to which activities to address these gaps should
be prioritised and which actor(s), including regulators and the Future Entity, should play a role in
operationalising the priority issues. Whilst there were many areas of debate in the process, some
broad conclusions and choices can be drawn out for consideration of the Committee.
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1.15.1. Key Gaps Identified
1.15.1.1. Gap 1: The role of data sharing to prevent fraud

In sprint 1 respondents generally agreed with the benefits open banking could provide in terms of
sharing data to reduce fraud. However, there was a fundamental divergence between banks and
TPPs as to the quantum of new fraud risk introduced by open banking payments. This divergence
was at the root of differing perceptions of how providing additional data elements could improve
fraud detection and ultimately consumer outcomes.

ASPSPs were aligned in their views that the TRI data points included in the Open Banking Standard
were the right ones, whilst recognising that fraud attack vectors continuously evolve. They were
keen to test their effectiveness before looking to extend them to include additional data points.
Their justification was not only a desire to effectively use existing data but to also adhere to data
minimisation principles.

The main concern expressed by all banks and some TPPs relates to how widely TRIs will be
implemented and used. Effective use of TRIs by all participants relies heavily on mutual incentives to
reduce fraud and reduce false positives by more intelligently risk-scoring transactions using
predictive data. Some large ASPSPs are mandated under the CMA Order to be able to receive
prescribed TRI fields but are not compelled to use them. The Standards are not mandatory for TPPs.
All the ASPSPs that responded considered that rules, whether via MLAs or regulatory intervention,
would be required to achieve this.

The majority of TPPs identified several additional customer attribute data points that would improve
their own risk scoring. However, some TPPs and all the banks questioned whether TPPs can
realistically play a key role in fraud detection given the disparity in the information available to them
compared to banks, in particular on customer payment behaviour patterns that help detect high-risk
transactions. The current TRIs are mono-directional from PISP to ASPSP.

The API-based Enhanced Fraud Data Solution (EFDS) being developed with UK Finance was widely
referenced by ASPSPs. Good evidence was provided that the data components that it is intended to
exchange would enable material improvements in authorised payment fraud detection for inter-
bank payments. It was suggested by ASPSPs that it would be prudent to wait until this initiative is
delivered before considering additional measures.

Whilst few respondents identified the difficulty in sometimes identifying the end recipient of data or
merchant - for example, on a statement or a dashboard - as presenting a significant ecosystem risk,
there was widespread agreement for providing consumers with transparency, for example by
ensuring that the final recipient of the data or the payment was clear. There were varying views as to
whether the current model to achieve this was fit for purpose, with most TPPs stating that it was not,
whilst ASPSPs did not believe there was a strong enough case for change.

1.15.1.2. Gap 2: Sharing Identity Data

There is significant appetite from the TPP community to consume additional identity attribute data
from ASPSPs for fraud prevention purposes. However, there is limited appetite on the part of ASPSPs
to obtain such data from TPPs on the basis that the banks typically hold more comprehensive and
higher quality attribute data and their preference is instead focused on obtaining government-
sourced attribute data.
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There is some appetite amongst ASPSPs to provide additional data to PISPs to enhance customer
payment experiences by enabling pre-population of information in the payment flow, such as age
verification, but this was not an opportunity identified to any extent by the TPP community.

ASPSPs accept that there may be commercial opportunities in providing identity attributes but are
not in favour of this being delivered via open banking. The primary reason for this hesitancy is that
this is already a crowded space with competing initiatives, some of which are advanced, working
within the new DCMS Trust Framework. An additional concern is the reliability of personal attributes
held by ASPSPs, particularly as some of their data could be many years old and not captured from a
primary source. This lack of reliability could give rise to complex issues of liability.

1.15.1.3.  Gap 3: Widening Access and protecting vulnerable customers

There was broad agreement that open banking data sharing can deliver a range of potentially
valuable services for customers in vulnerable circumstances. A considerable number of innovative
ideas were referenced, with wider access to credit by enhancing the current Credit Reference Agency
data set identified as a possible option, which would be applicable to both consumers and SMEs.
Compelling evidence was provided to illustrate that access to affordable credit is still a significant
issue and one where access to a broader pool of data could play a key role. Some respondents
referenced the positive value of tools and resources to help consumers to navigate the cost-of-living
crisis.

It was widely noted that a key limitation of open banking from an accessibility perspective is that
only those who are digitally banked can use it. One large ASPSP indicated that c.40% of current
account-holders are not digitally active.

A few respondents noted that the commercial viability of many services aimed at vulnerable
consumers was a potential barrier to development of these propositions. It was noted that several
services had been withdrawn from the market after launch. It was suggested that consideration
should be given to publicly funding some of these potentially valuable services.

Evidence was provided that when considering how to meet the needs of vulnerable consumers it
was important to work with them to accurately identify their specific needs and ensure that
solutions meet them.

Some respondents cautioned that while there are considerable opportunities for open banking to be
a positive force for vulnerable people, they may introduce detrimental consumer outcomes. One
specific example was referred to in evidence: the possibility that open banking could be used to
circumvent gambling blocks widely implemented for card-based payments. Another was the
development of an open banking-enabled service to address the challenges faced by communities
where bank branches are being withdrawn. It provides bank-agnostic in-branch services - such as
cash withdrawals, deposits, payments, and face-to-face support - for people and SMEs in
communities where traditional bank branches have disappeared.

It was also noted that open banking could exacerbate exclusion, given the high number of consumers
who are not digitally active or who may not be comfortable with sharing their data.

There was divergence on what is needed to accelerate the provision of services designed to improve
financial inclusion and support vulnerable consumers. Some respondents consider that these types
of services could be delivered on an existing basis using data currently available via open banking.
Others believe that it is necessary to extend that pool of data. Some respondents considered that
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including savings and loan accounts were essential. Others considered that open banking should be
extended to other data sets such as open finance, government and utility company data. Those
championing tools that support ways to reduce climate footprints see expansion of data sets as
particularly necessary, so that these tools can be expanded to enable more accurate profiling of
carbon impacts of activities. For example, tools that can identify transactions relating to
transportation, utility consumption and purchasing can be used to track consumer and small
business carbon impact of activities and give advice on how to reduce it.

1.15.1.4. Gap 4: Critical capabilities and functions needed to support wider data sharing
(including MLAs and additional standards & guidance)

The majority of TPPs were critical of the quality and performance of the APIs available in the UK
market today and believe that improving this is a critical foundational measure to support further
data sharing propositions. ASPSPs referenced the OBIE’s regular publication of open banking
statistics as evidence that there is continued improvement in performance.

There was broad support for an ecosystem-wide monitoring and enforcement regime to ensure
conformance, but there was no consensus on the most appropriate mechanism to achieve this. TPPs
wanted more consistency across data providers, expert advisers wanted to ensure an open market in
which all players could participate irrespective of size and ASPSPs wanted a common and consistent
oversight regime.

Several respondents referenced a lack of incentive for data providers to invest in the capabilities
required to expand the range data they share with third parties, suggesting that a new regulatory
framework will be required to realise the expansion of open banking to open finance.

Some respondents identified a need for additional standards and guidance for data providers not
subject to the CMA Order. Others noted that elements of the existing UK Open Banking Standard
were optional, which led to inconsistencies. However, there were clear divergences of opinion on the
need to enhance different elements of the existing standards and the priority of this.

The absence of specific guidance on data ethics was identified by expert advisers as a gap that will be
required to support the expansion of data sharing propositions beyond open banking.

MLAs were identified as a potential mechanism to facilitate data sharing on a commercial basis, but
there were divergent views as to how this should be achieved.

1.15.2. Potentially Prioritised Initiatives
1.15.2.1.  Prioritised Initiatives Theme 1: Expansion of Data Sets

There was strong agreement that open banking propositions will benefit from increasing the scope
and availability of new data sets, but there were clear differences between stakeholder groups on
which new data sets would be most valuable. Expert advisers highlighted the competition benefits of
opening access to savings; with significant inert balances, TPPs could deliver significant value to
customers. Most TPPs considered that all end user-owned data should be sharable via APIs. Their key
area of initial focus is on expansion into adjacent financial products which would provide customers
with a more holistic view of their financial situation.

Banks on the other hand identified access to sources of government-held identity attributes as of
more importance, which could be used to improve onboarding, facilitate identity verification, and
help reduce fraud. Several banks stated that they were unclear as to the purpose of expansion of
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open banking into savings accounts and questioned whether a regulatory-driven approach to open
finance would deliver benefits that justify the costs. In their view, any proposed expansion needs to
be built on clear problem statements, identified consumer demand for solutions and a strong cost
benefit analysis.

Several respondents including both banks and TPPs suggested that a pragmatic approach to
extending access to new data sources would be to exploit existing infrastructure to support access to
savings account data. It was noted by several banks and TPPs that existing APIs have been built to
support access to such data, but access has not been provided. Some ASPSPs indicated that the legal
definition of a “payment account” had prevented access to many savings and other open finance
products.

It was suggested that a narrow, project-specific MLA could be developed for prospective participants
covering liabilities, dispute resolution and other commercial considerations to facilitate a pilot to test
access to savings accounts propositions in a controlled environment. This would allow participants to
gather evidence on its attractiveness to consumers, what consumer protections may be required,
and the suitably of potential commercial models. This not only allows industry to build a pathway to
more extensive MLAs, but also allows the Committee to explore the extent to which the market can
achieve desired outcomes or whether additional regulatory intervention is required. This approach
could be extended to cover other opportunities over time.

1.15.2.2.  Prioritised Initiatives Theme 2: Upgrading Ecosystem

It was generally accepted by all respondents that there were opportunities for levelling up the
performance of the ecosystem, which would lead to more consistent experiences for end users of
open banking-powered services. However, there were some differences of opinion as to how this
could be achieved. Several respondents questioned whether specific intervention was required now
rather than allowing more time for the ecosystem to mature given that it has already shown
improvement since inception, and this is expected to continue.

Respondents suggested a range of initiatives that could help upgrade the ecosystem:

Performance monitoring and reporting: The action of monitoring and reporting (either to a
regulator or publishing) was felt to be a suitable mechanism that would lead to operational
improvements. The importance of data collection was highlighted in the Sprint 2 responses and
there was a broadly held, but not universal, view that the Future Entity should have an important
role in the collection of this data. Several respondents felt that this role would benefit from
regulatory support or direction to ensure that the Future Entity had the powers to collect this
information from ecosystem participants and provide a broader base than the current levels of Ml
reporting. Some respondents felt that minimum regulatory targets or KPIs would be needed to
ensure performance.

Appetite for extending standardisation: A significant number of respondents expressed a desire to
extend standardisation across the open banking ecosystem. This covered technical performance of
the ecosystem, where TPPs were keen to see mandatory requirements extended across non-CMA9
banks and banks also argued that conformance was needed across all ecosystem participants. Some
TPPs also called for mandatory adoption of certain optional components of the existing Standard,
such as transaction IDs.

Support emergence of vulnerable customer propositions: It was identified in the first sprint that
developing propositions that support vulnerable customers has proved difficult from a commercial
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perspective. To realise the potential of such propositions, most respondents saw a clear role for
regulatory support. There was widespread support for regulatory engagement with charities and
other relevant experts to support funding and execution of research with consumers with lived
experience of vulnerability. The suggestion of opening new sandboxes or utilising an existing FCA
regulatory sandbox or digital sandbox was supported in a few responses. More radical measures
were suggested by a few respondents who felt that regulators may need to secure funding and
mandate cooperation of participants to achieve the delivery of propositions that would deliver
societal benefits, which may not be commercially viable.

Investigate ways to improve transparency of data sharing: Many respondents considered that there
was a need for greater transparency to help build control and trust for end users when sharing data,
including “onward sharing” to other parties. A few respondents called for a restriction of onward
sharing. To the contrary, six respondents felt that there were no issues with the way that the onward
sharing of data currently works.

Two solutions to improve the transparency of data sharing were commonly identified:

e Expanding the availability of consent dashboards at TPPs, ensuring that these include
onward sharing arrangements and allow end users to understand who has access to their
data and stop it if they wish to.

e Enhancing the transparency of onward sharing during the initial consent journey and on
access dashboards, by sharing the details of the onward sharing party with the ASPSP,
rather than relying on the current “software statement” solution.

A few respondents proposed that the Standard should be extended to provide more guidance and
clarity of language in relation to onward sharing or suggested that a ‘dashboard of dashboards’
concept could help to bring greater transparency, although this did not attract significant support.

Data sharing to prevent fraud: The importance of having comprehensive data and robust
mechanisms to monitor the incidence of fraud was widely acknowledged by all participants. They
noted the risk that as fraud vectors change, existing metrics need to be adapted. Most respondents
saw the Future Entity as having primary responsibility for the collation of cross-industry open
banking fraud statistics, but respondents noted that opportunities should be taken to align with
existing fraud-reporting mechanisms to prevent duplication.

Most respondents were supportive of the development of the Standard covering TRIs but noted that
few firms have implemented them. First mover disadvantage was identified as the primary barrier to
achieving this; TPPs are reluctant to invest in TRI capability because they can only realise benefits
when all other ecosystem participants implement them too.

It was identified that to maximise the benefits of TRIs, TPPs would be required to provide TRI data
and all banks, CMA9 and non-CMA®9, should have to use them. While some respondents (primarily
TPPs) thought this could be achieved voluntarily via a managed roll-out process which built the
confidence needed to overcome the ‘chicken and egg’ obstacle, most respondents believe that
regulatory intervention is required. Other additional measures, such as the development of a
“whitelist” of known, low-risk payees were suggested as complementary activities. It was widely
acknowledged that a programme of continuous improvement would be needed to ensure the long
term-effectiveness of TRls.

Page 42 of 195



The Future Development of Open Banking in the UK

1.16. Summary of findings from Ecosystem Strategy Sprints

1.16.1. Key Gaps identified

The Ecosystem Sprint highlighted a number of gaps that could constrain the development of open
banking going forward. Many of these gaps were highlighted in the Payments and Data Sprint
workshops and they were explored further in evidence submissions through the Ecosystem Sprint.
The emerging gaps are highlighted below:

1.16.1.1. Gap 1: Development and deployment of an effective fraud prevention strategy

This was a key concern raised in the payments sprint and further discussed in the ecosystem sprint as
it was felt by TPPs to be constraining the development of an open banking ecosystem, in particular
for payments.

A range of evidence was provided by TPPs that demonstrated the negative impact on customer
journeys of fraud prevention strategies, particularly for high-value payments. Conversion rates varied
with the different banks and by transaction size. In addition, further evidence was provided showing
customers of certain banks being excluded from certain higher value open banking use cases
because of the transaction limits placed on new payees.

In contrast to this, evidence was provided by a few large ASPSPs showing fraud (and attempted
fraud) levels in open banking being higher than other digital channels. However, it was clear that a
consistent, robust, and detailed breakdown of fraud across open banking was not available, making
it difficult to determine appropriate and targeted actions.

Furthermore, the misalignment of incentives and lack of agreed data to be shared between banks
and TPPs make voluntary collective action difficult to deliver. Many TPPs believe that account-to-
account payments, where the TPP knows the payee, are automatically lower risk than manual bank
transfers and deserving of lower friction. Additionally, such friction damages customer perception of
their proposition. Whilst ASPSPs have sympathy for this, their evidence is not supportive of the TPPs’
belief and their main incentive is to reduce fraud levels, for which they are liable. Customer friction
has a much lower impact on their relationship with their customers and, indeed, could be viewed in
a positive way.

1.16.1.2. Gap 2: Ensuring a consistent, reliable and resilient open banking ecosystem

A wide range of other gaps were identified. These have been grouped together as they are
potentially constraining the further development of the open banking ecosystem:

Adoption of and conformance to the UK Open Banking Standard

Participants from across the ecosystem called for wider and more consistent adoption of the UK
Open Banking Standard, both the technical API specifications, the Customer Experience Guidelines,
and the operational performance standards. TPPs called for the adoption of the Standard by all UK
banks, not just by the large ASPSPs, and some called for more consistency within the Standard, such
as making optional data fields mandatory. ASPSPs and expert advisers called for TPPs to adopt the
Customer Experience Guidelines.

Clear evidence was presented showing a variance in performance across the ecosystem in API

performance, and conversion rates also showed significant variance indicating the opportunity to
improve consistency. A trade association provided evidence from a large use-case of open banking

Page 43 of 195



The Future Development of Open Banking in the UK

payments showing on average 31% of journeys result in drop off in the ASPSP domain and this varied
from 11% to 85% depending on individual ASPSPs.

Disputes

The issue of disputes was also raised as an area where adoption of a consistent approach may lead
to better customer outcomes. However, there was a broad range of views submitted with some
participants indicating that the current low level of disputes was evidence that the current operating
model was adequate. Other respondents felt that this was an existing vulnerability in the system and
the development of A2ART could lead to customer detriment unless a customer dispute and redress
mechanism were established. At present customers use debit cards for many retail purchases. This
payment mechanism has the added protection of chargebacks where the payer may be able to
recover their money if something goes wrong with the purchase, such as goods or services are not
delivered. Open banking payments are sometimes thought to be like paying with cash as they do not
include a mechanism like chargebacks. Some respondents felt that where open banking payments
substitute for card payments customers may be exposed to this “purchase risk” but other
respondents felt that existing mechanisms such as the Consumer Rights Act provide adequate
protection for purchase risk.

Customer understanding, awareness, and trust in open banking

The Committee specifically asked about awareness and trust, and responses to these questions
highlighted diverse opinions across the ecosystem as to whether this was an area of concern or not,
and what to do about it. Contradictory evidence was submitted as to whether there was a trust gap
or not, with some respondents suggesting that the enhancement of customer experience of using
open banking-enabled services and the value of the propositions were more important ways to build
customer confidence. There was also a broad range of views as to whether a trust mark was needed
and whether it should be for payments, for data or for both.

Transparency of Consent

Whilst this is a subset of customer understanding there were a number of responses that highlighted
an opportunity to improve the transparency of consent, either by evolving the existing dashboards or
more radically by making consent details available via APl to enable providers to build ecosystem-
wide dashboards.

Onward Sharing of Data

There is a broad range of views from respondents as to whether onward sharing of customer data by
a TPP is a material risk to the development of open banking. Three schools of thought emerged from
the responses:

. There is no evidence of significant issues in this space. Existing regulation provides sufficient

checks and balances, and onward sharing is beneficial to the development of the ecosystem. It
should be allowed to continue as today.

. Onward sharing is not always clear to consumers and small businesses today and we should
evolve guidance and control tools to make it more visible.

. Onward sharing is a significant risk to consumers, and we should evolve regulation to control
onward sharing more tightly, limit it or stop it altogether data.
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Crisis Management

Most respondents felt that central crisis management planning was not necessary for the
functionally more distributed network that is open banking and would represent duplication of
effort. However, some respondents felt that the centralisation of trust services did represent a risk
to the industry and the creation of a crisis management plan for this key infrastructure may be
beneficial.

1.16.1.3. Gap 3: Restrictions to the expansion of open banking

A number of respondents referenced the Committee’s policy objective of the expansion of open
banking. During the sprint discussion meetings there was an emerging view, especially from TPPs,
that regulatory intervention would be required for the expansion of open banking due to the
misalignment of incentives across the ecosystem. There were two areas identified for potential
expansion:

Expansion of VRPs for Non-sweeping use cases

A number of TPP responses felt that access to VRPs for non-sweeping use cases was an important
enabler for the ongoing development of open banking payments. Two key constraints to this were
identified:

e Customer Protection: large ASPSPs, expert advisers, trade associations and TPPs
highlighted that a clear and well-understood customer protection and liability regime was
required for the expansion of VRPs. However, there were very different views as to the
nature of the regime, where liability would reside, and the level of purchase protection
offered to end users.

e Inter-firm Pricing Arrangements: The pricing of non-sweeping VRPs from banks to TPPs was
another area where there was striking divergence across the respondents. On the one
hand, there were advocates for letting the market determine the price for access. Others
felt that this would not enable the market to develop as banks would set the price at a level
that prevented the cannibalisation of card revenues, and therefore that a regulatory price
cap may be the right way to support market development. However, other respondents
expressed a view that charging for initiation of VRPs would undermine the viability of VRPs
as an effective payment mechanism and so access for all payment initiation services,
including VRPs for non-sweeping, should remain free.

Expansion of open banking data sharing to open finance

There was a common view that regulation would be required to open up new products, such as
savings, mortgages or lending products, for open banking data sharing. Experience from overseas
markets reinforced this opinion with the expansion of open banking data sharing in the US, where
there is no regulatory obligation, being very slow with high barriers to entry in comparison with
Australia, where a clear regulatory framework is accelerating data sharing, for instance, including the
opening up of transportation and utility data sets.
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1.16.2. Potential Prioritised Initiatives

The evidence in the ecosystem sprint identified a wide range of potential priority areas including
issues raised in the Payments and Data Sprints, such as the expansion of VRPs, ensuring there is a
robust and well understood purchase protection regime in place, and enabling access to new data
sets. The evidence on these topics supported the priorities discussed in the Payments and Data
Sprints and so will not be duplicated here.

The overarching theme from the Ecosystem Sprint was an emerging priority from the ecosystem
respondents to ensure that open banking has robust foundations both in the ongoing operational
performance of the ecosystem (System & Standards) and regarding the oversight and conformance
of the system.

1.16.2.1. Ways to deliver a robust and vibrant ecosystem

Ensuring that open banking operates as a robust and reliable service was a key theme in all the
sprints and the Ecosystem Sprint explored how this might be achieved. It was felt that a focus on
standardisation would be an important priority in delivering a robust and vibrant ecosystem and
there were a number of elements to achieve this:

Enhancement of the Standard

A number of respondents felt that removing some of the optionality within the Standard would
ensure that consistent information would flow from ASPSP to TPP irrespective of which firm was
involved. At present not all banks fill optional data fields. Some banks felt the reduction of
optionality was also important on the TPP side with TPPs being required to provide the information
in the TRI fields, where applicable. Some ASPSPs recommended caution with any expansion of the
Standard, referencing the under-utilised functionalities delivered already as part of the CMA Order.
They felt that new propositions and markets needed to be tested to provide the evidence of user
demand.

Whole of market conformance

There was a common view across many, typically TPP respondents, that the level of oversight
currently in place for the CMA9 should be extended to all ASPSP participants to create a whole of
market conformance regime.

Some evidence suggested that it would be helpful for TPPs to also be subject to a specific
conformance regime. This could cover:

e Implementation of and conformance to TRIs required by ASPSPs.

e Provision of transparency and control to consumers, including consent dashboards, and
visibility of onward sharing.

e Agreement to follow guidance on VRPs for sweeping.

MLAs

There was limited detail and no consensus on how the initiatives to achieve standardisation
referenced above could be achieved. MLAs were often cited as a way to achieve these objectives as
well as others such as expansion of VRPs, development of customer protection and the expansion of
data sharing. An MLA would provide a contractual basis to encourage participants to adhere to
agreed rules, but again there was a limited amount of detail on how that can be achieved. Some
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respondents suggested that the development of MLAs should be left to the market, arguing that
they were a natural progression from commercial bilateral agreements. A number of expert advisers
and TPPs, as well as an ASPSP, expressed concerns that bilateral agreements had the potential to
distort and fragment the market. Their view was that a market-driven proliferation of bilateral
agreements is likely to lead to a less efficient market that fails to exert the desired competitive
pressures on card payments, and to market fragmentation which will cause customer confusion (or
possible harm), eroding long term confidence in open banking.

A widely held view was that some form of regulatory intervention would be required for the
development of MLAs but there was no consensus on the nature or scope of the intervention, as it
would be difficult to agree on a commercial basis upon which to align incentives. Regulatory
intervention was deemed particularly important for access and several respondents felt that price
and customer protection should also have regulatory backing. Many TPPs recommended a mixed
approach with regulatory intervention in specific areas, but also enabling the market to find
solutions in less contentious areas, for example agreeing to a process to manage disputes.

1.16.2.2.  Vision for Open Banking

When determining the best way for the ecosystem to develop, several large ASPSPs and some trade
associations felt that it would not be possible to determine the best structure(s) to manage the
developing ecosystem until there was clarity around the vision for open banking and open finance
and the outcomes that the regulatory authorities wanted to achieve.

Across the respondents there was also a very broad range of ambition for open banking, with banks
typically being more cautious and TPPs more expansive in their ambition. This was not universal,
however, with one bank in the ecosystem strategy sprint discussion meeting promoting a very
expansive vision for open finance.

1.16.2.3.  Role of the Future Entity and its funding

Respondents identified a range of services required for the safe and sustainable operation of open
banking:

Maintenance and development of the Standards
Monitoring and ensuring conformance to the Standards
Provision of digital certificates (Directory - certificates)
Permission checking (Directory - permissions)

Service support (e.g., help desk and issue escalation).

® oo o

However, there were divergent views around which entity should provide individual services. At
present the OBIE undertakes these activities but there were differing views around which of these
activities should form part of the remit of any Future Entity.

Maintenance and development of the Standards

Most respondents recommended that the Future Entity should be responsible for the maintenance
and development of the standard. There were no dissenting voices, although one trade association
felt closer harmonisation with European regulation would be beneficial. Beyond maintaining and
developing the standard there were divergent views regarding the remit of the Future Entity. One
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large ASPSP suggested that the Future Entity should become a centre of excellence for all smart data
standards which would ensure all smart data initiatives are as aligned as possible.

Monitoring and ensuring conformance to the Standards

Most respondents indicated that they expected the Future Entity to be involved in ensuring
conformance, but the nature of the envisaged role varied. For some it was around evidence
collection to enable the appropriate regulator to act, but others recommended that the Future Entity
should be given enforcement powers to require participants either to provide data or even to
compel participants to undertake corrective action when performance falls short of expectations.

Other Activities

Beyond these activities there were more wide-ranging views regarding which activities needed to be
supported by the Future Entity and which could be delivered by others. A platform summarised the
view of many respondents when it suggested that the Future Entity should only step into issues
where industry cannot provide a solution. The provision of Directory Services, both certificates and
the permission checking service, was an area where many banks and a number of other respondents
felt that market-driven solutions might provide a more resilient and cost-effective solution. TPPs
were not averse to this change but cautioned that any change may risk disruption to the market and
any potential disruption had to be carefully managed.

Limited evidence was provided around other support services such as a help desk, or provision of a
centralised dispute management service (if required).

Funding

Many participants provided viewpoints on the funding of the Future Entity, which was a key priority
for resolution. However, there was a range of divergent views on this topic. There was widespread
support for the notion of a fair and equitable funding model, but no consensus on the details of how
to bring that about.

A few respondents felt that some of the Standards development, maintenance and conformance
monitoring (“Core Services”) currently undertaken by the OBIE should form the basis of a capability
to underpin open finance and the broader Smart Data Initiative. The potential economic prosperity
brought about by digitisation and the expansion of fintech from open finance and Smart Data
suggested to some respondents that there was a strong case for this central core to be, initially,
publicly funded.

Other respondents made the case for some form of regulatory levy to pay for Core Services. Expert
advisers suggested that a levy provided a means to separate the funding of an institution from its
governance to ensure that the largest funders would not have undue influence.

There were more divergent views around the funding of other activities, such as the Directory, with
some respondents citing that these services can be provided by the market, as they are in Europe
and so would not require any central funding.

The most common response to funding was that participants should fund the central services, and
this could be done by some form of tiered membership structure (e.g., based on turnover or market
size) or a pay by usage model (e.g., based on API calls or transactions) or a mix of both depending on
the services. Some respondents cautioned against a usage-based funding model, since it may
disincentivise certain use cases such as propositions aiming to support vulnerable customers.
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EVIDENCE AND FINDINGS FROM THE FIRST ROUND OF
STRATEGY SPRINTS

1.17. First Payments Strategy Sprint

1.17.1. Question 1: Resolving Barriers

What should the approach be to resolve issues and possible barriers around open banking payments, for
example better supporting high-value payments? Should a risk-based approach to open banking payments
be considered or not? Please provide rationale and evidence. How can account providers and TPPs work
together to manage the associated risks (if any)? Are there particular use-cases and/or scenarios in which
additional or different models are required or not? Please provide rationale and evidence.

1.17.1.1. Introduction

For most TPPs, some large ASPSPs and expert advisers, this question acted as a “catch-all” for all the
issues, concerns and even potential remedies held by different stakeholders. We have tried to keep
the summary to this question to issues and barriers with a particular focus on high-value payments
and risk-based approaches. Other issues, such as functional capabilities, are covered extensively in
other questions.

1.17.1.2.  Areas of Discussion
Area of Discussion 1: Payment Limits

There was a general consensus amongst TPPs that banks’ application of their own online banking
payment limits to open banking transactions made some propositions unviable. Most TPPs counted
this as their number one barrier, although some added the proviso that this is an immediate issue,
that needed to be urgently addressed. In addition, there were broader concerns around appropriate
risk management and messaging by ASPSPs to prevent push payment scams.

From an ASPSPs’ perspective, higher value payments are considered to be more prone to fraud but
there was limited quantitative evidence provided. Open banking payments are typically of high-value
compared to cards: one large ASPSP stated that the average open banking payment value is £450
compared to less than £50 for cards, pointing out that, whilst high-value payments represent an
opportunity for PISPs, they represent risks for banks.

TPPs put forward evidence of bank payment limits ranging from £2,000 to £10,000 and stating that
this meant that many use-cases were not viable as a result. Whilst banks argued that this replicated
limits in their own channels, some TPPs expressed the view that some banks were not adhering to
FCA guidance on this issue which stated that the open banking payment limit must be equivalent to
the highest across all of their channels (e.g., the higher of in-app and web browser).

All stakeholders that commented on this issue accepted that there was scope for improvement,
based both on enhanced (and many respondents suggested standardised) data sharing between
participants (primarily between PISP and sending bank), and changes to liability arrangements.
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There were some differences within this broad consensus, however. One large ASPSP felt that PISPs
should be required to sign up to Confirmation of Payee (CoP) and the Contingent Reimbursement
Model (CRM) Code, while one TPP made the case that the bank receiving the payment should be
liable for APP fraud as they undertake due diligence on the payee. However, most TPPs accepted
that a model whereby they would take on some or all liability if they had undertaken due diligence
(KYC) on the payee would be beneficial, an arrangement supported by the large ASPSPs.

In addition, there were several additional nuances to this issue:

e Many stakeholders supported a level of standardisation (and, suggested by one large ASPSP
and some TPPs, backed by a regulatory requirement) of TRIs, i.e., sharing of data and
attributes by the PISP to the sending bank.

e  Whilst some TPPs argued that APP fraud should be minimal since they would having have
undertaken KYC on the payee, others accepted that there were some use-cases where this
would not be the case (such as peer-to-peer payments).

e Two large ASPSPs stated that fraud levels were higher for open banking payments than for
standard inter-bank transfers. The empirical evidence provided was inconclusive on this
point, with different definitions used (such as attempted fraud versus actual fraud), and
one TPP stating that there were only two instances of open banking payments fraud
reported to the FCA (although it was not clear whether this only included unauthorised
rather than authorised payment fraud). There was a consensus that better data would be
helpful.

e Some TPPs felt that consistency of limits and treatment across the ecosystem would help
consumers, whereas a large ASPSP highlighted in the discussion that standardised limits
could be detrimental as limits might be linked to an individual’s circumstances and risk
appetite.

e Some actors in the ecosystem suggested that risk management was subsidiary to a wider
issue of commercial arrangements amongst participants in the ecosystem.

Area of Discussion 2: Misalignment or lack of commercial incentives

Whilst articulating the issue in different ways, large ASPSPs, expert advisers and TPPs were
concerned with a lack of overall business case, a misalignment of incentives and/or end user (payee
or merchant) costs. This led many stakeholders to express scepticism about the widespread
extension of open banking payments to the full range of use-cases, especially A2ARTs. Specifically:

e Three large ASPSPs questioned whether there was a business case for further investment in
open banking payments at all.

e For non-sweeping VRPs, one large TPP stated that it was not confident there was an
economic arrangement that could compensate banks for lost card revenue (interchange
and scheme rebates) while delivering savings for merchants. Several TPPs mentioned that
in bilateral contract discussions, some banks were asking for fees higher than current debit
card interchange fees, meaning that the business case to merchants would not stand up.

e One payment platform and three TPPs referenced the costs of inbound Faster Payments,
which a group of TPPs suggested were over twice the cost of the SEPA (eurozone) payment
system, meaning that merchant bank prices could make low-value payments using open
banking uneconomic to accept compared with cards. (It is to be noted that card fees are a
percentage of the value of the transaction whereas Faster Payments are priced at a fixed

Page 50 of 195



The Future Development of Open Banking in the UK

fee per transaction). Some TPPs also commented that this problem would be exacerbated if
the significant investment cost of the NPA was to be passed on.

e |t was also noted that the current liability model, in particular for APP fraud, creates
misaligned incentives (see above for more detail).

e Oneindependent expert and a trade association commented that the existence of debit
card interchange coupled with the no-surcharging rule in the PSRs meant that there was no
case for ASPSPs to invest in ACH-based payment types as competitors to cards. This was
because ASPSPs see debit cards as an income stream, whereas open banking payments
would generate a Faster Payments cost.

This generally negative viewpoint was not shared by all. Several ASPSPs and one TPP referenced the
low level of market maturity of open banking payments, accepting that it takes time for markets to
stabilise, mature and innovate. A number of ASPSPs commented on the success of HMRC in taking
open banking payments, and a TPP also made the case for open banking payments competing not
with cards but with inter-bank transfers, where there were substantial benefits to both payers and
payees (and without the disincentives).

Area of Discussion 3: Customer experience

All TPPs referenced poor or inconsistent customer experiences — of some form or other — as a barrier
to open banking payments usage. One TPP suggested that it was the key barrier, stating: “We believe
that the lack of adoption is simply due to poor user experiences and functional limitations, which are
not on par with established payment options — such as cards and alternative payment methods by e-
money institutions. Although the existence of strong customer authentication (SCA) does not present
an obstacle per se, we believe that the current design of the SCA journeys by many of the UK banks
simply do not allow payment initiation service providers (PISPs) to offer a more compelling payment
experience than established solutions.”

A range of specific issues underneath the general topic of customer experience were raised:

e Low conversion rates (i.e., the ratio of completed payment journeys compared with those
that were started). Whilst one TPP stated that they were broadly content with their
conversion rate of 84%, another stated that often poorly documented and frequent
downtime / maintenance windows substantially affected such conversion rates, giving the
example of one bank having 13 downtime events over 12 days, when payment conversion
rates dropped from 52% to 8%. Additional consideration of these topics is included in
Question 6 (Access and Reliability).

e Excessive authentication protocols, including one bank that, according to a TPP, required a
phone call to set up a new payee (this could take up to an hour). One platform and several
TPPs suggested that an alternative “delegated” or “open” authentication would improve
comparisons with card-based authentication. This network also suggested that VRPs could
provide a solution. Another platform representative also commented on the clunkiness of
open banking payment journeys.

e Extra screens and additional messaging. As one TPP stated, “We believe that the lack of
adoption is simply due to poor user experiences and functional limitations, which are not
on par with established payment options.”

e Lack of granularity and consistency in providing TPPs with error codes, so there was a lack
of understanding of what went wrong.
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e Sometimes there was no redirection back to the TPP when something went wrong
(referenced by an ASPSP).

e Dashboards showing details of VRPs difficult to find. Some TPPs suggested they were in the
wrong place, preferring placement alongside regular payments rather than with other
consents.

e Delay in executing the payment, or decline.

e Lack of use of SCA exemptions such as low-value exemption of £25.

A number of these ideas are discussed in more detail in the section on Question 4 (Functional
Capabilities). Additionally, a number of respondents considered issues of down-time and low
conversion rates in their responses on Q6 (Access and Reliability).

Area of Discussion 4: Unnecessary regulatory interventions

One ASPSP suggested that the CMA Order, and its interpretation, imposed a barrier by narrowing the
industry’s focus and diverting resources away from market-led innovations beyond the Order. In its
opinion, the Order led to wasted development costs on certain functionality which had no market
demand, for example: International Payments, Bulk/File Payments and two-way notice of revocation.

Area of Discussion 5: Lack of API functionality

This is covered in more detail in Question 4 (Functional Capabilities). However, one of the most
significant blockers from a functionality point of view was improvements to payments certainty, for
example by earmarking of funds or providing the equivalent of an authorisation (i.e., guaranteed
settlement). This was of particular importance to those use-cases where certainty was needed while
the customer was in-session online.

Area of Discussion 6: Variable Recurring Payments for Sweeping

Whilst VRPs for non-sweeping use cases are mentioned extensively in response to other questions,
two TPPs stated that they believed the definition of “sweeping” was both overly complex and
restrictive, thereby presenting a barrier to adoption.

Area of Discussion 7: Lack of clarity around consumer protection including purchase risk

One independent expert stated that a clear and comprehensive fraud liability and dispute resolution
framework was required, to be overseen by an independent regulator. Whilst there was consensus
amongst TPPs not to overlay card-based protections such as chargeback systems onto open banking
payments, some ASPSPs were looking for at least equivalent protections to those provided with
cards. One ASPSP went further and stated that consumer protection needed to “at least equal the
processes provided within the cards schemes to be a viable substitute”.

More detail is provided in Question 5 (Dispute Processes).
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1.17.1.3.  Potential Areas of Alignment

Responses in this area were wide-ranging. As such, it is hard to definitively identify areas of
alignment. As indicated, there is additional detail provided in the evidence summarised in other
sections.

There was a significant volume of data and challenging opinions expressed in the area of high-value
payments, however we consider that some emerging areas of alignment can be considered:

e There is common ground that fraud prevention is vitally important and some form of
resolution is required in this space, even if there is not agreement on the appropriate
methods. The issues experienced in relation to high-value transactions are a particular
challenge highlighted by respondents of all types, although ASPSPs tend to consider this
issue through the lens of fraud management and TPPs through the lens of payment
completion and certainty.

e |tisalso clear that this is a priority for many in the ecosystem, notwithstanding the
distinction drawn above.

e Finally, there is broad agreement that a territory to be explored to improve this situation is
likely to lie in the more effective sharing of data between TPPs and ASPSPs.

Beyond these broad areas of alignment however views and other proposed solutions to bridge this
gap are varied and at times contradictory and additional work will be required by the Committee to
consider how to take forward work in this area. There is additional detail on many of the areas
highlighted in this section in responses to other questions, including:

e Misaligned commercial structures: MLAs (Section 4.3)
e Functional Enhancements: Functional Capabilities (Section 4.4)
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1.17.2. Question 2: Promoting Adoption

What is needed to promote the adoption of open banking account-to-account transactions, including
recommendations and requirements from end-users and merchants? Please provide rationale and evidence.

1.17.2.1. Areas of Discussion
Area of Discussion 1: Consistency and reliability

A wide range of views was expressed across the submissions although a common theme from all
participant groups was the need for consistency and reliability. This theme was repeated across a
number of answers by ASPSPs, TPPs and expert advisers. Fifteen respondents felt that consistency in
user experience and end-to-end reliability was key to promoting adoption. A number of ASPSPs and
TPPs felt that adherence to the open banking standard (for all ASPSPs and TPPs) and more
consistency and standardisation across error messaging and responses would help with adoption.

Area of Discussion 2: Purchase Protection

This was cited as vital for promotion of open banking payments and a common topic across a
number of answers. This was supported by expert advisers, ASPSPs and TPPs and platforms.
However, there were limited details around what a customer protection regime might look like.
There was a common view that customers need to understand the regime but a range of views
around the broad scope of a protection regime. Some respondents suggested a similar model to
cards. However, other respondents warned that replicating cards’ consumer protection regime
would not be an optimal outcome, as this adds costs and leaves no room for differentiation between
cards and open banking. Expert advisers and a bank warned against competing on purchase
protection as it could result in a race to the bottom in which protections are given up in return for
cheaper payments, ultimately harming consumers and undermining adoption. They believe that
parity in protections between payment rails is best achieved via a centrally set standard minimum
standard for all payment methods.

This is discussed in more detail in Question 5 (Dispute Processes)

Area of Discussion 3: Variable Recurring Payments (VRPs)

In response to this question, and more generally across responses, most TPPs recommended that
mandating VRPs for all transactions, not just sweeping, would be key to the future development of
the market for open banking payments. This view was not shared by ASPSPs who were largely silent
on the matter in these responses.

Area of Discussion 4: Incentives.

Many respondents referenced ensuring that there were appropriate incentives for all parties being
key to the promotion of open banking payments, but there was no consensus around the approach
to be taken. Representatives of retailers and one independent expert suggested that abolition of
interchange on debit cards was a way to remove the incentives for promoting debit card use above
open banking payments. Other firms, including ASPSPs, TPPs and platforms recommended that there
need to be viable commercial incentives for all parties. However, from the responses and the Sprint
discussion it was noted that this might not be possible. ASPSPs generally expressed the need to be
appropriately compensated for the costs of initiating open banking payments. Several TPPs cited that
the costs of open banking payments need to be such that they are more cost competitive than cards
for merchants, with several noting that the cost of receiving a Faster Payment can make open
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banking payments less cost-effective than cards, particularly for lower value payments. A number of
respondents felt that interventions needed to be regulatory in nature and that initiation of VRPs
should be mandated at no cost to TPPs, although other TPPs felt that some commercial model may
be required for VRPs.

Area of Discussion 5: Trust mark

The question of trust marks prompted a wide range of viewpoints in evidence. Across the ecosystem
respondents, when they commented on the matter, felt that common language and terminology
were required. Several TPPs referenced what they believed to be unnecessary warnings from certain
ASPSPs that in their view undermined trust in open banking. However, across the TPP community
there was some disagreement on trust marks, with some respondents feeling that a trust mark
would be beneficial whereas others felt it would be anti-competitive. One ASPSP and some TPPs
referenced previous work by OBIE suggesting that trust marks do not add much value, whereas some
platforms felt that lack of a brand would impact the take-up of open banking payments. The issue of
trust marks is also discussed and there is additional detail in the Ecosystem Sprint, Question 7.

Area of Discussion 6: Payment Certainty

Certainty of the fate of an open banking payment was commonly cited by many TPPs as vital to drive
adoption by merchants. This topic was also referenced in the Sprint Discussion meeting, where it was
clarified that the certainty of fate of a payment once it reaches the Faster Payments network is well
known. The issue in question here is whether the PISP, or the merchant via the PISP, can access this
information in a timely manner to support different propositions. Certainty of fate was not
mentioned as an issue by ASPSPs. This is discussed in more detail in the responses to Question 4
(Functional Capabilities).

Area of Discussion 7: Demand Factors.

Two ASPSPs questioned the need for promotion of open banking as they regard the open banking
payment market as well-established and growing. Incentivising customers to move from cards as a
payment method was highlighted as a challenge as the cards market was felt to be functioning well
for consumers.

1.17.2.2. Potential Areas of Alignment

In response to this question, there was potential alignment around the need to drive greater
consistency and reliability, as a driver of additional adoption. As is to be expected with an open
question of this type, respondents put forward a wide variety of other priorities to drive adoption,
with some being proposed by a number of respondents, but no other area emerged as a consistent
theme or priority across the ecosystem.

In particular discussions on consumer protection, incentives and trust marks exhibited wide
divergence in responses, a number of which are picked up in other sections.

Two responses from ASPSPs went further and suggested that the market is already progressing and
growing and therefore suggested that limited intervention was required.
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1.17.3. Question 3: Multilateral Agreements

What areas would MLAs covering services beyond the Order and existing regulations need to cover in order
to facilitate continued development of open banking payments in a safe and efficient manner? Please
provide rationale and evidence.

1.17.3.1. Areas of Discussion

Note that responses there are evidence summaries related to MLAs in the Payments Sprint (here),
the Data Sprint (Section 5.8) and the Ecosystem Sprint (Section 6.3).

Area of Discussion 1: Should multilateral contracts be voluntary or mandatory?

Whilst there was general support for some form of MLAs there was no consensus as to how this
could be brought about. The breadth of responses ranged from having regulatory driven or approved
agreements through to entirely leaving the market to solve these. Some respondents felt a mixture
of the two different approaches was appropriate, with regulatory obligations for access to open
banking APIs (including VRPs) and / or regulatory intervention on price varies by respondents (e.g., a
cap on fees / setting an appropriate fee level / ensure there is no fee).

Two expert advisers expressed concerns that lack of regulatory oversight could lead to an
undermining of consumer protections.

Some interesting quotes on this topic were:
“Ultimately the market will need to assess and consider the options at play.” — ASPSP

“Our preference is that we participate in a requlatory approved [MLA] ... we believe the PSR plays an
important role in ensuring that access to such arrangements is open.” — TPP

“Our preference would be for the regulator(s) to establish a scheme for open banking payments.” —
independent expert

Area of Discussion 2: What should the scope be for multilateral contracts?

There was a divergent view on the depth of an MLA, with some suggesting that it would need to be
the equivalent of an open banking payments scheme, whilst others felt that a framework agreement
would suffice. A number of respondents suggested that any agreement needed to have appropriate
levels of compulsion to participate and confirm to the rules.

One TPP proposed that any agreement should be constructed as a Payment Arrangement. This
would ensure regulatory oversight by the Payment Systems Regulator.

Area of Discussion 3: What is the right approach on pricing and cost?

Some TPPs cited the need for free access to VRP APIs whereas others recognised the need for
ASPSPs to be compensated for access to non-sweeping VRPs, but this needed to be cheaper than the
cost of cards.

Many ASPSPs also referenced the need for any MLAs to be able to support them making a
commercial return for activities undertaken. More comments on pricing and cost can be found in the
responses to Question 7.
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1.17.3.2.  Potential Areas of Alignment

Whilst there was no consensus for the adoption of MLAs there was broad support from ASPSPs, TPPs
and platforms that multilateral contracts would be most beneficial to cover disputes and customer
protection and helping to ensure there is consistency in where responsibility lies when things go
wrong. However, there was limited definition of exactly what should be covered under each heading.

When referenced, respondents generally preferred MLAs to bilateral agreements, with a number of
TPPs and expert advisers citing that bilateral agreements were at risk of disadvantaging smaller
players who may not have the resources to negotiate them with all ASPSPs. It was also noted that
any negotiation may not be balanced as large ASPSPs have a natural monopoly of access to their
customers.
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1.17.4. Question 4: Functional Capabilities

Functional capability: what are the most appropriate use cases to consider, and what additional functional
capabilities and considerations (e.g., risk management) would be needed to support them? Please provide
rationale and evidence.

1.17.4.1.  Areas of Discussion
Area of Discussion 1: Most appropriate use cases

Across the 34 submissions received there was a broad consensus around the priority use cases for
open banking payments, with most agreeing that e-commerce payments should be the highest
priority use case.

Beyond this top priority use case, there were a wide range of use cases cited by respondents,
including:

e Bill payment

e Recurring payments

e Face-to-face retail

e Transactions where the final amount is not fixed at point of initiation (e.g., grocery,
automated fuel)

e SME payments.

However, a minority of respondents (three), suggested that thinking in terms of use cases was too
restrictive and encouraged the Committee to think of open banking as an enabling platform for open
finance and other data sharing opportunities.

One response identified a unique set of use cases which are worth highlighting given their
importance in supporting marginalised or vulnerable consumers. One TPP response focused on the
ability for open banking payments to evolve into a solution which could provide cash withdrawal and
cash deposit services.

Given the regulatory focus on access to cash, the Committee may wish to consider this proposal
further. This response also suggested a potential solution to the challenge that only digitally active
consumers can use open banking, suggesting that the Standard could be evolved so that customers
could use their payment card to identify themselves, thereby enabling participation by a much
broader cross section of the UK population. The submission argued strongly that access to cash
withdrawal and deposits was of critical importance for many UK citizens and that open banking could
play a key role in broadening access to both these functions. We note that an ASPSP submission
highlighted that only 60% of its customers were digitally enabled.

Area of Discussion 2: Additional capabilities and considerations

In total, nine broad additional capabilities and considerations were identified by respondents, with
some areas obtaining widespread support and others featuring in only a minority of responses.

First, we list these nine areas, ranked by the number of respondents who cited them, and including
some observations in terms of the types of entity requesting that the Committee consider the
development of these capabilities and considerations.
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1. Greater certainty and clarity on payment outcome: there are a number of overlapping
submissions in this area, including:

e (Calls for more granular and meaningful status messages. One TPP submission set out the
rationale as follows: “Surely, the industry would benefit [from] ... enhanced information
reporting requirements on the payment status, which would allow the PISP to give the
merchants confidence that they will receive the transaction amount. However, there are
ways to innovate around such deficits and such information can be offered by ASPSPs on
commercial terms.” One payment platform provided evidence on status messages that
showed that only, “19.4% of payments initiated resulted in a payment status confirming
certainty of fate”.

e New functionality enabling PISPs to ear-mark funds similar to a card authorisation. An
example submission from an ASPSP suggested that “there should be a guaranteed payment
/ settlement scheme developed to allow merchant confidence in accepting the payment.
This may align with the proposals in the ongoing SEPA SPAA work®.”

e A new type of payment which is either executed immediately or declined. As an example, a
TPP commented as follows: “... the only other functional capability we can see value in that
is not available today from open banking or the underlying Faster Payments system is a pay
‘now or never’ capability. This capability would support payments where the receiving
business needs certainty in real time that either a payment has been made or hasn’t.”

Functional enhancements in this area were very widely cited in written evidence. Participants
proposing developments in this area included two ASPSPs, alongside nine TPPs. Additionally, two
platforms identified this as a priority area as did both expert advisers. We must note one dissenting
voice from the TPP community who stated that, “payment certainty is not a major issue” in their
experience.

It is also worth highlighting that there appeared to be differences between the written evidence and
the points raised in the discussion session on 23 September 2022. In that session, three TPPs
questioned whether there was a functional gap in relation to payment certainty.

Also, important to highlight is that two ASPSP responses identified no additional functional
capabilities or considerations required beyond items covered elsewhere in their submission.

Given the views expressed in these two ASPSP submissions, which identified no additional
functionality or capability required to support open banking payments, and some TPP views in
writing and at the discussion session, this area does not have unanimous backing as a priority for
functional enhancement. In part this can be explained by the fact that there are three overlapping
functional enhancements in this area: status messages, ear-marking and a ‘now or never’
functionality. All three of these enhancements can be considered under the broad umbrella of
payment certainty, however, in technical terms they are very different.

We suggest therefore that this is as an area of emergent agreement, but with the following
important caveats:

e One TPP explicitly stated it wasn’t a priority for them.
e Two ASPSPs did not propose any technical enhancements.

6 SPAA refers to the SEPA Payment Account Access proposed scheme.
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e The discussion session highlighted further differences of opinion on this area, the
appropriate technical solution to the challenge and its prioritisation.

2. Expansion of VRPs: a number of submissions called on the Committee to expand the mandatory
or free provision of VRPs functionality beyond sweeping use cases. Some wanted it to be available in
all use cases, some called for a more measured expansion, some accepted that commercial fees
would be required, others called for it be provided without cost. Expansion of VRPs beyond sweeping
was therefore a common request, although the precise mechanics for this expansion saw quite wide
variance.

ASPSPs did not support the mandatory expansion of VRPs but some considered it to be a commercial
opportunity. It was predominantly TPPs and retailers who called for this.

3. Error Code Enhancements: many participants highlighted challenges in understanding the
outcome of a payment initiation, when unsuccessful. Many participants were not able to accurately
determine the reason for payment failure and were therefore unable to advise their customers or
take appropriate action. As one TPP described in their submission: “Currently, many of the bank APls
provide generic error and fail messages which makes it impossible for PISPs to correctly handle
customers. Providing detailed status through the flow as well as error codes would allow the PISP to
inform the customer of what they can do to complete the payment.”

This functionality was highlighted by some TPPs and Other Banks (who also operate as TPPs).

4. Delegated or Open Authentication: some participants suggested that PISPs should be allowed, in
certain circumstances, to undertake SCA. This flexibility would enable more seamless, friction-free
payment experiences, particularly in low-value scenarios for example. The independent expert also
proposed that Regulators require that global technology companies open up access to the secure
element and NFC capability on smart phones to expand usage and remove friction associated with
open banking payments.

This was highlighted by some TPPs and three platforms.

5. Improve data flow from ASPSP to PISP: some participants identified a need for additional data to
be shared from ASPSP to PISP, either to help with KYC or to identify fraud. In some cases, the need
was for this data to be provided prior to payment initiation. Dataflow from PISP to ASPSP is
extensively considered in the responses to Question 1 (Resolving Barriers).

This was highlighted by some TPPs and one platform.

6. Ability to Change Final Settlement Figure: a key gap identified by some participants was that open
banking payments are initiated with a fixed amount. In use cases like grocery, hotels and automated
fuel dispensers this is not viable. These participants called for a solution that allowed the final
amount to be adjusted (within tolerance) once the final transaction figure was known.

This was mentioned by an ASPSP, a TPP and one platform.
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7. Actor visibility and payment references: some participants highlighted the importance that the
payer has good quality, accurate information about who they are paying, which works across
different payment configurations. The Open Banking Standard today has a solution to this which uses
software statements. This was described by a TPP submission as “an unnecessary and unscalable
requirement that would make operational deployment of VRP services massively complex for TPPs
and ASPSPs”.

This was mentioned by an ASPSP, two TPPs, a consumer expert and a platform. See also Section 5.2,
Discussion Area 3 where there is a broader discussion of clarity of permissions. Whilst this related to
the Data Sprint, it also has relevance for the Payments Sprint.

8. SME payments: some respondents highlighted the importance of enhancing particular aspects of
SME-specific payments, including how batch payments work and multi-authentication flows.

This was mentioned by two TPP submissions.

9. Consistent Guidelines for Face-to-Face payments: some respondents called on the Committee to
ensure that additional guidance was provided to ensure consistent implementations in Face-to-Face
environments (such as QR codes).

This was mentioned by one ASPSP and a platform.

10. Other Proposals
In addition, the following proposals were submitted by just one respondent:

e Combined consents covering payments and data in one journey.

e Introduce cards as an alternative means of identity to authenticate customers without
digital access and allow them to make payments.

e Avreverse consent journey to enable deposits.

e The provision of balance in journeys to support customer control.

e The ability for open banking payments to use contactless functionality in smartphones

e Enhancements to the Standing Order standard implementation, which in its current form
has a number of issues preventing its use by TPPs.

1.17.4.2. Emerging Areas of Agreement

On reviewing the submissions, it is fair to conclude that there are two potential areas of alignment:

Firstly, not all participants specified particular use cases, but across the responses, e-commerce was
most cited as the priority, followed by bill payment and recurring payments.

Secondly, with caveats, it is also reasonable to conclude that work is required to consider ways to
provide PISPs, merchants and consumers greater certainty at point of making the payment and
following payment submission. It is important to highlight that verbal evidence was more nuanced
on this topic and that there are a number of diverse options to provide payment certainty.
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Beyond these two areas of potential alignment, however, there was significant scope for
respondents to interpret the question in different ways and a multiplicity of responses is to be
expected.

The Committee may therefore need to consider the following areas which showed a significant lack
of alignment:

e From responses, it is unclear which of the many proposed areas of additional functionality
should be progressed for further examination and consideration. There is a long list, each
with passionate and evidence-based responses supporting each area of functionality.

e [tis notable that a few ASPSPs (although not all), did not identify any new functional
capabilities that were required. This is in stark contrast to many TPP responses which
identified a long list of potential areas of development.

e The expansion of VRPs was one of the most frequently cited developments by TPPs and
retailers. It was not proposed by a single ASPSP, suggesting that the development and
evolution of this type of payment is likely to cause significant divergence.
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1.17.5. Question 5: Dispute Processes

Dispute process: how should payment disputes be managed, and what does this imply for consumer
protection and redress? Please provide rationale and evidence.

1.17.5.1. Areas of Discussion

Note that disputes are also considered in Section 6.4 of the Ecosystem Sprint.

Area of Discussion 1: Types of disputes

Evidence from some respondents encouraged greater clarity on different types of disputes. A TPP
drew the distinction between:

e Payment disputes: issues related to the execution of a payment, errors, payment not
authorised, etc.

e Purchase disputes: situations where goods or services not received or not as described, or
the firm goes out of business before being able to deliver a good or service.

Whilst this feedback was only provided by a small number of respondents, we consider it a helpful
distinction to draw to provide more helpful feedback to the Committee when considering the
management of dispute processes and we have adopted it in this section.

Area of Discussion 2: Managing disputes

Within the evidence there was some agreement that the following elements would be helpful to
support the development of the open banking payments ecosystem and the way that payment
disputes are managed.

e Adisputes rulebook, providing additional guidance to firms on how to deal with common
payment disputes using the existing regulatory framework but including the agreed
treatment of edge cases.

e Common terminology and coding of disputes across the ecosystem to enable better
reporting and more efficiency.

e There was some support also for a centralised dispute management function, although a
note of caution was sounded by some who highlighted that the current OBIE Dispute
Management System (DMS) has extremely low levels of use, because there had been few
disputes and those that had arisen had been resolved bilaterally.

For clarity, these were proposals from a minority of respondents (four, three and three respectively),
but there was no counter evidence suggesting these three developments would be unhelpful or not
required and we are therefore happy to list these as areas where the evidence provided support.

There was, however, very significant divergence within the evidence submitted during the process.
Most of this divergence focused on the scope of disputes, and particularly whether purchase
protection should be considered in scope and whether equivalence of protection with cards was
required to support the development of open banking payments. There was also divergence on the
question of how such protection should be delivered, and whether it could be included within
multilateral frameworks or should be delivered as part of the payment rails underpinning open
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banking payments (and therefore be provided for all types of transaction running over those rails,
not just open banking payments). These discussions are covered in the following sections.

Area of Discussion 3: Equivalence to cards

Expert advisers were unanimous on this point. One of them commented: “Consumer protection is, in
our opinion, the biggest issue which needs to be solved...” These experts highlighted the very
significant risks, in their view, of open banking payments coming to market without equivalent
purchase protections to card. This would create a risk of detriment to end users as well as a risk that
open banking payments become reputationally damaged. One of the experts also highlighted that
few consumer organisations and commentators would recommend consumers adopt services with
what they viewed as significant shortcomings. This submission also highlighted evidence from a firm
in the US, which failed to plan properly for the level of disputes it received and has now suffered very
serious negative commentary.

Most ASPSPs were typically also of the view that purchase protection was an important
consideration. One ASPSP provided an evidence point that allowed us to estimate that chargebacks
on debit cards recovered in the region of £400m for consumers per year, suggesting that this
protection on existing payment methods is material on debit cards.

However, this view was not universal amongst ASPSPs with one suggesting that purchase protection
should be left to individual firms to consider: “Buyer protection should be left to the competitive
space.” This view was echoed by another ASPSP.

Four platforms also supported the view that purchase protection was important, along with one
retailer. One of the platforms gave verbal evidence around the issues currently being experienced in
relation to disputes in India on an A2A overlay service, which in their view underlined the importance
of planning properly for disputes from the outset. The retailer’s viewpoint is interesting as it provides
a counterpoint to other views expressed by retailers: “To trust open banking for purchases in
everyday categories as well as travel, banks need to provide a dispute process for both fraud and
commercial disputes (service guarantees), similar to what is done today with cards.”

However, other retailer submissions disagreed with this point of view, suggesting that the inclusion
of equivalent protections to cards would create huge complexity: “The existing consumer rights are
defined and understood, and in turn does not require the complex chargeback rights of card
payments.”

As well as this view from a retailer, most TPPs were of the view that purchase protection was not
required, and others went further in suggesting that including it would significantly damage the
nascent open banking payments market by removing cost advantage against cards.

Many respondents highlighted that customers are protected when making a purchase using open
banking payments: they are protected by the Consumer Rights Act 2015 and by various schemes
operated within certain industries, such as ABTA and ATOL for travel purchases.

As one TPP set out: “We should be very careful before replicating the chargeback model as it has
created significant costs for merchants and would reduce the ability of open banking payments to
provide a better service for merchants.”

Other TPPs also highlighted the extremely low levels of disputes currently experienced within open
banking payments today. One for example commented on the “remarkably low level of payment
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disputes between customers, merchants, TPPs and ASPSPs. This is not by accident...”. No empirical
data was provided to support this point, but a number of TPPs made similar assertions.

Area of Discussion 4: Where should protection be provided?

Some respondents who favoured consumer protection, as outlined above, were agnostic on this
question or did not provide a view.

Others, however, provided very strong views. One of the expert advisers suggested that this
protection should be provided as part of the payment rails, meaning that it would in effect be
provided for all Faster Payments. An ASPSP also stated that parity between payment rails was an
essential requirement and that a centrally set standard and common functionality for customer
protections across all A2A payments would be the best way to achieve this.

Other submissions, more commonly from ASPSPs, suggested that the issue could be solved as part of
multilateral frameworks and therefore addressed for open banking payments only and not for other
account-to-account payments running over Faster Payments.

Area of Discussion 5: Allocation of costs

This was signalled as an important area of debate in a number of responses. Most responses that
highlighted this issue did not provide strong views, but rather highlighted that this consideration was
fundamental to developing a workable solution to this issue. One example from a platform is typical
of comments in this area: “We note that the inclusion of protection overlay services ... adds cost.
Where in the value chain the cost falls then becomes the key issue.” Clearly, in the view of this
submission and a number of others, the critical question to resolve is, if protection to the customer is
provided, who carries the operational costs and who carries the cost of refunding the customer.

Area of Discussion 5: Consumer Duty

One of the areas that was highlighted by some respondents is whether and how the new Consumer
Duty introduced by the FCA would lead to PISPs providing better advice to customers regarding the
level of payment and purchase protection they will receive.

1.17.5.2.  Emerging Areas of Alignment

The distinction drawn between payment disputes and purchase disputes was proposed by a number
of respondents (although different terms were used) and there is alighment that we should separate
discussions of these two types of dispute.

There also appeared to be some alignment around the need for whole of market, centralised dispute
management systems, rulebooks and codes of conduct.

Beyond this, this was an area with significantly diverging views, but one of the greatest importance
in the views of many respondents.
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1.17.6. Question 6: Access & Reliability

Access & reliability: are greater levels of access and reliability needed to ensure success or not? Please
provide rationale and evidence. What needs to be done in order to give customers and retailers sufficient
confidence that payment journeys are efficient, and payments are certain?

1.17.6.1. Introduction

Responses to this question focused on two types of access and reliability issues and for clarity it is
helpful to separate these, given that the issues highlighted and potential solutions are quite distinct.

The two issues are:

e API Availability: responses here focused on issues of API downtime and occasions when
transactions failed because the ASPSP was unreachable.

e Consent Success: responses here focused on payments which failed for other reasons,
sometimes unknown, sometimes known through error codes. This could include issues such
as customer abandonment, technical faults, failed authentication, etc. We have tried to
keep issues related to high-value transactions separate, given that these are clearly
addressed under Question 1 (Resolving Barriers). We have also kept functional
enhancements separate, as these are considered under Question 4 (Functional
Capabilities), such as error codes or issues related to payment status or payment certainty.

Some respondents referred to their views around API Availability, some around Consent Success, and
some both. Other responses saw limited evidence of gaps or issues in either area. However, for
clarity, and to aid decision-making by the Committee, we have separated evidence and proposals
into these two areas.

1.17.6.2. Areas of Discussion
Area of Discussion 1: API Availability

There was partial agreement that API Availability was a gap that needed to be considered by the
Committee and that the issues of API Availability needed to be resolved to achieve the long-term
success for open banking payments. In total, 14 submissions highlighted issues in this area, which
needed to be addressed, although some did consider this to be a long-term issue, rather than a
short-term priority.

Participants that supported action of some type in this area included two ASPSPs, four platforms,
two expert advisers and six TPPs. As can be seen therefore, there was support from across the
ecosystem. A further three responses stated that high APl availability was essential but did not go as
far as saying that the current performance was inadequate.

Some of the evidence cited included:

e A platform highlighted that the current level of performance of the CMA9 Banks equated to
44 hours of downtime per year.

e ATPP highlighted that “7% of the failed payments were caused by “problems connecting to
the bank”, making it clear that APl availability represents a small proportion of failures but
still a significant number if open banking payments is to scale.
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e Another TPP highlighted that they had observed, “One bank had 13 downtime events over
the course of 12 days, during which time our payment conversion rates dropped from 52%
to as low as 8% on a seven-day moving average.”

Many respondents compared the current level of availability (targeted at 99.5%) with that of the
cards ecosystem (which is typically 99.99% available). One of the expert advisers suggested, “AP/
availability and reliability must be increased so that it at least matches the performance of other
payment methods with which open banking payments are competing.”

e One ASPSP referred in its submission to the fail-over systems employed in the cards
ecosystem to stand in for bank systems when they are down. This bank had a system
outage for about four hours and used the payment scheme’s Stand-In Processing. During
this 4-hour period, 2.5m debit transactions, worth over £120m were processed on behalf of
the issuer.

To counterbalance this view, however, two TPPs, one platform and two ASPSPs explicitly stated the
current level of availability was sufficient and no further work was required. One TPP stated that,
“the UK user experience is relatively efficient and performs well.”

Whilst we can observe partial agreement that APl availability is a key gap for many respondents,
there is much less clarity or agreement on the type of solutions which could be deployed to bridge
this gap. Many submissions did not include specific recommendations. Those that did, diverged on
what kind of solutions would be appropriate. Some of the key solutions proposed included:

e A number of respondents made recommendations about harmonising the treatment of
providers subject to the CMA Order with that of all other ASPSPs. For example, one ASPSP
proposed that all ASPSPs should be targeted to provide 99.5% availability and suggested
that the PSD2 requirement of parity was insufficient. Two TPPs called for all ASPSPs not just
CMAD9 providers to provide monthly reporting of API availability.

e One platform and three TPPs made representations that an API-based tool should be
created which allowed TPPs to understand exactly which APIs were operational and which
were not in real-time, "a whole-scheme availability dashboard that gives real-time updates
on all participants".

e One proposal for consideration was a formal, stand-in processing capability which was able
to authorise transactions on behalf of the ASPSP if their systems were down. Respondents
did not provide details of how such a system would work, but many appeared to have in
mind a solution similar to that which is operated in the cards ecosystem. One TPP, three
ASPSPs and one platform proposed solutions of this type.

e One ASPSP pointed to other critical infrastructure such as the Open Banking Directory and
suggested that this should be developed to have fail-over capability as it represented a
single point of failure for the ecosystem.

As is clear from the analysis above, a number of respondents did not put forward recommendations
for fixing the perceived API availability issues which they considered should be addressed by the
Committee, suggesting that further work may be required to understand potential solutions and
assess their proportionality and effectiveness.

Area of Discussion 2: Consent Success

This section considers submissions to this question which focused on access and reliability issues
experienced by participants where the bank APl channel was available, but the payment still failed.
We have referred to this as “consent success”, however we should also highlight that aspects of this
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issue are also contained in Question 1 (Resolving Barriers), particularly consent success for high-
value transactions, and Question 4 (Functional Capabilities), as it relates to payment certainty.

In total, nine organisations highlighted that issues of consent success represented a gap that needs
to be overcome. These nine respondents included five TPPs, one bank operating as a TPP and three
platforms.

For example, one platform highlighted that “over 21% of payments initiated appear to have been
retried at least once suggesting there are high failure/abandonment rates as journeys progress”.
Another platform quoted data which showed that: “Drop-offs during the ASPSP side journey occur in
31% of payment journeys for all banks to which [TPP] is connected (NB: this excludes payments which
failed for technical reasons which is typically around 4%)... The range among CMAS9 banks is between
23% and 52%. However, for non-CMA9 banks, it is between 11% and 85%. A robust, uniform
approach would therefore increase reliability.”

Two ASPSPs however were clear that there were no issues here and that the current consent success
rates were a natural function of consumer behaviour and did not present a barrier to success. For
example, one ASPSP noted that: “Conversion rates for open banking payments are greater than 90%
(consumers successfully authenticating a payment)”. Another noted that, “... there have been
significant improvements in conversion, made through continual review and enhancements to our
app and browser journeys”.

There was also no clear view from the submissions on actions which should be taken if the
Committee were to address this gap. In total nine submissions raised issues in this area, only three
proposed solutions. This may be because respondents did not consider that this was in scope of
Question 6 and others considered that some of the proposals put forward to Question 1 (Resolving
Barriers) and Question 4 (Functional Capabilities) would have an impact on consent success rates.

Three respondents recommended that a whole of market reporting and issue resolution solution be
created, noting that the OBIE is only able to address issues related to CMA9 implementations.

As evidenced in a number of submissions, consent success is a simple concept, assessing whether a
payment has been successful or not, but has a number of very complex drivers, including technical
issues, consumer drop-off, quality of implementations, payment limits and fraud. Therefore,
responses to this question also need to be considered alongside responses to other questions, in
particular Question 1 (Resolving Barriers) and Question 4 (Technical Capabilities).
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1.17.6.3. Emerging Areas of Alignment

On balance, the evidence provided suggested that API availability is a gap which needs to be
addressed to unlock the potential of open banking payments, however for some respondents this is
a longer-term issue rather than an immediate priority. There were, however, important dissenting
voices on this question.

There was limited alignment on how such a gap should be addressed however, partly because many
responses did not even consider what kind of solutions could be deployed in this space.

On the question of consent success, there was limited alignment about whether this was a gap
needed to be addressed or not and what solutions which could be deployed in this regard.

1.17.7. Question 7: Pricing

Competitive pricing: in terms of commercial models for the use cases, what are the challenges with current
charging models, and how can competitive pricing be achieved in a fair manner that incentivise actors to
take part?

1.17.7.1.  Areas of Discussion

There were very wide-ranging views expressed regarding pricing. This is not surprising as open
banking payments is a two-sided market and the different parties across the system derive
commercial benefit from separate drivers, for example ASPSPs incur a cost for every payment
initiated over open banking, but if there is a cost to PISPs for payment initiation this undermines the
ability for them to provide a credible alternative to existing payment methods.

Area of Discussion 1: Pricing of non-Sweeping VRPs

This was the area of least divergence with several ASPSPs and several TPPs suggesting that a
commercial model which provides a return to ASPSPs for open access to VRPs was appropriate. This
was seen as akin to the activities taking place in Europe as part of the SEPA Payment Account Access
(SPAA) initiative. Several of the TPPs suggested that regulatory intervention may be required to set
the price or cap the price with many stating that the cost would need to be below the cost of debit
interchange to ensure there was an incentive for merchants to adopt this new payment capability.
However, there were also calls for free access to VRPs for any use case from TPPs, retailers and
expert advisers. The retailer and expert adviser submissions suggested that interchange on card
transactions should be abolished, removing the incentives of ASPSPs to continue supporting card
transactions and not invest sufficiently in the development of open banking payments.

Area of Discussion 2: Pricing of all open banking payments

Seven ASPSPs referenced the cost associated with open banking payments with five respondents
directly or indirectly recommending a charging model that will allow them to be compensated for
these additional costs, i.e., a charging model for all open banking APIs currently with open free
access. This model was not suggested by any TPPs.

Area of Discussion 3: Other observations

One TPP recommended that any agreements on pricing could be part of a broader Payment
Arrangement which would cover commercials, liability, customer protection, conformance and
performance. This would enable direct oversight by the PSR and could cover VRPs as well as Single
Immediate Payments (SIPs) initiated in open banking. These Payment Arrangements with better
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performance and customer protection could sit alongside existing APIs developed to meet a
regulatory obligation.

Whilst most TPPs who responded that some form of commercial model for VRPs needed to be
cheaper than Direct Debit to promote switching. Some of these TPPs cited that the reference point
for cost should be Direct Debits rather than debit card interchange. One payment network sought
clarity around what costs should be compensated for, which can include costs of processing the
payment request/costs of handling disputes and consumer protections/costs of sending the payment
(processing and FPS fees).

1.17.7.2.  Areas of Potential Alignment

This was an area with very clearly divergent views across the ecosystem.

1.17.8. Question 8: Other Comments

Are there any additional issues pertaining to open banking payments that you wish to raise that are not
covered in the preceding questions?

Twenty-three respondents did not provide any additional comments.

Three respondents highlighted the importance of considering the role of the NPA in decisions
relating to the future of open banking payments.

Other respondents used this section to highlight important considerations for Phase 2, including
suggestions that it should focus on the commercial structure of the Future Entity and a deeper
consideration of the needs of consumers and merchants.

Other submissions used this as an opportunity to restate priorities set out earlier in their submission.
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1.18. First Data Strategy Sprint

1.18.1. Question 1: Preventing Fraud

What additional data could be shared between entities to better protect customers from fraud, in particular
APP fraud, for account-to-account payments (beyond the realm of open banking payments)? Please provide
rationale and evidence.

Additional clarification: This question covers all account-to-account payments, not just payments involving a
PISP and seeks to understand what data could be shared using APIs between trusted parties.

1.18.1.1. Introduction

There are widely differing views of the materiality of fraud risks created by open banking, which
influenced the extent to which respondents considered increased data sharing as a priority. A key
issue identified across the board is the paucity of good empirical data to inform this discussion. Most
respondents suggested that the starting point to address this gap was to identify how existing data
collection initiatives could be used more effectively rather than the creation of new workstreams.

Note that this question, although part of the Data Sprint, principally focused on preventing payments
fraud. Therefore, there is additional relevant information in responses to Question 1 from the
Payments Sprint. See Section 4.1.2.

1.18.1.2. Areas of Discussion
Area of Discussion 1: The role of additional data

The majority of TPPs expressed the view that across the ecosystem, all participants share a common
goal of protecting customers and stopping fraud from occurring. Many TPPs suggested that receiving
certain new data points would improve their risk profiling capability. Most TPPs stated that they
were receiving insufficient customer attribute data that would enable them to better identify payers
and beneficiaries. Six TPPs indicated that it would be beneficial to receive:

e Name of account holder (rather than account name)

e Opening date of account

e Account holder date of birth

e Account holder address

e Business entity details (i.e., business name, address, tax ID)

Many ASPSPs were wary about requiring expansion of data points, noting that GDPR requires a
lawful basis of processing data based on data minimisation principles. Therefore, they considered
defining a wide data set up front without assessing whether sharing is necessary may be
problematic. One ASPSP noted that the overhead of sharing very prescriptive data was very high,
although acknowledged the benefits of being more open and collaborative.

All of the ASPSPs indicated that they felt that the TRIs recently introduced into the Open Banking
Standards represented a good starting point, but that it is important to create an agile way to react
to novel emerging fraud trends.
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The role of Confirmation of Payee (CoP) was an important topic for one TPP, who was concerned
about the additional friction such calls could bring and made a case that TPPs should be responsible
for undertaking CoP checks.

Area of Discussion 2: Reducing Account-to-Account Fraud

ASPSPs referenced the APl-based EFDS being developed via UK Finance in their responses. It is
intended that this will allow ASPSPs to exchange account level-data that allows the sending bank to
risk profile transaction prior to sending payments or the receiving bank potentially to restrict
customer access to funds based on assessment of relevant data points. A Proof-of-Concept that was
undertaken earlier this year identified five particular new data points that are considered relevant:

Purpose of a Payment

Age of Account Holder

Tenure of Account

Turnover of Receiving Account
Type of Account

Evidence was submitted indicating that the Proof-of-Concept evaluation clearly demonstrated that if
these data points were shared between the sending and receiving banks fraud detection rates might
improve by c. 20%, which based on current APP fraud losses could produce a potential reduction of
c. £120m pa.

The potential for improvement in inter-bank risk management was thought likely to reduce the need
for TPPs to make significant changes to their existing risk scoring approaches. One TPP stated that an
“API-based EFDS that will allow ASPSPs to exchange additional information about a payment before
it is executed. We recommend that JROC supports these efforts and encourages the development of
further information exchange between the ASPSPs, without requiring a payment initiation service
provider (PISP) to be involved.”

However, the one area in which TPPs are likely to be required to support this new approach is in
identification of “payment purpose”, which is key information that they hold in an open banking
payment. One ASPSP stated that “understanding fully the purpose of the payment (who the customer
thinks they are paying and for what reason) is both the most critical but also the most difficult to
obtain”. The existing TRIs in the Open Banking Standard aim to provide this key information to the
sending bank.

An ASPSP indicated that from an open banking payments perspective, the anticipated outcome was
that the additional data flow can in fact result in less transactions being declined or investigated in
some cases (i.e., reducing false positives).

A TPP highlighted the need for clarity on outcome, so that customers were clear what was happening
if their transaction was delayed or stopped, a topic discussed in the Payments Sprint.

One ASPSP suggested that data sharing by providers outside of financial services, e.g., telecoms and
technology platform providers, would also improve fraud outcomes.

Area of Discussion 3: The extent of fraud in open banking payments

There are differing views on the extent to which the fraud risk in open banking payments is
substantial. TPPs argued that open banking payments were inherently low risk as evidenced by the
fact that they currently generate very low levels of fraud. However, ASPSPs refuted this view and
suggested that from their perspective fraud rates were proportionately higher than those on their
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direct digital banking channels. One ASPSP indicated that fraud losses are five to ten times higher
(although noted that the volumes of payments are markedly different between the two channels).
The low levels of friction in open banking payments and the lack of visibility as to the purpose of the
transaction and the participants involved were identified as contributing factors.

One TPP suggested that many ASPSPs’ fraud-scoring capabilities were poor, generating a high level
of false positives. The TPP provided evidence that considerable numbers of payments had been
blocked as suspected fraud, an increasingly common trend. The proportion of all payments blocked
in the first week of September as experienced by the said TPP is set out in the figure below.

Figure 4: Evidence Supplied by a TPP: % Transactions Blocked

% Transactions Blocked

ASPSP 1 ASPSP 2 ASPSP 3 ASPSP 4

@ % Txn blocked

The TPP indicated none of these transactions was proven to be fraud, and the majority of these were
individuals transferring cash between accounts in their own name, between accounts that had been
set up for a long time and for amounts that were not unusual.

One ASPSP observed that the existing largest use cases for open banking such as paying tax bills,
paying credit card bills, or topping up a secondary account, are not big drivers of fraud. However, as
the use of open banking payments evolve, other potential use cases may introduce new risks. Data
sharing capabilities needs to reflect future potential risks, not just existing ones.

Area of Discussion 4: Role of PISPs in fraud management

A few TPPs in the discussion session held on 30 September 2022 challenged whether additional
activity was required given the low levels of fraud and risk created by open banking payments today.
The majority of TPPs called for a two-way data sharing ecosystem to improve risk scoring capabilities
covering both data to be shared from ASPSP to PISP, as well as data from PISP to ASPSP. The PISPs
have access to transactional data, e.g., information on payment purpose but very little data relating
to the attributes of the account or account holder. ASPSPs and some TPPs noted that banks (both
receiving and sending) have the benefit of holistic customer payment behaviour data that means
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that they are much better placed to detect unusual high risk transactional activity than PISPs, who
only see occasional transactions. Several ASPSPs also noted that because they had ultimate liability
for fraudulent transactions, they were better incentivised to undertake risk monitoring.

However, one ASPSP noted that understanding the purpose of the payment (who the customer
thinks they are paying and for what reason) is one of the most critical but also the most difficult to
obtain. They thought that PISPs would naturally have a key role to play in providing this particular
data element.

1.18.1.3. Emerging Areas of Alignment

Given the conflicting perspectives as to the level of fraud and the level of risk associated with open
banking payments, most participants agreed that having empirical data sets on fraud would be
essential to resolve conflicting views on how much fraud is being generated via the open banking
channel. This should include evidence of the type and volume of fraud being reported. This was
identified as a prerequisite to considering what new data could be brought into play, and who should
supply it.

On the specific question of improved data sharing in relation to account-to-account payments, there
was broad agreement that this is an important opportunity to address a significant source of fraud,
with broader benefits for the ecosystem. ASPSPs recommended that the Committee considers the
work that is underway in relation to the APl-based EFDS before progressing other data sharing
initiatives.

Page 74 of 195



The Future Development of Open Banking in the UK

1.18.2. Question 2: Ways to share data

Should the ecosystem consider the use of risk indicators and software statement or not? Please provide
rationale and evidence. How would that affect any friction in customer journey?

Additional clarification: This question seeks to investigate ways in which different data sets are / could be
shared between parties in relation to risks / to mitigate risks in the payments / data chain (e.g., using
software statements, using risk indicators in the payment initiation data flow, other ways) and the relevant
rationales for different approaches.

Introduction

The starting point for all respondents is that there is shared appetite across the whole ecosystem to
reduce fraud. However, it is evident that in practice there is mistrust on whether or how that data is
used between parties. There is evidently an appetite on the part of all participants to improve the
effectiveness of risk-scoring utilising appropriate data, but some divergence on how this is to be
achieved.

1.18.2.1. Areas of Discussion
Area of Discussion 1: Role of risk indicators in fraud reduction

ASPSPs universally welcomed the modification of TRIs as part of the Open Banking Standard
(v3.1.10). They stated that the existing TRI data points provide the right contextual information to
make better informed and risk-based decisions, which would improve fraud detection and reduce
the number of declined payments, resulting in an improved customer and merchant experience.

However, their concern is that TRI data is not consistently and accurately populated by PISPs. Partial
adoption (as currently seen) makes it difficult to exploit the data. Not only should TRIs be invariably
used, but the data supplied should be consistent and accurate. For the quality of TRIs to evolve, it is
important that they become embedded across the ecosystem so that their effectiveness can be
determined, and improvements made. Further development of these controls relies on having
reliable data from across the ecosystem to understand the risk levels.

Several TPPs acknowledged the importance of the use of TRIs and recognised that the success of
fraud controls within the ecosystem is materially dependent on consistent implementation.

Two TPPs expressed concern that single data points provided in the TRIs might be used as an
absolute to determine if a transaction is legitimate, rather than it being considered as one of many
factors and stated that “no single data point can absolutely determine whether or not a transaction
is fraudulent, so it’s important that any analysis of whether a transaction is legitimate must keep this
in mind and not operate in absolutes”.

Area of Discussion 2: Achieving comprehensive TRIs

While there was broad agreement around the essential need for a standardised implementation of
TRIs and mechanisms to ensure that they were invariably and consistently used, there were differing
views as to how that should be achieved. Version 3.1.10 of the Open Banking Standard allows PISPs
to share more risk data about the nature of the payment being initiated and the payee to assist the
sending bank in assessing the risk of fraud. However, this is optional for TPPs and while the
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implementation of TRI capability is only mandatory for CMA9 ASPSPs, the Standard is silent on the
use of them in ASPSP fraud engines. There would be significant benefits to the ecosystem if there
were a requirement for TPPs to share TRIs and for all ASPSPs to use them.

Most of the ASPSPs indicated that it should become a mandatory requirement for PISPs to use TRls,
with clarity on mandatory and optional data elements. A commonly held view was that there was a
need for a governance framework and rules that ensure TRIs are populated and rules applied across
the board. One ASPSP alternatively suggested that TRIs could be implemented via MLAs. This
submission suggested that implementing TRIs via an MLA would provide effective incentives for
PISPs to provide good quality TRIs and for ASPSPs to make risk-based decisions based on those TRIs
and to invest in their risk engines.

TPPs unanimously agreed that TRIs, if well implemented, can be beneficial to avoid indiscriminate
payment failures that occur when a blanket approach to fraud prevention is applied by ASPSPs, and
agreed that there needs to be central coordination of how TRIs are implemented. They suggested
that it should be undertaken by the Future Entity, but did not specify how this could be achieved.

Area of Discussion 3: How can permissions clarity be achieved to identify how data is being shared
and used?

From a transparency perspective, there was consensus from respondents that it is desirable for both
ASPSPs and their customers to know the recipient of their data or the merchant that they are dealing
with. This is currently not the case. Although there is an existing solution, intended to achieve this,
where agents of AISPs and the beneficiaries of PISP payments should be identified in ‘on-behalf-of’
fields of a software statement. There was universal acceptance that currently this is not being done
in many cases.

The vast majority of TPPs stated that the reason for this is that the process of creating separate
software statements for every business who uses open banking payments/ data, is very
cumbersome. They indicated that managing multiple software statements incurs a sizeable overhead
for TPPs and introduces significant risk of data being incorrectly maintained and out of date. Some
TPPs indicated that the current approach is not scalable for handling the large numbers of merchants
as the use of open banking payments grows. The majority of TPPs noted that this is now of additional
importance as VRPs are being rolled out, so that consumers can accurately identify their payment
mandates on their banking app.

Area of Discussion 4: Lack of permissions clarity

Discussions in this area focused on whether the current system of software statements used within
the Open Banking Standard provided sufficient clarity on who consumers had provided consent to or
who the ultimate beneficiary of a payment was.

There were divergent views as to whether the limitations of the current model presented a
significant ecosystem risk. An ASPSP provided evidence that in a recent incident the inability to
accurately identify the parties in the data sharing chain had hampered their ability to effectively
manage risks posed to end-users. Two other ASPSPs stated that this creates a potential ecosystem
risk because in the event of a data breach it would not be possible to determine which customers
may be at risk because there is incomplete view of how data is being shared and used.
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Several ASPSPs noted that while more granular information would allow them to better assess the
risk associated with a specific merchant it was considered a fairly blunt tool when assessing
transaction risk.

Area of Discussion 5: Achieving permissions clarity

The key area of divergence was around how improved clarity is best to be achieved.

With few exceptions, ASPSPs submitted evidence that the current solution (utilising software
statements) is suitable and that they are able to accept a large volume of software statement
registrations. The proposed alternative (identifying parties in the consent journey) would involve
significant delivery for ASPSPs to implement, without any clear immediate benefit to customers or
merchants.

Two ASPSPs expressed the view that the current solution (the use of software statements) is fit for
purpose and that the efficiency of it could be improved. This would, in their views, address many of
the issues identified as a barrier to adoption and would require a one-off investment to resolve.
Completing software statements accurately was considered by these responses as a “cost of doing
business” in a way that benefited all parties in the chain, including the end customer.

Most ASPSPs, while somewhat sympathetic to the issues raised by TPPs, noted that the use of
software statements has been a fundamental part of the open banking ecosystem and changing to a
new mechanism would be a material change that would require significant development for both
ASPSPs and TPPs. They noted that there was an absence of any clear immediate benefit to customers
or merchants, the primary driver being reduction of costs and effort for TPPs.

Only one TPP agreed that, from a technical perspective, the proposal to move to the suggested new
approach could add complexity and significant costs for both TPPs and ASPSPs. The majority argued
that replacing software statements (for example, where the consent token is used to display who the
customer is dealing with) as the means to identify the customer facing entity in bank dashboards is
essential.

1.18.2.2. Emerging Areas of Alignment

From a counter-fraud perspective, there was unanimous agreement that the adoption of TRIs and
the more consistently they are implemented, would lead to improvement in the ecosystem, less
friction in the customer experience and ultimately better consumer outcomes. This would enable not
only better fraud detection but also to prevent false positives, where genuine payments are blocked.
Improvements in this area will have a consequential positive impact for open banking payments.

There is good consensus that better coordination is required to facilitate this, but further
consideration needed as to how exactly to achieve this and whether rules or regulatory intervention
is required. Achieving permissions clarity transparency is a desirable outcome, irrespective of the
extent of ecosystem risk. There 